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Many solutions based on machine learning techniques have been proposed in literature aimed at detecting and promptly
counteracting various kinds of malicious attack (data violation, clone, sybil, neglect, greed, and DoS attacks), which frequently
affect Wireless Sensor Networks (WSNs). Besides recognizing the corrupted or violated information, also the attackers should be
identified, in order to activate the proper countermeasures for preserving network’s resources and tomitigate theirmalicious effects.
To this end, techniques adopting Self-OrganizingMaps (SOM) for intrusion detection inWSNwere revealed to represent a valuable
and effective solution to the problem. In this paper, the mechanism, namely, Good Network (GoNe), which is based on SOM and is
able to assess the reliability of the sensor nodes, is compared with another relevant and similar work existing in literature. Extensive
performance simulations, in terms of nodes’ classification, attacks’ identification, data accuracy, energy consumption, and signalling
overhead, have been carried out in order to demonstrate the better feasibility and efficiency of the proposed solution inWSN field.

1. Introduction

A Wireless Sensor Network (WSN) includes a wide number
of sensor nodes in charge of acquiring various information
from the environment where they are placed in. Such infor-
mation are then transmitted by means of multihop wireless
connectivity to a collection center, named sink, in order to
be stored and processed, in accordance with the scope of the
specific application domain [1]. Mostly due to the wireless
nature of the radio channel, WSNs are exposed to multiple
kinds of attack [2], which could potentially compromise the
following: (i) the confidentiality and the integrity of the
exchanged data; (ii) the nodes’ identity; (iii) the network’s
resource consumption (e.g., the nodes’ batteries); (iv) the
correct execution of the established routing protocol. As a
consequence, such threats could hinder the correctness of the
data collected by the sink. Moreover, sensor nodes present
other weaknesses: (i) they have power and computational
constraints, which limit the resources they can employ for
performing the network activities; (ii) they are often deployed
in unsupervised sites, thus increasing the risk of external and
uncontrolled attacks.

Many solutions have been proposed to cope with such
issues [3], but few completely address all the threats just
described. What emerges is the need of embedding orthogo-
nal security systems into the network stack to monitor sensor
node behavior and detect anomalies. In this way, the network
would be able to quickly respond to the attacks by isolating
the malicious nodes, save resources, and preserve data confi-
dentiality and integrity. In this direction, the use of machine
learning techniques seems to represent a valuable, accurate,
and efficient solution. In fact, several trust and reputation
systems based on different machine learning techniques (e.g.,
use of neural networks, clustering, and learning automata)
have been proposed in the last years [4]. Such techniques
allow the sink to analyze the sensor nodes’ behavior with the
final aim of inferring about their trustworthiness.

In this context, the secure framework, named GoNe, pre-
sented in [5] and targeted to sensor nodes’ reputation assess-
ment in WSN, has been conceived. It adopts a well-known
machine learning technique, based on Self-Organizing Maps
(SOM) [6]. The reputation assessment mechanism based on
SOM, also known as Kohonen network, is conceived for
unsupervised neural architectures and is especially suitable
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for environments which present a huge amount of data, such
asWSN, in particular those deployed in hostile context, diffi-
cult to reach in a reasonable time. SOM are also relatively fast
and not expensive in terms of computational consumption.
Based on this assumption, the use of SOM is considered in
the presented scenario as the best technique for reaching the
required purposes and contributing to the existing solutions
in WSN intrusion detection field. The improvements regard
various requirements, such as the following: the detection and
blocking of malicious attacks, the energy saving, the end-to-
end data security, and the congestion control.

In order to demonstrate GoNe robustness and effective-
ness in terms of false positive/negative rate of node classifica-
tion, data accuracy, energy consumption, packet delay, and
overhead, this paper proposes a performance comparison
with respect to the relevant solution presented in Bankovic
et al. [7], which is the only one based on SOM available in
literature, apart from GoNe. It is worth noting that GoNe
presents various peculiarities with respect to existing works,
such as the following:

(i) It guarantees, in addition to the detection of multiple
kinds of attacks, the security and the privacy of the
data managed by the WSN (i.e., in terms of confiden-
tiality, anonymity, and integrity).

(ii) It adopts a data aggregation technique based on ho-
momorphic encryption [8] for reducing the amount
of transmitted information and avoiding network
congestion.

(iii) It is able to perform a periodic assessment of the
nodes, while Bankovic et al. technique runs this task
only once.

Such features, along with the results obtained by extensive
simulations, make GoNe a valuable, efficient, and promising
solution in recognizing malicious attack, preserving net-
work’s resources, and protecting the data in WSN. In fact,
GoNe not only correctly classifies the reputation of the sen-
sor nodes but also mostly avoids the cases of false neg-
atives/positives. At the same time, power consumption of
sensor nodes, packets’ arrival delay, and packets’ losses are
drastically reduced. Finally, it allows identifying awider range
of attacks with respect to Bankovic et al. and guarantees more
accurate data to the sink.

The rest of the paper is organized as follows: Section 2
investigates the state of the art and highlights the contribution
of this paper with respect to the available literature; Section 3
describes the network reference scenario and explains the
threat model. Section 4 introduces the solutions proposed for
GoNe and Bankovic et al. techniques; Section 5 presents the
simulation scenarios and the results, while Section 6 ends the
paper and draws future research.

2. Related Works

In a WSN, sensor nodes have to acquire, store, process, and
communicate information sensed by a target environment.
Such activities must be performed in a controlled and secure
manner, in particular in relation to the application context

and the level of sensitivity associated with the involved
data. A WSN is exposed to different kinds of attacks, which
regard both to the violation of the data transmitted or stored
in the nodes themselves and to network failures, such as
packets’ flooding or blocking forwarding. ADenial of Service
(DoS) attack may be suspected if a node receives a high
number of packets from a neighboring node. Another kind of
situation may occur when a node presents a high percentage
of dropped packets and few packets forwarded; in this case
the node could perform a neglect and greed attack or could be
faulty. Other attacks may be directed to the routing protocols
or to the node identity (i.e., clone, sybil) [2, 7]. As an
example, in networks using hierarchical routes, a node may
start to send packets to all nodes in its range, instead of
the neighboring nodes established by the routing algorithm,
thus increasing network traffic and causing higher network
resource consumption.

Once an attack is detected, it is necessary to mitigate its
actions or isolate the ill-behaved node or nodes from the
network. Hence, to ensure security in WSNs, three strategies
could be adopted, as described in the next sections.

2.1. Attacks to Confidentiality, Integrity, and Identity. The first
strategy regards the confidentiality and the integrity of the
information handled within the network. Some countermea-
sures are ciphering the data from the time when they are
stored in the sensing node and transmit them in an encrypted
form until they reach the sink, therefore guaranteeing an
end-to-end encryption mechanism. Several cryptography
schemes have been proposed in WSN field, such as [8, 9].
A previous work by the authors is the secure and energy-
efficient framework, named SETA (a SEcure sharing of TAsks
in clustered Wireless Sensor Networks) [10], conceived for
preserving data integrity and confidentiality in a clustered
WSN. SETA allows evaluating if data has been violated or
not; in this way, the sink can discard the compromised infor-
mation. The main drawback of SETA is that it is vulnerable
to threats to node resources or to the routing protocol (e.g.,
flooding, DoS). Such issues are solved by GoNe.

The second strategy is about the identity issue; in addition
to the encryption techniques mentioned before, other solu-
tions exploit node locations [11–14], which help in determin-
ing the malicious nodes on the basis of their positions with
respect to the normal ones. As an example, Verifiable Mul-
tilateration (VM) [12] uses localization in order to evaluate
the reliability of the sensor nodes and identifying possible
outliers. Note that [13, 14] are tailored to secure wireless
communications of mobile devices, but the defined methods
could be applied to WSN.

2.2. Malicious Node Detection. The third strategy is related to
the monitoring of network activities, since the countermea-
sures presented above are not sufficient to detect malicious
attacks towards nodes resources or changes in the traffic flow.
To face such issues, several IntrusionDetection Systems (IDS)
have been proposed [15]. IDS typically logs information about
network behavior and reports an alarm in case of anomaly; an
IDS may rely on the following techniques:
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(i) Signature based detection: the current features of net-
work behavior are compared with predefined attacks
patterns of misbehavior.

(ii) Anomaly based detection: the ordinary network
behavior is determined as a baseline onwhich anoma-
lies are detected; therefore, the IDS can adapt itself
to the specific environment issues; what is out of the
ordinary can be defined with respect to the history or
training data.

(iii) Reputation based detection: a reputationmanager has
to detect nodes exhibiting a selfish behavior rather
than violating security.

Focusing on the reputation based detection, literature
provides many solutions addressing the WSN context, which
enables performing an assessment of the behavior of the
nodes [16–18], bymeans of both trust and reputation systems.
It is worth remarking that reputation and trust concepts
are different. In particular, reputation is a measure of node
behavior, which is influenced by their network activities,
the accuracy of the provided data, and so on, while trust is
a more subjective measure and it is mostly based on past
experience. Whatever parameter is considered (reputation or
trust), a mechanism able to dynamically classify the nodes
belonging to the network and to reconfigure itself in order
to support network changes and also the different kinds of
attacks previously discussed must be defined. Note that the
cases in which a node is recognized as malicious even if it
is well-behaved (i.e., false negative) are not few. There are
different reasons, such as the proximity to a malicious node
or simply a fault; in the last situation, the node may restart to
work normally.

Among the available approaches, able to assess node
behavior, [19] presents an overview of the main trust and
reputationmodels and suggest some guidelines for the devel-
opment of standardized solutions. The same authors in [20]
propose a privacy-aware trust and reputation model with the
scope of advising a domain when it has to decide whether to
exchange some necessary information with another domain
or not, depending on its trustworthiness and reputation. In
[21], a decision-making mechanism for trust assessment in
multiagent systems has been carried out and a test-bed has
been built able to evaluate and compare different trust mod-
els. The work [22] provides a survey about the existing trust
methodologies sharing between trust models for securing
routing and for securing data; moreover it categorizes various
types of attack and challenges related to trust schemes. In [11]
it is suggested to perform a probabilistic location verification
algorithm in order to retrieve trustworthy data from sensor
nodes and create several trust levels in the network. The
authors of [23, 24] exploit bioinspired algorithms for their
reputation system. In [18] a trust management system is
proposed to defend against attacks inside the WSN which
uses beta distribution to evaluate the different nodes’ credi-
bility. Finally, manyworks are based on computational intelli-
gence techniques [25] or propose Fuzzy logic approaches for
detecting intrusion in WSN [26–30] or learning algorithms
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Figure 1: Network reference architecture.

and neural networks (i.e., clustering, SOM, and learning
automata) [5, 7, 31–33].

The focus, with GoNe, is on the last approach, due to the
potentialities of learning algorithms and neural networks in
recognizing in an inexpensive and fast way the misbehavior
happening within the WSN. Note that such a feature also
concerns large-scale environments, as demonstrated in [34],
which shows a performance comparison among different IDS
techniques. It reveals that the approaches based on neural
networks outperform the others. For such a reason, this work
started in this direction.

The goal of this paper is twofold: on the one side, the aim
is to demonstrate that GoNe overcomes the other existing
solutions based on SOM reputation mechanism in terms of
network performance (i.e., overhead, delay, lost packets, and
energy consumption), data accuracy, and node classification;
on the other side, a more practical comparative approach
is presented, with respect to most of the existing works,
whose comparison among different techniques is limited to a
theoretical discussion (i.e., qualitative and not quantitative).
Finally, this work also points out the potentialities of SOM in
IDS field.

3. Reference Scenario

The reference scenario for both GoNe and Bankovic et al. is a
clusteredWSN, based on a wireless multihopmesh backbone
[35]. Each cluster is made of a variable number of sensors
and one mesh router acting as Cluster Head (CH), directly
or indirectly connected to the sink through the wireless mesh
backbone (see Figure 1). Sensor nodes are very constrained
in terms of energy and processing resources, while CHs can
be assumed to be (i) grid powered (or with a huge energy
availability) and (ii) able to run more complex algorithms.
Such considerations are more relevant for GoNe than for
Bankovic et al., since GoNe adopts such a hierarchy to assign
the different tasks among nodes, in the following way:

(i) Sensor nodes will only execute the sensing and the
data encryption activities.

(ii) CHs verify the integrity of the received data and, in
case of no violation, aggregate the data according to
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the congestion level of the network, as proposed in
the secure framework, named SETA [10].

(iii) The sink collects the data provided by the WSN and
assesses the reputation level of the sensor nodes,
thus detecting the misbehaving ones, as described in
Section 4. This happens in both the frameworks (i.e.,
GoNe and Bankovic et al.). In fact, the sink has no
resources constraints and therefore it can store all the
historical information regarding WSN behavior for
ongoing and future analysis.

To guarantee an end-to-end security, inGoNe some infor-
mation contained in the transmitted packets is encrypted by
using the Message Digest MD5 algorithm with proper keys.
MD5 has been adopted due to its suitability forWSN in terms
of memory usage and resource power consumption [36],
for example, with respect to SHA and AES, which require a
higher computational effort.

As regards the data integrity requirement, the counter-
measure adopted by GoNe is a hashing procedure. More in
detail,

(1) for each received message, the CHs calculate the hash
of the sensed or aggregated data contained in the
message itself;

(2) the obtained output is encrypted with the hash key
associated with the node that generated the message
(also extracted from the message);

(3) if such a result matches the field that contains the
encrypted hash of the data into the received message,
a security violation has not occurred.

Note that since also the hash is encrypted, another
security level is added in order to avoid attacks which can
modify both the hash and the related data. Concerning secure
aggregation, sensor nodes make use of homomorphic stream
ciphers, as presented in [8], which allow the CHs to aggregate
data without deciphering them. The approach presented in
GoNe adopts data aggregation at CH level to avoid traffic con-
gestion: when the transmission queue builds up, data therein
are aggregated to keep the queue length under its maximum
limit. In fact, the aggregation strategy iteratively arranges the
enqueued packets in a proper number of aggregation groups,
whose contents are merged into a single packet. For further
details about the encryption technique, the key management,
and the aggregation process, please refer to [10].

The messages, exchanged in the WSN containing the
sensed data, are denoted by 𝑚𝑛,𝑞 where 𝑛 refers to the node
that generated and transmitted the message, whereas 𝑞
uniquely identifies themessage among those generated by the
node 𝑛. In this way, the sink can keep track of the messages
generated and transmitted over the network.

The communications are supposed to be multihop from
the sensor nodes to the CHs and, then, to the sink or vice
versa.The information related to such a path is denoted in the
message𝑚𝑛,𝑞 as𝐿𝑛, that is, a list of the nodeswhich forwarded
the data itself. As regards Bankovic et al., the authors do not
specify how communications happen within their proposed
framework.

3.1. Threat Model. The threat model considered in this paper
is detailed hereby, supposing that sensor nodes may be
deployed in unsafe environments. Furthermore, nodes are
assumed to have the same communication ranges, while the
size of the packets exchanged among nodes is fixed (see
simulation scenario in Section 5).

Therefore, WSN may be exposed to eavesdropping and
masking attacks; they are counteracted, in GoNe, by means
of a two-level encryption approach exploiting a hashing
procedure, as introduced in Section 3, while, in Bankovic et
al., no action is undertaken in order to directly face such
a kind of misbehavior (i.e., the sink is unable to recognize
violated packets). Note that, in GoNe, the hash calculation
includes the current timestamp (i.e., the instant time of packet
generation), thus preventing replay attacks. Moreover, sensor
nodes are not synchronized (i.e., they do not have perfect
clocks and they do not generate packets at the same instant
time). Such features, along with the different keys owned by
sensor nodes, cause that the same event (e.g., the detection
of a particular condition) reported by different nodes will
generate diverse encrypted hash. Such a feature greatly
improves the resistance of GoNe to brute-force attacks, aimed
at discovering the keys used by nodes for data encryption.
Instead, Bankovic et al. technique only relies on the capability
of SOM for recognizing replay attacks.

Other kinds of attacks included in this analysis are those
directed to the routing protocol or the network resources,
for example, flooding, DoS, and wormhole [22, 37, 38]. Both
GoNe and Bankovic et al. techniques face them by means
of SOM functionalities, which are examined in depth in
Section 4.

4. Reputation Frameworks

4.1. Self-Organizing Maps. The reputation algorithm used
both byGoNe and byBankovic et al. is based on SOM. SOM is
a kind of Artificial Neural Network (ANN), which is trained
by means of unsupervised learning [6]. It uses a neighbor-
hood function to preserve the topological properties of the
input space; in this way, both similarities and anomalies of the
node behavior can be recognized. For such reasons SOM is
particularly suitable forWSN application case. A value for the
reputation score in the range [0, 1] is finally derived for each
sensor node, where 0 is the lowest possible value and means
that no confidence is associated with the node, while 1 is the
highest possible value and means that there is a complete
confidence in that node.

More in detail, SOM is able to organize various features
into an internal representation, consisting of two principal
layers (see Figure 2):

(i) The input layer: it takes the features 𝑉1 ⋅ ⋅ ⋅ 𝑉𝑛 as input
signals for the neurons of the SOM; in particular, each
neuron is directly connected to all the neurons in the
output layer (as suggested by the arrows in Figure 2)

(ii) The output layer: it provides the reputation score
update. At each iteration of the algorithm the weights,
[𝑊1 ⋅ ⋅ ⋅𝑊𝑛], among the input and output neurons,
are calculated and updated; such an adjustment is a
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Figure 2: Self-Organizing Map scheme.
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Figure 3: Main steps of the machine learning algorithm.

linear combination of input vector and current weight
vector, as shown by the scoring function in Equation
(1).

𝑊(𝑡 + 1) = 𝑊 (𝑡) + 𝑅 (𝑡) (𝑉 (𝑡) − 𝑊 (𝑡)) , (1)

where 𝑊 is the weight, 𝑡 represents the instant time, 𝑅 is
a positive number less than 1, named learning rate (which
decreases with time), and 𝑉 is the current input vector. A
scheme of a typical SOM is shown in Figure 2, while, in
Figure 3, a flow chart of the main steps of the machine learn-
ing algorithm is sketched. As shown in Figure 3, the network
nodes themselves acquire information about their activities;
then the machine learning engine, whose operations have
just been described, processes such information in order to
extract the useful features and, as a consequence, classify
the sensor nodes and update their reputation. The final step
consists in informing the network nodes of the changes that
happened.

Note that a key feature of SOM is that the neighborhood
nodes participate in the process of adaptation (i.e., learning).
For this reason, SOMfinds application inmany contexts, such
as recognition and identification (e.g., medical diagnosis, face
recognition), data mining, monitoring, and control (e.g., e-
mail spam filtering, vehicle control), and forecasting and
prediction (e.g., financial applications).

In the remainder of this section, GoNe and Bankovic et
al. frameworks will be detailed.

4.2. GoNe. GoNe aims not only at identifying possible data
violations, as described in Section 3 about integrity verifica-
tion, but also at accurately detecting the malicious nodes. To
this end, the machine learning engine of Section 4 is intro-
duced at the sink level, with the scope of isolating misbehav-
ing nodes by evaluating their reputation during the network
activity. In particular, SOM takes as inputs the following
features:

(i) Regarding the network usage, the number ofmessages
received/generated/forwarded/dropped by a node,
the average packet arrival time, and the number of
messages received by specific neighbor nodes

(ii) Regarding the computing resources, thememory, and
the CPU utilization.

Note that the features related to the network usage allow
monitoring the unusual traffic in a given neighborhood. In
fact, as pointed out in Section 4.1, SOM are able to recognize
anomalies in the monitored areas of the map itself. In order
to activate the protocol, each node has to periodically send to
the CH of its cluster a packet with the following fields:

𝑝𝑠,𝑞 = (𝑛𝑠,𝑞, 𝑃𝑟, 𝑃𝑔, 𝑃𝑓, 𝑃𝑑,𝑀𝑒𝑚, 𝐶𝑝𝑢) , (2)

where

(i) 𝑛𝑠,𝑞 is the couple (𝑛𝑠, 𝑞𝑠). 𝑛𝑠 identifies the sensor node
which generated the packet; 𝑞𝑠 identifies such a mes-
sage among those (of the same type, not considering
the packets𝑚𝑛,𝑞 containing the sensed data, presented
in Section 3) transmitted by 𝑛𝑠. Note that this field is
kept unchanged among transmissions;

(ii) 𝑃𝑟 is the number of packets received by the node 𝑛𝑠
until the instant 𝑡𝑛, when such a message was gener-
ated;

(iii) 𝑃𝑔 is the number of packets generated by the node 𝑛𝑠
until 𝑡𝑛;

(iv) 𝑃𝑓 is the number of packets forwarded by the node 𝑛𝑠
until 𝑡𝑛;

(v) 𝑃𝑑 is the number of packets dropped by the node 𝑛𝑠
until 𝑡𝑛;

(vi) 𝑀𝑒𝑚 is the percentage of filling of the node’s buffer at
the time 𝑡𝑛;

(vii) 𝐶𝑝𝑢 is the CPU utilization until 𝑡𝑛, measured inMIPS
(Million Instructions Per Second).
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In order to guarantee the anonymity of the nodes which
generated the packets and the confidentiality and integrity
of the transmitted information (which could be maliciously
modified), all the fields contained in 𝑝𝑠,𝑞 are encrypted by
the sensor nodes with a group signature [39, 40] shared only
with the sink; such a scheme allows the group’s members
(in this case, the nodes which belong to the clusters) to
sign the messages on behalf of the whole group without
revealing the node identity; only the group manager (i.e., the
sink) can open the signature and trace the original signer.
Another parameter considered by the sink is the average
packets arrival time of the nodes, indicated as 𝑃avg[𝑘], where
𝑘 represents the number of nodes in the considered cluster.
Note that all this information represents the input signals for
the SOM neurons.

Once SOM has calculated the score for each sensor node,
the other two tasks have to be executed by the sink: (i) the
node classification in one of the three categories (i.e., normal,
unknown, andmalicious) and (ii) the update of the reputation
scores, which has to be communicated to all the sensor
nodes, in order to activate the proper countermeasures in case
of nodes classified as malicious. In the initial phase of the
network, the scores are set to 0.5, which is the average value
between the two limits 0 and 1. Nodes are then classified in
three categories, depending on the scores determined by the
machine learning algorithm:

(i) Normal, when the associated score is greater than 0.6
(ii) Unknown, when the associated score is in the range

[0.4, 0.6]
(iii) Malicious, when the associated score is less than 0.4.

The classification ranges [0; 0.4)–[0.4; 0.6]–(0.6; 1] have
been determined through simulations, which demonstrated
that such ranges optimize the node classification in terms of
false positive/negative rate (more details are available in [5]).

At each iteration of the classification phase, once the sink
notices relevant updates in the node reputation, it informs the
CHs about the changes of confidence towards the detected
nodes, and then the CHs inform the sensor nodes of their
cluster through a proper message, as follows:

𝑠𝑟 = (𝑟𝑖,𝑞, 𝑟𝑒𝑝𝐿𝑖𝑠𝑡 [𝑛𝑠] [𝑟𝑒𝑝𝑠]) , (3)

where

(i) 𝑟𝑖,𝑞 is the couple (𝑟𝑖, 𝑞𝑖). 𝑟𝑖 identifies theCHwhich gen-
erated the packet; 𝑞𝑖 identifies such a message among
those (of the same type) transmitted by 𝑟𝑖. Note that
this field is kept unchanged among transmissions;

(ii) 𝑟𝑒𝑝𝐿𝑖𝑠𝑡[𝑛𝑠][𝑟𝑒𝑝𝑠] represents the list containing the
couples of values referred to node/reputation, in
which 𝑛𝑠 represents a particular node belonging to
the CH’s cluster, while 𝑟𝑒𝑝𝑠 is the reputation score
associated with the node, provided by the sink.

Figure 4 summarizes the steps of the GoNe approach just
described, emphasizing the tasks performed by the machine
learning engine.

Nodes periodically send to CHs the packet 
encrypted by means of MD5 algorithm

CHs forward the packets to the sink after 
integrity checks

Machine learning engine

The machine learning engine takes

as input features

The machine learning engine
calculates the scores for each node

Node are classified as normal, 
unknown and malicious

The CHs send the score updates to the nodes

The sink sends the score updates to the CHs

ps,q = (ns,q, Pr, Pg, Pf, Pd, Mem , Cpu)

ns,q, Pr, Pg, Pf, Pd, Mem , Cpu and Pavg[k]

sr = (ri,q, repList[ns][reps])

Figure 4: Main steps of GoNe approach.

The field 𝑛𝑠, which represents the node identifier, has
been encrypted by the sink with the proper group key
and forwarded by the CH guaranteeing the end-to-end
anonymity. Note that the CHs are considered trusty. Once
a sensor node receives such a type of packet, it has to
store the retrieved information in its own local table 𝑇;
this table aims at containing the couples node reputation
assigned to all the nodes belonging to the same cluster. As
a consequence, at each data packet reception, sensor node
verifies the reputation scores stored in 𝑇 regarding the nodes
which are in the field 𝐿𝑛. As just said in Section 3, 𝐿𝑛 is the list
of the nodes which handled the data. Also the list of the nodes
contained in 𝐿𝑛 are encrypted with the group key; therefore
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the nodes belonging to the network are able to establish the
associated score. Three different situations may occur:

(i) In case of nodes classified as normal, the node
processes the packet in the standard way.

(ii) In presence of nodes classified as unknown, the CH
does not aggregate the data coming from such nodes,
in order to preserve the data accuracy; such a kind
of packets is forwarded to the sink, which will decide
whether to use them or not.

(iii) If almost a node in the fields 𝐿𝑛 is identified as
malicious, then the packet is immediately dropped, as
well as all the other kinds ofmessage sent by the nodes
recognized asmalicious, in order to isolate them from
the network.

Note that the scope of the learning algorithm is to
minimize, if not avoid, the number of nodes classified as
unknown [41].

4.3. Bankovic et al. In Bankovic et al. [7] the malicious
node detection is also based on SOM, but, unlike GoNe, the
considered features concern

(i) the identification of the outlying nodes;
(ii) the identification of the data generated and transmit-

ted by the no-outlying nodes.

As regards the first feature, the average Euclidean distance
MD of each node to the other (or its closest neighborhood)
is calculated; therefore, the node or the nodes for which
MD is significantly greater than the others is/are declared
to be outlying node/nodes and the corresponding inputs are
considered to be anomalies. Regarding the second feature, the
quantization error QE of each data with respect to the data
provided by the neighboring nodes and the CH is calculated;
hence, if the QE of a node is greater than the rest of the same
node, it is considered to be the proof of an anomaly in the
current input.

Starting from theMD values, the reputation value repMD
is defined in

𝑟𝑒𝑝𝑀𝐷 =
(max𝑀𝐷value − 𝑎𝑛𝑜𝑆𝑐𝑀𝑒𝑑)

max𝑀𝐷value
, (4)

where

(i) max𝑀𝐷value is the maximummedian distance of the
calculatedMD;

(ii) anoScMed is theMD value for the best matching unit
of the current input.

Note that repMD takes values in the range [0, 1] and, in
particular, the nodes which are closer to the rest have a higher
reputation and vice versa.

As regards the reputation value repQE, the median
medQE of QE values of all the nodes is calculated, and then

if (repMD < 0.5)
rep = repMD;

else
rep = repQE;

Listing 1: Current reputation.
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Figure 5: Reputation update function.

the QE value for each data input𝑄𝐸value is evaluated in order
to obtain the reputation value repQE, as presented in

𝑟𝑒𝑝𝑄𝐸 = 𝑄𝐸value
𝑚𝑒𝑑𝑄𝐸

. (5)

As a consequence, the current reputation value rep for
each node is established, as indicated in Listing 1.

It is worth remarking that also Bankovic et al. chose 0.5
as threshold, which is the median value between 0 and 1. The
final step is the update of the node reputation, which takes
into account the previous reputation value, as presented in

𝑐𝑢𝑚𝑄𝐸 = 𝑟𝑒𝑝(𝑡−1)𝑖 + 𝑟𝑒𝑝𝑡𝑖 + log (0.99 ∗ 𝑟𝑒𝑝𝑡𝑖) , (6)

where

(i) cumQE represents the cumulativeQE; note that such a
result could take values greater than 1 or less than 0; in
such cases cumQE is truncated to 1 or 0, respectively;

(ii) 𝑟𝑒𝑝(𝑡−1)𝑖 is the reputation of the 𝑖th node at the time
𝑡 − 1;

(iii) 𝑟𝑒𝑝𝑡𝑖 is the reputation of the 𝑖th node at the time 𝑡;
(iv) The logarithmic function represents the cumulative

distribution of reputation in a way in which, as shown
in Figure 5, for values lower than 0.3 the reputation
falls down quickly, while for values higher than 0.65
the function significantly arises; finally, the reputation
presents small changes for values in the range [0.5,
0.65].

Note that, with respect to GoNe, the classification only
distinguishes nodes in normal and malicious ones, since the
threshold is fixed to 0.5.
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Nodes periodically send to the CHs the 
calculated MD values

CHs calculate the QE values and send them
to the sink

Machine learning engine

The machine learning engine takes

MD and QE

as input features

The machine learning engine
calculates the reputation
for each node

Node are classified as normal
and malicious

The sink sends the score updates to the CHs

The CHs send the score updates to the nodes

Figure 6: Main steps of Bankovic et al. approach.

Figure 6 summarizes the steps of the Bankovic et al.
approach just described; the tasks performed by the machine
learning engine are properly pointed out.

5. Performance Comparison

From the discussion of Sections 3 and 4, the behavior ofGoNe
and Bankovic et al. revealed several differences between the
two approaches:

(i) GoNe adopts an encryption mechanism for data
sensed and transmitted by sensor nodes, while
Bankovic et al. transmit in clear way the information
within the network.

(ii) GoNe puts in place an integrity verification system
at CH level, while Bankovic et al. technique does
not supervise the integrity and confidentiality of the
transmitted information.

(iii) GoNe uses aggregation technique at CH level for
reducing the traffic, while Bankovic et al. technique
does not control network congestion situations.

On such basis, the overhead and also the benefits of GoNe
with respect to a framework, like Bankovic et al., which do not
adopt any of these mechanisms, are compared.

Furthermore, both GoNe and Bankovic et al. techniques
use SOM potentialities, but they do that in a different way;
in particular, they use diverse features and the node classifi-
cation has a diverse level of accuracy, since GoNe establishes
three categories (i.e., normal, unknown, andmalicious), while
Bankovic et al. technique only two ones (i.e., normal, mali-
cious). In this case, it needs to check if such classifications are
effective and in what measure. It is worth noting that, in [5],
GoNe has been comparedwith the other two schemes defined
by the authors (i.e., SETA [10] and VM [12]). In this paper,
a further validation of the GoNe effectiveness is fulfilled, by
means of a comparison with the solution of Bankovic et al.,
with respect to the following metrics:

(i) Data accuracy: evaluated by comparing the hypo-
thetical environmental temperatures estimated by the
sink and the actual temperatures acquired by nodes;
such temperatures are random-generated during the
system running, as well as the message-passing
towards the sink

(ii) Delay of packet arrival at the sink: representing the
time elapsed between the packet generation by a
sensor node and its reception at the sink

(iii) Power consumption of sensor nodes: estimated using
the real-timemonitoring toolkit named Energino [42]

(iv) Overhead due to the reputation algorithm in terms of
percentage of signalling messages with respect to the
total messages transmitted by the network

(v) Lost messages
(vi) Number of nodes correctly classified as normal, un-

known andmalicious, thus pointing out the false pos-
itive/negative rate (i.e., malicious/normal nodes cor-
rectly detected)

(vii) Percentage of kinds of attack recognized (i.e., integri-
ty, resources, and routing).

To evaluate such performance indexes, the Omnet++
simulator has been adopted [43]. Hereby GoNe and Bankovic
et al. algorithms have been implemented by means of C++
language. In fact, Omnet++ has already been used in [5],
while Bankovic et al. technique does not recommend any
network simulator. The setup of the simulated scenarios is
summarized in Simulation Parameters. In order to exploit the
header compression gain due to 6LoWPAN standard [44],
messages are encapsulated in a IPv6 over IEEE 802.15.4 stack
[45]. Moreover, in order to allow the proper functioning of
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Figure 7: Data accuracy.

Bankovic et al. scheme, a fixed position in the form of (𝑥, 𝑦)
coordinates is assigned to each network entity (i.e., sensor
nodes, CHs, and sink).

As regards malicious attacks, several models are ran-
domly simulated, such as attacks to data integrity [10], to
resources, and to routing behavior, as explained in Section 3.1.
The outcomes are presented for different percentages of
malicious nodes (up to 40% of the total node number) and
when not specified, they refer to a percentage of 20%. Since
GoNe and Bankovic et al. techniques aim at recognizing
malicious or broken nodes on the basis of their behavior
during network activities, no external malicious entities are
included in the presented simulations.However, if an external
attack is performed towards one or more sensor nodes, then
GoNe and Bankovic et al. techniques should recognize the
misbehavior, since the activity of the nodes object of the
attack would be compromised. As a consequence, such nodes
will see their reputation scores get lower and the network will
be able to counteract the malicious attacks in the same way as
for any ill-behaved sensor nodes (e.g., by isolating them from
the WSN communications).

5.1. Simulation Results. Starting from the accuracy evaluation
of the data received by the sink (Figure 7), from simulations
in the two network topologies (i.e., 100 and 200 nodes) and
varying the percentage of malicious nodes, it emerges that

GoNe is able to guarantee better results, since it adopts an
encryption scheme and an efficient data integrity verification
on all the data before sending them to the sink, whereas
Bankovic et al. technique does not encrypt the informa-
tion transmitted over the network, and only the machine
learning algorithm executes a control on the data (see
Section 4.3). For such reasons, the data is more widespread
around the bisector in the case of Section 4.3 compared to
GoNe.

As regards the delay of packets arrival at the sink, Figure 8
shows the corresponding Cumulative Distribution Function
(CDF). Bankovic et al. technique worsens packet delay with
respect to GoNe; this is mainly due to the fact that GoNe
adopts an aggregation mechanism, thus reducing the waiting
times in the buffers. Such a behavior is the same both
in a network without malicious nodes and in presence of
malicious ones. Therefore, it can be concluded that such a
behavior does not directly depend on the efficiency of the two
machine learning algorithms.

The energy consumption is evaluated for the transmission
and reception operations of sensor nodes and, as shown
in Figure 9, GoNe and Bankovic et al. techniques present
similar results. In fact, both the frameworks are able to
isolate misbehaving nodes, thus reducing their action of
compromising the network resources. This demonstrates the
efficiency of the two approaches; however, GoNe would
present lower energy consumption if sensor node did not
perform the data encryption operations.

The overhead of GoNe and Bankovic et al. techniques
is presented in Figures 10 and 11, respectively. Such an
overhead aims to represent the effects of the reputation
mechanism during simulation, in terms of the percentage of
messages related to the score evaluation with respect to the
total number of packets transmitted over the network (i.e.,
messages referring to reputation evaluation andmessage con-
taining the sensed data, detailed in Section 4). It is assumed
that malicious nodes are ill-behaved from the beginning of
the simulation; what emerges for both the frameworks is
the following: (i) without malicious nodes the overhead is
concentrated at the beginning of the simulation (i.e., all the
nodes are normal; therefore the reputation algorithm settles
quickly); (ii) with the increase of malicious nodes the peak
overhead is lower, but its long term value is higher than
before, since the reputation algorithm needs a certain time
to recognize the malicious behavior. Moreover, the peaks
of detection for GoNe are nearer to the beginning of the
simulations than those of Bankovic et al. This may be due
to the fact that GoNe has smaller delays than Bankovic et
al. technique, thus speeding up the transfer of information
into the network. Note that the overhead could change during
network activity if, for example, new nodes becomemalicious
or some nodes are damaged.

Since both GoNe and Bankovic et al. techniques face
attacks to traffic and resources by isolating the malicious
nodes, the differences in the percentage of lost packets
(Figure 12) may not be totally due to the malicious behavior,
but, instead, to the different management of network entities
operated by the two schemes themselves. In fact, GoNe
mitigates also the congestion situations (by means of data
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Figure 8: Delay of packets.

aggregation), which are the main causes of the packet lost,
and drops the violated packets before reaching the sink, thus
reducing the useless network traffic.

Figures 13 and 14 compare the node classification of GoNe
and Bankovic et al. techniques. What emerges, for the differ-
ent percentage of malicious nodes included in the WSN, is
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Figure 13: Node classification—Topology 1.

that both the frameworks mostly classify the sensor nodes in
the correct way. More in detail, in many cases, Bankovic et al.
technique classifies asmaliciousmore nodes than the existing
ones, thus generating several misclassifications (i.e., false
negatives), while GoNe classifies some nodes as unknown,
avoiding misclassifications and leaving the sink the task to
assess the data provided by them. It is important to note that
GoNe prevents the generation of false negatives as well as
false positives. Moreover, GoNe guarantees the identification
of more nodes as Robust with respect to Bankovic et al.
With regard to Bankovic et al., such an approach also uses
the information related to the node localization; in this way,
Bankovic et al. technique is able to identify the outliers.
Otherwise, GoNe does not consider them and is unaware
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of the position of the nodes themselves but clearly identifies
them by means of their identifiers.

Finally, besides the classification ofmalicious nodes, it has
been evaluated if the two frameworks are also able to identify
the specific kind of attack for each malicious node detected.
The simulated attacks are related to the data integrity, the
network resources, and the routing protocol. Figure 15 shows
the percentages of the different kinds of recognized attack for
GoNe, which respect the percentage of malicious behaviors
included in the simulation network scenarios (approxima-
tively, 40% integrity attacks, 30% attacks to resources, and
30% attacks to routing protocols), whereas, as just explained,
Bankovic et al. technique is not able to recognize attacks
to data integrity; moreover, no routing protocol has been
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Figure 15: Attacks evaluation for GoNe.

specified in [7], and therefore only the detection of resource
attacks has been evaluated (Figure 16).

6. Discussion and Conclusions

Malicious node detection plays an important role in provid-
ing security in a WSN. Many solutions available in literature
address such an issue by proposing reputation algorithms,
able to assess the trustworthiness of the sensor nodes belong-
ing to the network. In general, an analysis of the node behav-
ior and of the data provided to the sink is carried out, in order
to assign a score to the reputation of each node. On the basis
of the assigned scores, the sinkmay counteract different kinds
of possible attacks (e.g., by isolating one or more nodes from
the network communications). Machine learning techniques
are widely adopted in the existing reputation mechanism.
Among them, the most popular intrusion detection schemes
are based on Fuzzy 𝐶-Means clustering, Backpropagation
Neural Network, Self-Organizing Maps, Wavelets, Agglom-
erative Clustering, and Bayesian classifier [34]. In particular,
Self-Organizing Maps (SOM) emerge as a technique suitable
for constrained and unattended environments, like WSN, in
which the node behavior may be not predictable a priori.
Furthermore, SOM are also able to quickly react to changes
in the monitored area, and thus its adoption should allow the
WSN to counteract malicious attacks in a reasonable time.
Note that, due to its self-adaptation capabilities, aWSN based
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Figure 16: Attacks evaluation for Bankovic et al.

on SOM finds application in many contexts, characterized
by frequent environment changes and different patterns of
behavior, for example, data mining or image recognition in
surveillance areas or in medical diagnosis, vehicle control,
and ambient monitoring in hostile environments.

For the aforementioned reasons, SOM has been adopted
in the framework GoNe for recognizing themalicious attacks
in a clustered WSN. A preliminary validation of GoNe per-
formance has been provided in [5] by means of a comparison
with SETA framework, which did not adopt any mechanism
for intrusion detection. However, this is not enough for
ensuring its robustness and effectiveness with respect to
other existing solutions still available in literature. Therefore,
in this paper, a comparison with the scheme proposed by
Bankovic et al., also based on SOM, has been carried out.The
performance of the two frameworks has been extensively ana-
lyzed by means of simulations, which revealed the following
results:

(i) Both the schemes presented an acceptable level of
node classification; this means that the network is
mostly able to recognize in a correct way the mali-
cious and the normal nodes; however, Bankovic et al.
scheme generates some false negatives.

(ii) Both the schemes are able to limit the power con-
sumption of sensor nodes, thus proving their suitabil-
ity in resource constrained environments.

(iii) By means of the adoption of integrity verification and
congestion control mechanisms, GoNe, with respect
to Bankovic et al. scheme, is able to

(a) provide more accurate data;
(b) limit the packet delays;
(c) reduce the packet losses.

(iv) GoNe allows recognizing awider range of attackswith
respect to Bankovic et al. scheme, since Bankovic et al.
technique is not able to recognize violations to data
integrity.

Another important remark is about the adopted archi-
tecture. In fact, both the schemes act in a clustered WSN,
with the final goal of reducing the resource consumption of
sensor nodes by introducing the more powerful CHs. As
proved by simulations, such a scope has been achieved.
However, many solutions in intrusion detection field adopt
a flat architecture. The scheme GoNe is also suitable for this
kind of network configuration, because the node assessment
is directly performed by the sink and not by CHs. But the
presence of CHs allows, as just said, reducing the network
load near the sink and, as a consequence, the energy waste at
sensor node level, by actuating a sharing of tasks.This feature
represents the main relevant drawback of adopting a flat
architecture instead of a clustered one. As regards Bankovic
et al. technique, the authors do not specify the viability of
their scheme in a flat scenario, but similar conclusions may
be drawn as for GoNe. Another final point, not clarified
by the authors, is if Bankovic et al. technique performs the
node assessment only once during network running or if this
task is periodically executed.This represents a crucial aspect,
which would allow Bankovic et al. technique to make a better
evaluation of node behavior during the time.

As a future work, a comparison of GoNe with other node
reputation schemes not based on SOM is planned, in order
to evaluate GoNe performance with respect to different
machine learning mechanisms. Furthermore, GoNe will be
integrated in a more complex Internet of Things framework,
including not only sensor nodes but also other kinds of
devices and communication technologies (e.g., RFID, NFC,
and Bluetooth). Finally, it will be interesting to analyze and
evaluate the performance of GoNe scheme in real network
scenarios, such as a case of environmental monitoring or an
application in underwater networks [46].

Simulation Parameters

𝐴: Network area, 400m2
𝑁: Number of nodes, 100, 200
𝐶: Number of clusters, 3
𝐷𝑐: Depth of connections, 5
𝑀: Percentage of malicious nodes, up to 40%
𝑃: Interval time of data generation, 1 s
𝑃Max: Max packet size, 93 bytes
br: Bit rate, 250 kbps
𝐶𝑚: CH buffer size, 20 kB
𝑄𝑛: Node buffer size, 10 KB
𝑡𝑆: Duration of simulation, 1800 s.
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