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Summary
The Internet of Things (IoT) represents the enabling paradigm of a huge number
of smart applications, spanning from short-range communications to Low-Power
Wide-Area Networks (LPWANs). Among them, environmental monitoring becomes
more and more challenging as the area of interest is difficult to reach. The present
contribution proposes WaterS, an open source project that relies on low-cost and
rapid-prototyping technologies. It tackles the main challenges of remote water quality monitoring systems taking advantage of the Sigfox protocol stack. The realized
experimental setup is able to gather geo-referenced water quality measurements.
Finally, it successfully addresses self-sufficiency thanks to solar energy harvesting.
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INTRODUCTION

The IoT defines a new paradigm where heterogeneous and smart devices are interconnected among them, exchange information
and collaborate with each other in dynamic environments [1] . It enables different applications ranging from health-care, home and
industrial automation, environmental monitoring, robotic and avionics [2] [3] . Besides the many concerns, environmental impact
and eco-sustainability can be directly addressed thanks to dedicated technologies. In the context of environmental monitoring,
the IoT can be adopted in water quality monitoring systems [2] . In remote, harsh or difficult to reach contexts (such as swamps,
dams, seas and lakes) some of the main communication protocol solutions can be employed to periodically gather peculiar parameters (e.g., pH, turbidity and temperature). Transmission effectiveness over long distances can be reached thanks to LPWANs
protocols [4] , such as Long Range (LoRa), NB-IoT and Sigfox [4] . This work proposes WaterS, an open source prototype specifically designed for environmental monitoring. The leading design idea for the present contribution is to conceive a water quality
measurement system, able to carry out sensing operations leveraging a Sigfox-compliant radio interface. The rapid-prototyping
design phases spread from the characterization of the operating condition to the preliminary design assessment. Afterward, the
solution has been tested, validated and experimentally evaluated. Here, Sigfox has been adopted as the communication protocol
of reference as it natively supports wide-ranging transmission and high communication security. Moreover, it enables a two-way
command-and-control functionality, so as to guarantee remote control. In terms of bandwidth, Sigfox uses on Ultra Narrow Band
(UNB) and, when compared to other LPWAN solutions, such as LoRa that relies on Chirp Spread Spectrum (CSS), bandwidth
occupation is sensibly lower. Furthermore, it offers lower duty cycles, thus resulting in an improved battery lifetime. All these
features, together with the full support of sending information bursts, are highly desirable in typical metrology context [5] . As an
additional design criteria, the system had to be autonomous from an energy point of view, to reduce the need for maintenance
and/or assistance. Overall, WaterS effectively handles the application-driven requirements while grating its sustainability over
an all-day-long period. Even if the same operative scenario has attracted researchers’ attention over time [5] , for the best of our
knowledge, Sigfox has not been investigated to create an open source and modular solution, so far. The remainder of this work
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is as follows: Section 2 describes the main aspects of the Sigfox technology. In Section 3 the envisioned prototype is completely
outlined and functionally described. Section 4 concludes the work and proposes future work possibilities.

2

SIGFOX TECHNOLOGY

SigFox is a UNB technology able to cover long-distances in LPWANs [1] while granting low transmission power levels. As
depicted in Figure 1 , Sigfox protocol stack consists of: (i) Physical Layer (PHY) Layer; (ii) Medium Access Control (MAC)
Layer; (iii) Frame Layer and finally the (iv) Application Layer. The PHY Layer implements the Sigfox’s radio transmission
through the UNB standard by using the Industrial, Scientific and Medical (ISM) frequencies bands. According to the European Telecommunications Standards Institute (ETSI) 300-220 regulation, it has been defined a bandwidth of 192 kHz between
868.034 MHz and 868.226 MHz (in Europe). In this frequency band, the maximum output power in uplink transmissions is set
to 25 mW, while, for downlink, the values is set to 500 mW, with a 10% duty cycle. The link budget is set to 155 dB in uplink
and 153 dB for downlink transmissions. Furthermore, this layer uses Binary Phase-Shift Keying (BPSK) as a digital modulation
process in the uplink and Gaussian Frequency-Shift Keying (GFSK) in downlink. With these techniques, data are encoded in
a carrier which assumes discrete values depending on the bits or the sequence of bits transmitted [6] . Regarding MAC Layer, it
controls the assembly and disassembly of data. As shown in Figure 2 , uplink frame consists of preamble used for synchronization purpose, frame sync to carry the frame type, end device ID as unique identifier for each device, payload field to transmit
data, authentication field to provide the frame authenticity and Frame Check Sequence (FCS) for the error detection. The downlink frame consists of preamble, frame sync, flag, FCS, authentication, error codes and payload. The Frame Layer allows the
generation of the radio frames starting from the Application Layer. Furthermore it adds preamble on the frame during transmit
and removes it during the receive operation. The Application Layer defines different applications for user requirements (app,
web, message, etc.). The Sigfox standard, limits the frames’ number that devices can transmit to 140 frames in uplink per day,
and to 4 frames in downlink per day. The downlink frame allows to make adjustments or change the configuration, of the operating mode of the devices (for example adjusting the sensor scale or modifying the frequency of the uplink frames). The Sigfox
radio protocol offers high resistance to interference [6] and protects the radio frames from sniffing. Each Sigfox message is sent
three times on three different, and randomly chosen, frequencies. Several security mechanisms are also provided, as it natively
supports: end-to-end authentication, integrity, protection against replay attacks, and confidentiality (if specified) for the application payload. Moreover, the Sigfox protocol defines Network Authentication Key (NAK), a secret symmetric key provided for
each device [6] (stored in its protected memory area during manufacturing) shared with the server, and the end device 𝐼𝐷 that
allows the network server to identify the device. To guarantee both authenticity and integrity services, all messages are sent by
a Sigfox device along a Message Authentication Code. In particular, let 𝑀 be a generic message, 𝑘 the NAK and 𝜂 a message
sequence number. The message authentication code 𝑡 is generated as 𝑡 = Γ(𝑘, 𝑀||𝜂) being Γ a generic symmetric authentication algorithm, like HMAC-based, that uses 𝑘 as the key and 𝑀 as the content to be authenticated. In addition, to prevent replay
attacks, the Sigfox protocol includes a sequence number 𝜂, incremented by the device every time a message is sent to the cloud.

FIGURE 1 Sigfox Protocol Stack compare with OSI model.
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FIGURE 2 Structure of the frame in Uplink and Downlink.

FIGURE 3 Sigfox Network Architecture.

Here, assuming that it is not possible to tamper a message by changing 𝜂, when the server receives a message, it will retrieve the
device 𝐼𝐷, the associated 𝑁𝐴𝐾 and the respective 𝜂, verifying whether the message is valid or not (i.e., the sequence number
is reused, the device 𝐼𝐷 does not exist or the 𝑁𝐴𝐾 is not correct). By default, confidentiality is an optional, as every message
payload is not encrypted. However, Sigfox foresees the opportunity to implement a custom end-to-end encryption solution, or
to use Advanced Encryption Standard (AES)-128 in CTR mode. The encryption key 𝐾𝐸 used to encrypt the messages payload,
is generated through a Key Derivation Function (KDF) starting from the NAK. Without loss of generality, the communication between the Sigfox base stations and the Sigfox Cloud is protected by a Virtual Private Network (VPN) tunnel, while the
communication between the Sigfox Cloud and a generic IoT platform is secured by Hypertext Transfer Protocol (HTTP) over
Transport Layer Security (TLS) [7] .

3

WATERS SYSTEM

WaterS is an IoT Sigfox-compliant monitoring system able to remotely measure water quality parameters. The setup results from
a phase-based design procedure, which consists of: (i) characterization of the application, (ii) detailed study of specifications,
(iii) analysis of commercial solutions for sensing specified values, (iv) preliminary design characterization, (v) mounting, (vi)
preliminary test and validation, (vii) experimental campaign. The envisioned architecture embraces five key components: (i) a
mobile device (also referred to as sensor node), (ii) a Sigfox gateway, (iii) the Sigfox Cloud, (iv) an application server and (v) an
Android-based mobile application. The leading design requirements were to be (i) responsiveness, (ii) ability to get and handle
multiple requests from different base stations at a time, and (iii) allowability for data retrieval in a secure and immediate way. As
shown in Figure 4 , the mobile device is made up of: (i) a main board, (ii) the sensing units, and (iii) a Global Positioning System
(GPS) module. The main board is an Arduino MKRFOX12001 , based on the Microchip SAMD21 MicroController Unit (MUC)
with a 48 MHz clock speed, and a ATA8520 Sigfox module. The main board has sensing capabilities granted by three different
sensors for water quality detection. The first one is a pH probe2 that produces an analog output value between 0 and 14. It is worth

1 https://www.arduino.cc/en/Main.ArduinoBoardMKRFox1200
2 http://www.uctronics.com/download/U3525.zip
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FIGURE 4 WaterS System (left) and detailed component part list (right).

noting that pH values between 0 and 7 are generally related to acid solutions, whereas values between 7 and 14 characterize basic
solutions. In nature, the pH of the water can change considerably, but with a regular monitoring of pH, unexpected changes may
reveal pollution or composition variations. The second one is a turbidity sensor3 that detects water quality on a scale of 0 to 5,
from turbid to clear, respectively. The detection principle is related to the measurement of light transmission and dispersion rate,
the suspended particles in the water and the Total Suspended Solids (TSS): as the latter increases, so will the liquid turbidity
level. The third sensor is the thermal probe LM35DZ4 , aimed at detecting water temperature. It is worth noting that all the
measured values have been conveniently validated and double-checked (i.e., turbidity values have been compared with distilled
water, and GPS coordinates have been verified online.) To provide geo-referenced information, WaterS relies on a UBLOX
NEO-8M GPS antenna5 . In order to guarantee autonomy, the end device have been equipped with a main power supply, a 3.7 V
- 720 mAh LiPo battery, and a Seedstudio Solar Shield V2.26 . The latter component is included in order to connect a solar panel
that recharges the battery during day-light. Specifically, it allows a battery input voltage of 3.0 ± 4.5 V, and solar input voltage
of 4.8 ± 6 V (the station use a 6 V - 2 W solar panel). WaterS has been conceived to address the typical energy constraints
of IoT devices, thus ensuring battery life. In order to guarantee autonomy, the battery can be recharged thanks to a solar panel
connected via a dedicated hardware component (for instance, the Solar Shield). The panel delivers a value of 330 mA under
favorable light conditions; therefore, it is able to completely charge the battery in a matter of two hours and thirty minutes. These
values characterize both charging and discharging nominal processes but operating conditions may lead to different conclusions.
To reduce energy consumption, measured values can be optimized thanks to duty cycling policies. For instance, the LowPower
software library7 allows for a drastically reduction of the consumption, i.e., 0.98 mA in sleep time periods. The worst measured
value for the station sending data for 15 seconds every hour (3600 s) reaches 125.5 mA at worst (see Table 1 ). To reach the
lowest consumption value, duty cycle has been set to 0.4%. The first detection is executed (as soon as the system is turned on)
after 15 s, which also include the time to send the message to Sigfox server. Afterward, then the system goes into sleep mode
for 3585 seconds. So the system is wake 15 seconds every hour (T = 15 + 3585 = 3600 s), and 360 seconds every day. These
narrow intervals allow a small daily consumption. For instance, the wake mode consumes 12.55 mA per day, and the sleep mode
consumes 23.3 mA per day, thus resulting in a daily total consumption of 35.85 mA. In this configuration, the nominal battery
lifetime is 21 days. Assuming a 6 hours-period of day-light, the amount of current supplied by the solar panel covers the whole
system demand, as it reaches a value of 126.4 mA. The remaining 18 hours can, thus, be served by the fully recharged battery.
These values can be further improved reducing the clock speed8 of the microcontroller or by removing and/or disabling extra
hardware components. The low-cost characteristic of the prototype is granted since the overall cost of the device was 112 e.
The Sigfox Cloud allows to receive, sort and store data acquisition coming from the Sigfox gateway base stations. Furthermore,
it provides some functionalities as well as user, device, Application Programming Interface (API) and callbacks management.
Without loss of generality, custom callbacks are used to set up the way to forward a message received by the gateway to the
application server. In this work, callbacks are configured to manages two message types: Frame Type 0 and Frame Type 1. The
3 https://www.dfrobot.com/wiki/index.php/Turbidity_sensor_SKU:_SEN0189
4 http://www.ti.com/product/LM35/technicaldocuments
5

https://www.u-blox.com/sites/default/files/NEO-M8-FW3_DataSheet_%28UBX-15031086%29.pdf

6 http://wiki.seeed.cc/Solar_Charger_Shield_V2.2/
7 https://github.com/rocketscream/Low-Power
8 This

is a good design choice as the microchip does not need to execute a large number of instructions in a short amount of time.
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MUC Antenna
PH probe
Turbidity
Temp. probe
GPS
Overall

Wake Mode
6.48 mA
10 mA
40 mA
2 mA
67 mA
125.5 mA

Sleep Mode
4.3 uA
0.28 mA
0.4 mA
0.1 mA
0.2 mA
0.98 mA

TABLE 1 Current consumption specifications for each component in both Wake and Sleep modes.

FIGURE 5 Database Schema outline.

FIGURE 6 The Android WaterS App.

first frame type contains the measured values for the monitoring sensors. In particular, it defines three values: temperature (a
float number, 32-bit sized), pH (integer number 16-bit long) and turbidity (a 16-bit integer number). The second frame type
contains the aforementioned GPS information, latitude and longitude (both in a 32-bit float format). When a frame is sent to
the Sigfox Cloud, specific callbacks are executed in order to send a JavaScript Object Notation (JSON) message towards the
application server. When the frame is received by the application server, it will be parsed in order to properly identify the type of
information, and to store them in the database whose schema is outlined in Figure 5 . In particular, the application server runs
on a x86-64 Debian GNU Linux 8, and is configured with Apache 2.2.27, Hypertext Preprocessor (PHP) interpreter 5.6.30 and
MySQL 5.5.51 as Database-Management System (DBMS). From a user perspective, anytime a client requests an information, it
opens up the Android application, authenticate to the server establishing HTTP over TLS connections and sends a JSON request.
The application server will return the last data collected from the Sigfox Cloud by filling a JSON-structured message. Figure
6 outlines the way the Android application visualizes data, for instance the node device name and its last activity. Moreover,
data visualization includes (i) the last GPS detected position, (ii) pH, (iii) turbidity, (iv) temperature, and (v) the timestamp of
the acquisition. The application has been developed thanks to the Android Software Development Kit (SDK), targeting API 27
Oreo and making it compatible with billions of devices.
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4

CONCLUSIONS AND FUTURE WORKS

The present contribution proposed WaterS, a Sigfox-compliant prototype specifically created for environmental monitoring
purposes. This IoT platform is able to communicate geo-referenced data related to water quality (i.e., PH and turbidity) and
perfectly addresses the low-cost connotation, keeping the resulting value to only a tenth of similar solutions [8] . At the same time,
the prototype is completely self-sufficient in terms of energy consumption; this important goal has been achieved by keeping
the duty cycle as low as the 0.4%. Moreover, a solar panel is able to charge the battery in a matter of a few hours, thus granting
a whole day long work shift. Despite the noticeable results, some margins of enhancement are still possible. First of all, the
prototype, conceived for a simple superficial water monitoring, could be improved implementing an engine and a dedicated
control interface for remotely controlled movements. Finally, for predicting future trends on the water characteristics, even for
unmonitored areas, or verifying the effects of an environmental reclamation campaign, machine learning solutions could be
involved (e.g., a recurrent neural network, such as Long Short-Term Memory (LSTM)).
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