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Summary
Safety is a leading theme in industrial applications such as constructions sites and
production chains. Several solutions are already in use to protect workers from
structural failures or traumatic events. These work instruments have proven their
effectiveness, lowering the potentially hurtful, if not fatal, consequences of accidents
on workplaces. In this context, the Industrial Internet of Things (IIoT) paradigm can
boost the development of smart wearable systems that do not impede movements
and/or operations. This work proposes Smart helmet for Advanced Factory Environment (SAFE), an autonomous and integrated wearable IIoT device. Thanks to
integrated sensors, SAFE is able to perform continuous monitoring activities of the
worker and to promptly send of alerts in case of alarms and/or accidents.
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INTRODUCTION AND MOTIVATION

Safety is probably one of the most continuously investigated field in several applications, from driving to health-care 1,2,3,4,5,6 .
Over time, workplace safety procedures and appliances have been increasingly enhanced to ensure the state-of-the-art requirements 1,2,3,4 . This is not just a matter of comfort (i.e., lighting or seats) as it can be applied to evacuation procedures, as well as
the safety clothing 1 . These solutions are of even higher relevance in those workplaces that require the physical commitment of
the worker, exposing him/her to high risks of cuts (as in sawmills and forges), crushing (as for those working with the presses),
bumps and falls (as in construction sites and scaffolding) 2 . A way to improve worker safety 3,4 is to enrich the usual equipment
with smart solutions, able to detect and report accidents that can occur in construction sites, in the depths of wells and tunnels or
on freight elevators. For instance, wearing a helmet in these situations is mandatory in order to absorb shocks and other mechanical actions 1 . Specifically, in the context of constructions sites, a survey on the use of safety helmets has shown the importance of
comfort in the security work suits. A study conducted in the U.K. demonstrated that in more than 86% of the sample construction
sites, the usage of safety helmets was not mandatory but self-help 5 . The IIoT is now unleashing thrilling opportunities to further improve wearable devices, safety protocols and eHealth. This study proposes SAFE, an integrated smart object exploiting
wireless communication technologies, leveraging the potential of the IIoT paradigm. It creates a security shelter that provides
continuous monitoring of the worker’s biometrics together with hazardous gas and flame sensors. The system (Figure 1 ) is distributed and crowd-sourced by design, since it is equipped with signaling devices allowing both workers and administrations to
promptly react to critical situations. The system proposes to manage generic hazardous cases. Considering mining safety, different available works 3,6 use specific sensors to detect hazardous environment situations without taking into account the workers’
vital state. On the other hand, in industrial safety there are different systems that provide worker fatigue detection 2 , but do not
consider the environmental state. When compared to other solutions (Table 1 ), SAFE represents a proof-of-concept of a system that enables continuous monitoring of both vital parameters and environmental state without begin invasive or affecting the
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FIGURE 1 High-level description of the SAFE ecosystem.
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TABLE 1 State-of-the-art compared to SAFE.

mobility of the worker. This work is organized as follows: Section 2 describes the design of the solution. Section 3 provides
an outline of the prototype work-flow. Section 4 explains improvement possibilities. Finally, Section 5 concludes the work and
draws future work possibilities.

2

SAFE DEVELOPMENT

SAFE has been designed relying on rapid prototyping techniques, with extremely low-cost components, observing the typical
IIoT design criteria. It specifically addresses: (i) data collection from the surrounding environment, (ii) monitoring of such values,
(iii) pre-process them, (iv) data communication through standardized interfaces, and (v) remote data access to constantly verify
operations and create inherent statistics. From an architectural point of view, there are two levels of interactions for such system:
the first, that can be called the user side, and the second, the administration side. On the user side, the system is a personal device
to be worn by each worker. This first design criterion pairs with the idea that all workers, operating in the same site, move while
working. However, to do so, they must wear their equipment, thus including safety suits, tools and devices. Therefore, the device
had to be portable, integrated into the working tools and simple to use. On the administration side, instead, the system, operating
within the same construction site, can be described as a crowd-sourced, distributed architecture able to: (i) evaluate the integrity
and safety of each worker, (ii) continuously monitor environmental conditions around them, and (iii) promptly warn both the
administration and the worker of every emergency. In terms of sensing capabilities, different units have been integrated. The
MQ-2 sensor1 is a high sensitivity and response speed flame detector, that reveals smoke in the air and flammable gases, e.g.,
propane, hydrogen, alcohol, methane and Liquefied Petroleum Gas (LPG). The sensor outputs the concentration of the detected
gas in the range between 300 and 10000 parts per milion (ppm). As for body temperature, the analog TMP36 sensor2 is involved;
1 https://www.pololu.com/file/0J309/MQ2.pdf
2 https://www.arduino.cc/en/uploads/Main/TemperatureSensor.pdf
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its output is directly proportional to the temperature measured placing the sensor in direct contact with the body. As for the
heartbeat, PulseSensor3 has been integrated. To accomplish both data gathering and transmission tasks, the system integrates
two main boards: an Arduino Nano4 and a NodeMCU5 . The former is a compact, breadboard-friendly, rapid-protyping board
based on the ATmega328 microcontroller, operating at 5 V. It acts as a data collector for sensors and directly communicates with
the NodeMCU. The latter, instead, is an open source platform that includes the ESP8266 Wi-Fi System on Chip (SoC), operating
at 3.3 V. It collects all the data of interest and send them to the main server (console) using a standard-compliant interface. It is
worth noting that between the Arduino board and the NodeMCU there is a component, namely Level Shifter, working in order
to provide serial mode connection. Since the general purpose Input/Output voltage for the two is not the same, this component
is used to grant full-scale adaptation and, therefore, integration. With serial connection, only one link is used and then only
one match is needed; nevertheless different types of connection could be implemented. The Level Shifter is constituted by a
high reference voltage of 5 V and low reference voltage of 3.3 V. SAFE has been prototyped on a polyethylene safety helmet
in different implementation phases to get: (i) an internal support for non-sensorial components (equipped on a stripboard) and
battery pack; (ii) external slots for gas sensor, communication buttons and power switch, (iii) a slot for the LCD display; (iv) a
mobile support to place the temperature sensor and the pulse sensor behind the ear6 . The prototype has been developed with a 6
V, 4000 mAh battery pack as power source (see Figure 2 a). SAFE relies on three different software routines. The first two are
firmware, written in Arduino, for the two rapid-prototyping boards (i.e., Arduino and NodeMCU). The third is a software, written
in Python, executed at the server side. Figure 3 a describes data acquisition from the sensors and the consequent creation of a
data packet transmitted from the Arduino board to the NodeMCU through serial. Collected data are sent in a specific structure
(Figure 2 b), which is a 4 bytes-long control string, containing 17 characters, each ASCII-encoded, which leads to a 136 bytes
size, and it is always composed by 4 initialization zeros identifying the beginning of a packet. To precisely mark the end of
the payload, the last byte is set to 1. Payload length can be tuned to the desired precision level by including decimal digits,
when available. The IEEE 802.11n standard enables communications between the helmet and the server at physical and data
link layer, whereas Transmition Control Protocol/Internet Protocol (TCP/IP) protocol suite, and User Datagram Protocol (UDP)
are used at transport layer. The choices were motivated by the need for fast communications and high throughput, stability and
security in short distances. Figure 3 b describes the operations carried out by the NodeMCU, responsible for transmissions;
while initializing, the NodeMCU connects to the Wireless Local Area Network (WLAN) and waits for serial data from the
Arduino board. Received data packets are processed to further send them (via UDP) to the console.
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(a) SAFE prototype, from block diagram (left) to part list (right).

(b) Structure of the data packets
sent through serial

FIGURE 2 SAFE functional phases in details.
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https://cdn.shopify.com/s/files/1/0100/6632/files/Pulse_Sensor_Data_Sheet.pdf

4 https://www.arduino.cc/en/uploads/Main/ArduinoNanoManual23.pdf
5 https://nodemcu.readthedocs.io/en/master/
6 Both

the temperature sensor and the pulse one are not in conventional place. Nevertheless, data reliability has been crosschecked in the development phase.
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(a) Data acquisition routine.

(b) Network operations managing data
transmission and possible alarm status.

(c) SAFEConsole, basic workflow.

FIGURE 3 SAFE functional phases in details.
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SAFE AT WORK

By design, measurements are periodic. Until information is received by the console, some operations are repeated, for instance:
(i) serial reception, (ii) packets elaborations, and (iii) UDP transmission. Since measured values could be subjected to variations
on consecutive packets, the data management system reduces error probability by considering multiple packets. As soon as the
helmet receives a UDP packet, it goes into the local alarm state, indicating a possible dangerous situation. These alarms are given
by means of both acoustic and a luminous warnings. In this logical state, the NodeMCU waits for the pressure of one of the two
push-buttons on the helmet; the two aim at indicating either false alarm or accepted alarm situations. In case of a false alarm,
the situation is remotely reported to the console and the NodeMCU reverts back to the basic operations; in case of accepted
alarm, the situation is signaled remotely and the local alarm status remains permanent. Figure 3 c shows the flow chart that
describes the set of operations performed by the SAFEConsole application on the remote computer. The console is responsible
for managing the helmet (i.e., data reception, organization and analysis) and to constantly define its condition and any related
alarm situations. After the initialization phase, the console keeps waiting for UDP packets, until their number reaches the quantity
of N7 . Measured data are extracted from packets and statistically analyzed. The result, i.e., the mediated packet, is verified in
details to identify any critical value. In case of issues, a dedicated counter is increased8 . If at least one of the counters exceeds the
reference values, the SAFEConsole enters the alert state, which triggers the initialization of a specific timer. As time goes by, the
timer increases; the system keeps waiting for any other UDP packets communicating either a false alarm or an accepted alarm.
The alarm is confirmed by the reception of an accepted alarm. If no confirmation arrives, the timer expires, which is considered
as a false alarm and the console returns to the reception status. The local alarms emulate the assistance-request. For instance, the
assistance is symbolically requested with an alert on a smartphone or hand-held device able to receive Message Queue Telemetry
Transport (MQTT) messages. The console automatically logs all the information/events/errors/alarms in order to update the
history as well as all the measurement data processed coming from the helmet. The console shows the initialization phase of
each SAFE (Figure 4 a), connected to the main server and all the related real-time measures. If the worker has a (too) low body
temperature, an error is detected for the Temperature parameter (Figure 4 b); if the error persists, the system goes into a critical
state (Figure 4 c), the helmet produces a remote alarm (Figure 4 d) and waits for any communication from the operator by the
push-buttons or from the console after time-out. In case of a false alarm, the system returns to ordinary operations. For those
emergencies that turn into accepted alarm, the console produces both a local and a remote alarm. To prove system reliability,
SAFE has been tested in a real residential environment (Figure 5 c) to verify (i) the consistency of the received data, (ii) the
7 The
8 It

amount of reference packets is left free for future tuning connected to the specific application.
is worth noting that every emergency is managed by dedicated counters.
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(a) A console view of the initializing phase.

(c) Critical case.

(b) System running with error detected.

(d) LED blinking in alarm conditions.

FIGURE 4 SAFE functional phases in details.
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FIGURE 5 SAFE performance tests in a residential building.

system reliability in terms of Packet Loss Ratio (PLR) and (iii) battery lifetime. The choice is motivated by the fact that SAFE
provides real time measurements, then a high PLR level could leads to unidentified warnings. A router with a Wi-Fi4 interface
was used and all the devices were connected in a Local Area Network (LAN), with static Internet Protocol (IP) addresses.
The console address is well-known for all the helmets. Moreover, each of them had a UDP socket opened up, ready to receive
information. The experimental campaign last for a total of 2000 packets, that is 20 packets per second each received over a 100
s period for each room (Figure 5 a). Values have also been measured while moving all around the site at the speed of 2 km/h
over a 85 m route (Figure 5 b). As for energy consumption, SAFE is able to fully cover an 8 hours shift in standard conditions.

4

SAFE IN THE FUTURE

SAFE is based on IEEE 802.11n, a choice motivated by its wide diffusion, due, in turn, to the high data rate even in tens meters
ranges. Nevertheless, SAFE is a wearable device, which also implies energy efficiency optimization. Even if the typical IIoT
constraints are already addressed, the usage of Wi-Fi should be reconsidered to cut the energy footprint to at least a third of its
actual value (80 mA, on average, for the NodeMCU while transmitting/receiving). This will also have consequences in terms of
Electro-Magnetic Compatibility (EMC) and potentially harmful biological effects. To investigate the suitable substitution candidates, the current technological landscape was surveyed focusing on standard solutions that could guarantee similar coverage
areas and effective data exchange, lowering the energy footprint. Interesting solutions have been identified in the context of Low
Power Wide Area Networks (LPWANs), i.e., Sigfox, Long Range (LoRa), and Narrow Band IoT (NB-IoT) 7 . Overall, LPWAN
technologies could impact on: (i) wide area coverage and signal propagation (especially in hard-to-reach indoor places such as
basements), (ii) ultra low power operation, (iii) low cost, (iv) scalability, and (v) Quality of Service (QoS) 7 . In details, LoRa
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focuses on low cost applications, while NB-IoT tackles high QoS and low latency. In real scenarios, these technologies provide
better outdoor coverage 8 . NB-IoT, Sigfox and LoRa are good candidates for lowering energy consumption when compared to
IEEE 802.11n. For the unlicensed spectrum technologies the duty cycle restrictions of the used EU ISM sub-band in the 868
MHz range is 1%, therefore, a device may only transmit 36 seconds per hour. A SAFE payload is at least 5 bytes-long; since with
SigFox the time-on-air is 6 s per package, a maximum of 6 messages per hour can be sent, with a payload of 12 bytes each 8 .
With LoRa the time-on-air is 0.2 s per package when the spreading factor is set to 9, which means a maximum of 3 messages
per minute. SigFox cannot be implemented on SAFE because of the limit on the number of messages sent per hour; every helmet can send many messages per minute to allow "real time" remote measures. Even if both LoRa and NB-IoT could improve
SAFE in terms of power consumption and coverage 7 , the former could "only" grant increased lifetime, whereas the latter could
account for high QoS and low latency, with a side effect on additional energy consumption and synchronous communications.

5

CONCLUSIONS

This paper investigated the potential of IIoT in the context of workers safety. The proposed architecture monitors a remote and
mobile user wearing a safety helmet. The system controls worker’s vital signs and detects different types of gases in order to
prevent unsafe working conditions while minimizing safety equipment. Emergency cases are promptly communicated to both
the worker and the administrator thanks to a dedicated console. In the future, SAFE will be improved to detect possible shocks, or
cancerous substances, e.g. asbestos. To improve energy consumption and communication efficiency, LPWAN technologies will
be considered. SAFE could also be employed in other fields, such as road safety. Lastly, the LCD display, currently implemented
as debugging interface, can be considered as a proof-of-concept of a detached monitor, e.g., a mobile app.
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