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Abstract—The IEEE 802.15.4 standard is widely recognized
as one of the most successful enabling technologies for short
range low rate wireless communications. Although it provides
all the details of both MAC and PHY layers of the protocol
stack, the standard also explains specific methodologies to protect
MAC packets through symmetric-key cryptography techniques
under several security options. However, the orchestration of
available security profiles and the management of key negotiation
schemes is delegated to upper layers. In support of this feature,
this work describes a standard compliant security framework
aimed at proposing: (i) different kind of security architectures,
(ii) an efficient mechanism for initializing a secure IEEE 802.15.4
domain, and (iii) a lightweight mechanism to negotiate link
keys among devices. Experimental tests have been conducted
to demonstrate the behavior of the proposed solution in real
environments. Obtained results clearly show that the enabling
of security features in constrained nodes requires additional
computational efforts, which involve a not negligible growth
of communication latencies. Such findings have to be carefully
considered when designing and developing enhanced applications
in future and secured Internet of Things (IoT) systems.

Keywords—IoT, IEEE 802.15.4, security, key negotiation, ex-
perimental evaluation

I. INTRODUCTION

The Internet of Things (IoT) paradigm refers to a system
where different objects (i.e., sensors, machines, vehicles, smart
phones, tablets, motes etc.) realize a capillary networking
infrastructure connected to the Internet [1]], thus offering
the opportunity to develop many novel pervasive services
in a number of application domains, like health care, smart
city, energy management, military, environmental monitoring,
industry-automation [2][3]. Such evident potentials have driven
researchers, industries, and standardization bodies to define
novel and efficient protocol stacks, which are more suitable
for constrained devices [2/][4][5].

Among of all the most important proposals, the IEEE
802.15.4 standard is widely recognized as one of the most
successful enabling technologies for short range low rate
wireless communications and provides all the details for both
MAC and PHY layers [6]. More recently, the IEEE 802.15.4¢
specification introduced some amendments to the aforemen-
tioned standard, among which we can consider the Time-
Slotted Channel Hopping (TSCH), i.e., a novel MAC protocol
properly designed to better support multi-hop communications
in industrial applications [7]][8]. However, to actualize the IoT
vision and easy plug and play operations of smart devices in
IPv6 networks, if properly combined in a communication stack

for Low-power and Lossy Networks (LLNs) based on IEEE
802.15.4 radios, the Internet Engineering Task Force (IETF)
has recently proposed and standardized novel interesting pro-
tocols at different layers of the protocol stack (i.e., for taking
into account several issues, like routing [9], compression [10],
security [8], and so on).

The risks arising from a potential lack of security and
privacy of the involved stakeholders could actually hinder the
deployment of the IoT. To overcome such an issue, several
solutions have been introduced in both IEEE and IETF contexts
and in literature (Tab. [I| reports a summary of the most
important proposals). First, the IEEE 802.15.4 specification
allows the possibility to protect MAC packets by means of
symmetric-key cryptography techniques, based on the AES-
CCM* algorithm, with several security options. Nevertheless,
it does not explain how to handle the initialization of a secure
IEEE 802.15.4 domain, the generation and the exchange of
keys, and the management of joining operations in a secure
802.15.4 network already configured in the past. While a prac-
tical solution devoted to the distribution of keys in 802.15.4
networks has been conceived within the ZigBee IP specifi-
cation, a number of scientific publications have suggested,
so far, to adapt well-known security solutions, already highly
exploited in conventional IP networks, to the IoT domain, as
well as specific implementation of Key Management Protocols
(KMPs) more suitable for LLN domains. In addition, very
valuable proposals have been formulated in various IETF
working groups focusing on different layers of the protocol
stack of a LLN. Unfortunately, at the time of this writing,
such works are still in progress or they have not been yet
translated in implementations on real testbeds, thus preventing
the demonstration of their universal effectiveness.

To provide a significant breakthrough in this direction,
we developed a simple and standard compliant framework
supporting a number of security features in the IEEE 802.15.4
MAC (this work has been presented in its preliminary ver-
sion in [11] and [12]). The code is open-source and freely
available from http://telematics.poliba.it/security-iot. It covers:
(1) the identification of potential security configurations that
could be supported in an IoT domain, (ii) the definition of
schemes enabling the data confidentiality and integrity protec-
tion of messages, (iii) the design of an efficient mechanism
to configure and maintain a secured IoT domain, and (iv)
the development of a lightweight KMP used by smart objects
to negotiate link keys. Moreover, to demonstrate its concrete
effectiveness, this novel proposal has been also implemented in
the well known OpenWSN stack [13] and experimental tests


http://telematics.poliba.it/security-iot

were carried out with the TelosB Platform [14] to evaluate
its behavior in real environments. Obtained results show that
the enabling of security features in constrained nodes requires
additional computational efforts, which involve a not negligible
growth of communication latencies.

The rest of the paper is structured as follows: the security
framework proposed hereby is described in Sec. Sec.
illustrates the experimental evaluation of the presented solution
and, finally, Sec. closes the paper and draws future works.

II. THE CONCEIVED SECURITY FRAMEWORK

The framework described in this section has been properly
designed to provide security features at the MAC layer of a
LLN based on the IEEE 802.15.4 standard. In general, a LLN
architecture could be extended over a large area, thus leading
to multi-hop communication links among motes. However, the
devised framework focuses the attention to a specific portion of
the network, namely secured domain, where nodes are directly
connected at the datalink layer. In line with the IEEE 802.15.4
specification, it is composed by a number of remote nodes
directly connected to a specific coordinator. However, the
developed approach can be easily extended also to multi-hop
scenarios. In that case, the network is composed by multiple
secured domains. Hence, starting from the one handled by the
coordinator and progressing towards the farthest, the setup of
the secured domain is locally executed.

A. Envisaged Secured configuration

Five different security configurations have been conceived
to support a wide range of heterogeneous IoT networks, that
are Fully Secured, Unsecured, Partial Secured, and Hybrid
Secured networks. In a Fully Secured network, both confi-
dentiality and data integrity are provided for all packets. In a
Unsecured network, instead, no security service is supported.
Only the message integrity is guaranteed in a Partial Secured
network. An Hybrid Secured network protects unicast com-
munications between devices supporting security capabilities.
Finally, when the Flexible Secured option is used, a network
may move from the Fully Secured configuration to the Hybrid
Secured one in the case at least one node does not support
security capabilities.

B. Initialization of a secured domain

When Fully Secured, Flexible Secured, or Hybrid Secured
configurations are enabled, a secured domain is initiated
through the execution of Setting-up and Bootstrapping phases.
The former is used to store into the device all the secrets
required to set up a secured domain. The latter, instead, is
exploited to initialize the secured domain and to compute a
key that will be adopted to protect broadcast messages at the
MAC layer.

The Setting-up phase
The Setting-up phase consists in storing, within the device,
parameters and initial secrets useful to set up the secured
domain (this operation may be performed by the manufacturer
or by the network administrator). They include:

e The Master Key, which is an initial secret shared
among all the motes. It is not directly used to encrypt

and decrypt messages, but it is exploited, together with
other time-varying parameters (that can be unique in
each secured domain and periodically updated during
the time) to generate all the required key materials.
The Master Key can be used to generate two different
keys: the Default Key, adopted to protect broadcast
messages (i.e., the beacon frame) and the Link Key,
used to encrypt and authenticate unicast packets (i.e.,
those exchanged between only two specific nodes).

e The GlobalSecurityLevelsTable, that is used to store
the minimum security level and the list of allowed
security levels that must be adopted for each kind of
MAC frame and for each security configuration.

o The PrimeNumbersTable, which stores a set of N
prime numbers and their respective primitive roots
used during the Key Negotiation phase to generate Link
Keys according to the DH algorithm [32].

Bootstrap phase for the coordinator

As soon as the device becomes the coordinator of a given
portion of the LLN, it generates the Default Key and updates,
accordingly, security-related parameters at the MAC layer.

In particular, the Default Key, Dy, is generated starting
from the Master Key (i.e., M},), the coordinator MAC address
(i.e., M ACguqdr ), and the network ID (i.e., PAN;p), by using
a 128-bit hash function (Hy2s{-}):

Dk = H128{PAN]D|MACadd7’,C|Mk}' (1)

Note that the security level may be improved by adopting
a keyed-hash message authentication code (HMAC) scheme
instead of a simple hash function. In this case, the secret
cryptographic key used to calculate the message authentication
code is the Master Key, Mj.

Bootstrap phase for the remote mote
To join the network, the remote device should associate itself
with the coordinator. Once the association phase is completed,
the node should be able to generate the Default Key by using
Eq. (I). This task can be handled without any problem because
such parameters are stored within the MAC header and, hence,
transmitted in clear.

C. Key Management Protocol

Since resource-constrained devices are unable to perform
complex algorithms and protocols [33][34], a simple key
agreement protocol, based on the Station-to-Station protocol
[35], has been conceived for enabling a couple of nodes
to negotiate a Link Key. To handle the KMP, a number of
high-level commands have been defined. In line with IEEE
802.15.4e specifications, they are mapped into specific Header
Information Elements, each one identified by an unique ele-
ment ID. They are:

e Control Information Element (element ID set to 0x17).
It stores all the parameters that control the execution
of the KMP and it is always sent together with one of
the Information Elements discussed in the sequel. In
particular, it contains the KeyGenMode (2 bits long),
which describes the algorithm adopted for generating
the key, the boolean KeyFlag (1 bit long), which is



TABLE 1.

CONTRIBUTIONS FOCUSING ON SECURITY ASPECTS IN LLNS

[ Contribution

[ Main covered features

IEEE 802.15.4 standard [0]

a symmetric-key cryptography techniques based on the AES-CCM* algorithm;

8 security levels, and a number of security-related attributes at the Media Access Control (MAC) layer;

a specific Auxiliary Security Control field within the MAC header, which contains all the parameters allowing the destination
node to properly decrypt the received message;

a mechanism for uniquely identifying a given key among all the available ones, based on the knowledge of the MAC address
of the node that generated the packet and the value of KeySource and keylndex attributes associated to that key;

dedicated procedures handling the encryption and the decryption of MAC farmes, namely outgoing frame security and incoming
frame security procedures, respectively.

ZigBee IP specification [15]

security services at both network (i.e., Network Level Security) and application (i.e., Application Level Security) layers;

a dedicated entity, namely Zigbee Device Object (ZBO), which is in charge of handling security functionalities in a device;
two operational modes, i.e., high-security and low-security, that differ among them for the length of the key adopted to protect
messages;

key distribution and joining procedures handled, in a centralized fashion, by the Trust Center;

three different keys, that are: the Master Key, used to finalize authentication procedures, the Network Key, used to protect
management messages, and the Link Key, exploited to protect the communication between a couple of devices.

I-D presented within the
IETF IPv6 over Networks of
Resource-constrained Nodes
(6lo) WG [16]

accurate analysis on security threats;
Elliptic Curve Cryptography (ECC)-based key negotiation techniques for the establishment of secured communication links.

I-Ds presented within the
IETF Low-power and Lossy
Network (CORE) WG [17]-
1191

definition of main security threads affecting a Wireless Sensor Network (WSN) at the application layer and the identification
one well-known IP-based solutions able to increase the overall level of the network security [17];

the design of a framework for protecting Constrained Application Protocol (CoAP) messages, which is based on the Datagram
Transport Layer Security (DTLS) protocol [13]].

lightweight and robust authentication and key management scheme based on the DTLS protocol [19].

I-D presented within the IETF
Routing Over Low power and
Lossy networks (ROLL) WG
120]

accurate analysis on threats and attacks that compromise the security level at the network layer
definition of some countermeasures to fix all the identified issues.

I-Ds presented within the
IETF IPv6 over the TSCH
mode of IEEE 802.15.4e
(6tisch) WG [21][22]

design of a more complete security architecture for industrial environments, which covers minimal security features for both
layer-2 and layer-4 of the 6tisch protocol stack [21];
definition of a secure and scalable key management framework to adopt in 6tisch networks, including the set of requirements

that a key management protocols should satisfy in that framework [22].

Scientific contributions pre-

layer [27].

sented in [23]-[27] . adaption of well-known security approaches at the application layer [23], [24], at the network layer [25]], [26] and at the MAC

Scientific contributions pre-

sented in [28]-[31] (] implementation of a KMP scheme based on centralized approaches [28] [29] and on distributed techniques [30] [31].

set to TRUE in the case the following Information
Element will deliver key materials or to FALSE oth-
erwise, the boolean AuthFlag (1 bit long), which is
set to TRUE in the case the following Information
Element will deliver an authentication field or to
FALSE otherwise, the KeySize (5 bits long), which
indicates the size of the transported key material,
expressed in bytes, the boolean FragEnabled (1 bit
long), which is set to TRUE when the key material
contains a fragment of the certificate storing the public
key of a mote, and the FragNumber (3 bit long), which
indicates the fragment number associated to the key
material field. Note that the KeyGenMode parameter
is set to 00 when the key is computed through the
anonymous DH algorithm. Other values are reserved
and can be used for future upgrades.

o  Crypto Information Element (element ID set to 0x18).
It is used to deliver the crypto suite needed to nego-
tiate the key, composed by the KeyMaterial, which
is the public key of the device, and RAND, which
is a random value exploited to finalize the mutual
authentication.

o Authentication Information Element (element ID set

to 0x19), which stores the AuthField used to execute
the mutual authentication.

It is assumed that all devices store into the PrimeNumber-
sTable the same set of N prime numbers and their primitive
roots, each one having size equal to S. The number of bits
needed to identify each available prime number is equal to
N, = loga(N). We note that the size and the number of
prime numbers can be chosen by the network administrator
(or directly by the manufacturer). By increasing the size (or
the number) of prime numbers it is possible to make the system
more resilient to external attacks, thus improving the overall
security level. Nevertheless, the higher is the size of prime
numbers, the higher is the computational complexity required
to generate keys. As a consequence, a good compromise
between security and complexity is highly required in networks
composed by constrained devices.

The KMP is initialized by the remote device, that has al-
ready completed the join procedure and that wants to establish
a secured link with the coordinator. As illustrated in Fig. [T] it
consists of the following six consecutive steps.

Step 1
The remote node selects a prime number, P, and the corre-
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Fig. 1. Messages exchanged during the Key Negotiation Phase, between the
Remote Node and the Coordinator

sponding primitive root, g, from the PrimeNumbersTable by
considering the latest [V, bits from the output of the following
hash function:

Hi98{PAN;p|D}}. 2

Then, it extracts two random numbers, i.e., P, , and R,, which
represent its private key and a random value used for the
mutual authentication, respectively. The public key, i.e., Py,
is generated according to the Diffie-Hellman (DH) algorithm:

Py, = g™ -modP. (3)

Hence, it sends to the coordinator a MAC message
containing both the Control Information Element and the
Crypto Information Element. Parameters of the Control
Information Element are set as in the following: Key-
GenMode=00, KeyFlag=TRUE, AuthFlag=FALSE, KeySize=S,
FragEnabled=FALSE, and FragNumber=0. The Crypto In-
formation Element will store, instead, KeyMaterial=PF, , and
RAND=R,. In the case the Fully Secured configuration is
enabled, this message is encrypted with the Default Key, Dj,.
Otherwise it is sent in clear.

Step 2

Similarly to the remote node, also the coordinator selects a
prime number, P, and the corresponding primitive root, g,
from the PrimeNumbersTable by considering the latest IV,
bits from the output of the Eq. . Then, it extracts two
random numbers, i.e., P, . and RR., which represent its private
key and a random value used for the mutual authentication,
respectively. The public key, i.e., P, ., is generated according
to the DH algorithm:

Py = g - modP. 4)

Hence, it sends to the remote node that has initialized the
procedure a MAC message containing both the Control Infor-
mation Element and the Crypto Information Element. Param-
eters of the Control Information Element are set as in the fol-
lowing: KeyGenMode=00, KeyFlag=TRUE, AuthFlag=FALSE,
KeySize=S, FragEnabled=FALSE, and FragNumber=0. The

Crypto Information Element will store, instead, KeyMate-
rial=P; . and RAND=R,.. In the case the Fully Secured config-
uration is enabled, this message is encrypted with the Default
Key, Dy,. Otherwise it is sent in clear.

Step 3
The remote node and the coordinator compute a Pre Link Key,
Py, using Eq. (3) and Eq. (6), respectively.

Pk; — Pbl:)u,r

,C

modP. ©)

Py.c
P, =P,

P modP. (6)
Step 4

The remote mote computes the authentication parameter, A,.,

through the 128-bit hash function, as in the sequel:

A, = Higg{Px||R|| R }. @)

Then, it sends a new MAC message to the coordinator to
complete the mutual authentication. This message is com-
posed by the Control Information Element and the Au-
thentication Information Element. Parameters of the Con-
trol Information Element are set as in the following: Key-
GenMode=00, KeyFlag=FALSE, AuthFlag=TRUE, KeySize=0,
FragEnabled=FALSE, and FragNumber=0. The Authentica-
tion Information Element will store, instead, AuthField=A,.
This message is protected by using the Pre Link Key computed
before.

Step 5
The coordinator verifies the validity of the received A, pa-
rameter. In affirmative case, it computes the authentication
parameter, A., through the 128-bit hash function, as in the
sequel:

A. = Hyos{Py||R+||Re}- ®)

A new MAC message is hence generated by the coordina-
tor and sent to the remote mote to complete the mutual
authentication. This message is composed by the Control
Information Element and the Authentication Information El-
ement. Parameters of the Control Information Element are
set as in the following: KeyGenMode=00, KeyFlag=FALSE,
AuthFlag=TRUE, KeySize=0, FragEnabled=FALSE, and Frag-
Number=0. The Authentication Information Element will store,
instead, AuthField=A.. This message is protected by using the
Pre Link Key computed before.

Step 6
The remote mote verifies the validity of the received A,
parameter.

Once all the steps have been completed, the remote node
and the coordinator are able to generate the Link Key, Lj,. The
standard imposes to use the CCM* algorithm and a 128-bit key
to protect MAC frames. At the same time, the CCM* algorithm
assumes that each key must be used for a specific number
of block ciphers (i.e., until the frame counter associated to a
given communication reaches its maximum value). For each
i — th group of block ciphers, the Link Key, Ly, is computed
according to Eq. (9).

Ly, = Hi28{i||[PAN;p|| Py }. )



III. EXPERIMENTAL EVALUATION

To evaluate the impact that the conceived security frame-
work has on communication latencies, an extensive experimen-
tal analysis has been conducted in real testbeds. To this end, we
first implemented the designed framework in the well known
OpenWSN stack [13]. In particular, starting from the work
presented in [36], which extends the OpenWSN framework by
introducing all data structures and variables referring to MAC
PIB security parameters and security operations exploited to
encrypt and decrypt MAC frames as defined in IEEE 802.15.4,
we have implemented all the parameters and functionalities
defined in Sec. [l Then, TelosB motes have been used to build
testbeds. Despite the very limited capabilities offered by such a
platform (16-bit microcontroller working at a maximum speed
of 8 MHz, 48 kB Flash Memory, 10 kB RAM, and CC2420
radio module), it is highly used in todays’ research to evaluate
protocols and algorithms in LLN environments with extreme
constraints. In our tests, we set the power level of each node in
order to ensure a transmission range equal to 30 cm. To achieve
lower computational efforts, the MD5 Hashing Function and
the AES-CTR algorithm have been integrated within implanted
security operations. Moreover, the Random Number Generator
function already implemented in OpenWSN, based on a 16
linear shift registers, is used to generate random variables
introduced in our scheme to provide the mutual authentication.

A. Testbed 1: time required to execute encryption and decryp-
tion operations

In order to analyze the impact that security features have
on the total amount of communication latency, we analyzed
the time employed to encrypt and decrypt MAC frames. The
test is performed by varying the payload size from 117 bytes
(the minimum MTU value) to 127 bytes (the maximum MTU
size). As reported in Fig. |ll} the time required to perform cryp-
tographic operations increases with the packet size because
there are more plaintext blocks to encrypt. However, all values
are included in the range [295, 330] ms.

TABLE II. MEAN TIME TO ENCRYPT AND DECRYPT MAC FRAMES,
VARYING THE PAYLOAD SIZE
Payload Time to | Confidence
Size Encrypt the Interval at
Payload 95%
117 byte 299.24 ms + 2.49
119 byte 303.71 ms + 2.11
123 byte 326.03 ms + 1.31
127 byte 328.25 ms + 1.55

B. Testbed 2: time required to initialize a secured domain and
to negotiate a Link Key

We have investigated the time required to execute the
Bootstrap phase and to create a secured link between the
remote node and the coordinator. Obtained results have been
reported in Fig.|2] As expected, the time required to complete
the Bootstrap phase for the remote node is much larger than the
one measured for the coordinator. In fact, if from one side the
coordinator is able to execute the Bootstrap phase immediately
after its startup (time instant in which it recognizes to be the
coordinator), from the other hand, instead, the remote node
should run the joining process before being able to start and

1200, . M Key Negotiation Protocol: Fully Secured Mode|
W Bootstrap Time for Remote Node
EBootstrap Time for Coordinator

1000 N

8001 N
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Time [ms]
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15
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Fig. 2. Time required to setup a Fully Secured Network.

complete the Bootstrap phase. Furthermore, the configuration
of a secured link, which is offered by the Key Negotiation
phase, requires, on average, additional 260 ms from the end of
the Bootstrap phase of the remote device. In any case, however,
the secured link is available in less than 1.2 s. The variability of
values reported in Fig. 2]is due to fluctuating delays introduced
by the channel access procedure.

C. Testbed 3: study of communication latencies in more com-
plex scenarios

To conclude, we have measured the application end-to-
end packet delay obtained in a LLN network by varying the
number of nodes and the application transmission rate, when
the payload size is set to the maximum allowed value, that is
127 byte. As expected, the communication latency increases
when both the application transmission rate and the number
of nodes increases (Fig. [§). We can furthermore observe that
the highest impact on the end-to-end application delay is
essentially due to the cryptographic operations, which causes
an additional workload at the coordinator side.

1000y

‘ ‘
[Do.1 pks[10.17 pki/s 0.2 pk/sH0.33 pku/s]

800

600 -~

400r-~

End-to-End Delay [ms]

200F--

4
Number of Nodes

Fig. 3. Communication latencies vs application transmission rates, evaluated
when the application payload size is set to 127 byte.

IV. CONCLUSIONS AND FUTURE WORKS

In this paper we presented a standard compliant and
open source security framework for IEEE 802.15.4 networks.
Moreover, we evaluated its impact on communication laten-
cies through real experiments. Obtained results demonstrated
that secured operations provided by the proposed framework,
which include the setup of a secured link and the encryp-
tion/decryption of a MAC packet, involve to not negligible



communication delays and computational efforts. Such impor-
tant findings have to be carefully taken into account when
designing enhanced services in future IoT domains. In this
context, our future research activities will cover the study
of the framework feasibility in more capable devices, the
analysis of its impact on the quality of service offered to
real applications properly conceived for future IoT systems,
the improvement of cryptographic operations through hardware
accelerators, and the comparison with respect to other schemes
presented in literature.
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