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Abstract. Interoperability, flexibility and adaptability are key require-
ments of Future Internet applications. Convergence of contents, services,
things and networks seems to be the cornerstone to fullfill these require-
ments. In this paper we propose a model for runtime composition of
software applications in sensors newtworks based on data, processes and
technology, in order to design an ”on the fly” architecture of a software
system. The model is graph-based and composed by two control lev-
els: a formal model and the instantiation level. An algorithm extracts
a subgraph that identifies the applications to be executed according to
changes in the external context. The proposed approach has been instan-
tiated in a use case example in a smart home environment, to evaluate
the usefulness of the approach and the applicability of the model in ac-
tual scenarios.
Keywords: formal model, runtime architectural model, sensor
networks

1 Introduction and motivation

Future Internet applications should be able to handle dynamic changes in user
experience and interoperability between different technologies, data, and pro-
cesses. Convergence of contents, services, things, and networks seems to be the
relevant direction taken by these applications. [2], [4].

Such complex and composite source of data ranging from signals, raw data,
events and complex events needs technological and theoretical formalization. In
the light of all these novelties, adaptive mechanisms to develop and orchestrate
services and applications are emerging [3], [5].

A formal approach for runtime composition of software applications in sensor
networks is proposed hereby. The approach is made of two control levels: a
technology independent level and an instantiation one. The first level catches
different configurations of adaptive software modeled using a graph structure.
Each node in the graph can be classified as a data or a process or a technology.
A data node represents information derived from the external context (e.g., a
data detected by a sensor). Data trigger processing of software applications,
i.e. process node. Finally, technology node specify features of the devices (for
example the state of the device where the application will be executed, the state



of the memory of the device or the state of the middleware used to make software
application interact with each other). At the instantiation level, instead, the
graph model is contextualized to application context that are platform dependent
and belong for example to Java, Android, and any other technology environment.

Data processing and technologies selection and management is driven by
specification of operational requirements. On the graph model, hence at the first
control level, we also define an algorithm to extract a subgraph from the graph
by minimizing a cost function. The algorithm finds the best sequences of (data,
process, technology) terns minimizing the cost due to resources utilization. Such
sequences of nodes and the related paths correspond to the selected orchestra-
tion of services or application in response to the context behavior. The main
advantage of the proposed approach is to possibility to delay architectural de-
cisions at run-time and to build the architecture on the fly, depending on the
specified requirements.

The proposed approach has been instantiated in a use case example in a
smart home environment, to evaluate the usefulness of the approach and the
applicability of the model in realistic scenarios.

The remaining of this paper is organized as follows. Section 2 introduces back-
ground information needed for clarifying the proposed approach. The proposed
formal model is defined in Section 3. Instantiation of the model with respect to
a realistic use case scenario is described in Section 4. Conclusions and future
works close the paper.

2 Background

In this section we introduce techniques and notions that will be used in the
remaining of the paper. Specifically, Section 2.1 introduces the adaptive systems,
Section 2.2 describes goals and operational requirements, and finally, Section 2.3
introduces REST Middleware.

2.1 Adaptive systems.

An adaptive system is an open system able to adapt its behavior according to
changes in the environment or in parts of the system itself. Hence the adaptability
is the ability of a software system to adapt efficiently and rapidly to any changes
in the context or in the requirements.

Typically the development of a software system is completed within the life
cyclewhere before delivery, requirements engineers, software designers and de-
velopers realize the system components. In modern software systems it is always
difficult to predict the needs of users, so a single optimal configuration of the
system is difficult to model and design.

It may be necessary to vary requirements run-time and then design the com-
ponents of the application and implementation, all the same, always on the basis
of changes arising from the external environment and the context, of course. For
example, moving along a sensor network determines changes in the external



environment that might trigger the execution of applications and software com-
ponents not provided at design time.

2.2 Operational Requirements.

Goals are objectives the system is intended to achieve through the cooperation
of agents in the envisioned software and its environment [6]. A requirement is
a goal assigned to an agent in the software design [1]. While functional require-
ments specify the functionalities to be implemented, generally non-functional
requirements can determine decisions on the architectural model: for example,
if the system must ensure security it is good to use a proxy to access protected
data, if the system must integrate existing components it is good that has a
distributed objects architecture and so on. A Operational Requirement captures
the conditions under which a system component may or must perform an op-
eration to achieve a goal. The operational requirements eventually belong to
the set of non-functional equirements and describe the behavior of the system.
They can be described by formal or semi-formal languages. machines or process
algebra) or declarative (logic). Definition of operational requirements is basic in
defining and describing the system analyzed in terms of the behavior more then
the functionality to be provided.

2.3 REST Middleware.

Nowadays many vertical M2M solutions have been designed independently for
different applications, making the current M2M market very fragmented, which
inevitably hinders a large-scale M2M deployment. To decrease the market frag-
mentation there have been many efforts from different standardization bodies to
define horizontal service layers.

The European Telecommunications Standards Institute (ETSI) has defined
with the SmartM2M standard a middleware which has a RESTful architecture
[9]. On the other side, OneM2M, where are collaborating more than 200 stan-
dardization bodies and companies, is defining a RESTful middleware which will
have a global validity [8].

The proposed solutions provide RESTful middlewares which separate the ap-
plications from communication domain. The middlewares are accessible via open
interfaces and enable the development of services and applications independently
of the underlying network. In addition they provide several service capabilities
to enable machine registration, synchronous and asynchronous communication,
resource discovery, access rights management, group broadcast, etc.

All the resources in the RESTful middlewares are organized in standardized
resource trees and can be uniquely addressed by a Uniform Resource Identifier
(URI). Their representations can be transferred and manipulated with verbs
(i.e., retrieve, update, delete, and execute).



3 Model for adaptive applications composition

In this section we propose a formal model for runtime composition of software
applications in a sensor network.

The model is a graph based structure, the purpose of using a graph struc-
ture is to determine which apps to execute and how and where they will be
executed, depending on variation in the contest and hence on data detected by
the sensor. The main advantage of using a graph structure is the possibility
to use rewriting or grammar graph techniques for extracting subgraphs satisfy-
ing a given requirement. Requirements to be satisfied are high level requirements
(mainly Operational), that are hence modeled on the graph structure. The graph
describes a snapshot of all the available software plugins mainly characterized
by the data detected by a sensor in the network (Data), the functionality to
be executed (Process) and by the state of the device where it will be executed
(Technology). Each transition has a cost due to parameters involved in the con-
text. Hence we can assume that each plugin is modeled as a triple of elements
with a function cost associated.

Definition 1 (Resource Super Graph (RSG)).
A Resource Super Graph is a direct Acyclic Graph G = {N,A}, where nodes

N are resources – N = D ∪P ∪T (D = Data,P = Process,T = Technology)
– and arcs a ∈ A are such that:

1. A ⊆ (D × P) ∪ (P × T), i.e. “arcs connect data with process, process with
technology, technology with data”;

2. a ∈ D×P defines the variable costvc
a ∈ P×T defines the fixed cost fc
a ∈ T×D detection of a new data variation

Each node in the graph can be distinguished as: Data, Process, Technology.
Data are those detected by a sensor network; Process is the operation performed
on the data that can belong to one among the following: preprocessing, process-
ing plugins, etc. Technology identifies the network type and the characteristics
of the mobile devices. Arcs in the graph link pairs of nodes based on the value
of a cost function. The cost computation depends on several parameters, that
can be the type of node, the cost of the process and so on.

The cost function associated with the triple (Data, Process, Technology)
depends on the features of the given plugin but also on the state of the de-
vices. It is defined as fc(DPT ) of the triple (DPT), and is given by the sum
of the cost of the two arcs connecting respectively D with P and P with T,
fc = vc + fxc. The contribution of the variable cost depends on the characteris-
tics of the available network and of the devices on which it is calculated. Where
vc = devicec + networkc. The cost of the network includes information about
the state of the network at the time of receipt of the request of a plugin execu-
tion, such as connection delay, network bit rate, packet size, etc. The cost of the
device is given by the amount of available RAM on the middleware, due to the



number of active connections. and by the cost of forwarding information when
for example a middleware is not available so the request must be forwarded to
another one. So devicec = middlewarec − forwardingc. On the other hand, the
costs of mobile device is given by the amount of available RAM and mass mem-
ory, the level of the device battery, as well as the geographic location (used to
choose which middleware register).

The contribution of fixed cost fxc depends on the characteristics of the plu-
gin, such as size in bytes, computational complexity and so on. It remains un-
changed if the plugin runs on the mobile device or if runs on the middleware.

Moreover, given a pair of starting and destination nodes, there are multiple
paths connecting them, hence we can extract more ”sub-graphs” from a Super-
Graph. A path in the graph, i.e., a subgraph, identifies a sequence of apps to be
executed with specifications concerning the features of the technology –the kind
of network or of device–, and the type of process to execute each of them – where
and how the app is executed. We need an algorithm to extract a subgraph ac-
cording to the optimum condition, for example for extracting the subgraph that
minimizes a cost function according to parameters depending on the nodes’s
features.

A Resource SubGraph (RSubG) is the graph extracted by RSG by executing
the Data Process Technology DPT algorithm to select the path in the RSG with
minimum cost. Among all the possible subgraphs of RSG, hence all the possible
sequences of plugins to be executed we need to find the best path, with minimum
cost function in order to determine the best sequence of plugins as triggered by
a set of data detected by sensors.

DPT Algorithm. Let us now define the proposed algorithm. The Data Process
Technology DPT algorithm schedules, manages and monitors the data/techno-
logies and processes execution on the devices. Suppose the hardware infrastruc-
ture of the sensor network is made up as described below. It is composed by
motes, with a limited memory and computation capabilities. Physical motes are
mapped onto logical ones, and have a virtual image at middleware level. The fea-
tures of the middleware are those of a REST middleware whose functionalities
can be extended through the implementation of adhoc plugins. Each plugin will
encode functionalities that can be run-time loaded, depending on the specific
requirement triggered by an event that occurred. Sensors detection is managed
at middleware level, where subscribers have to registered and where updated
data can be sent. At master level a scheduler plugin has to check and manage
variations in the context and in data perceived from the sensors to decide which
plugin or sequence of plugins to activate. The master plugin manages a runtime
composition of plugins able to perform functionaltes depending on data retrieved
by sensors, but at the same time satisfying high level requirements modeled by
triggering of events or being in a given state.

Communication among plugin occurs through the middleware that forwards
requests, data, responses among pluging and sensors according to low level pro-
tocols while interaction is scheduled and managed by the high level master ap-
plication.



To extract the shortest paths of the graph, and then the sets of nodes or
sequence of plugins, we define the DPT algorithm to extract the shortest path
made up of terns (Data, Process, Technology).

Data: A Resource SuperGraph (RSG)
Result: Resource SubGraph (RSubG)

1 D ← data nodes;
2 P ← process nodes;
3 T ← technology nodes;
4 foreach i = 1 to min(D length, P length, T length, ) do
5 ShortestPath(D,P );
6 ShortestPath(P, T, costt);
7 select next data node;
8 ShortestPath(P,D, costd);
9 Evaluate plugin sequence;

10 end

Algorithm 1: Algorithm Data Process Technology DPT

Step 1 computes the shortest path following a stating node of Data type,
Step 2 computes the shortest path following node of type P, step 4 computes
shortest path following node of type T. Each step has as a parameter the function
cost computed till the previous node. Shortest path extraction follows Djikstra
algorithm [7].

The hardware infrastructure of the network is composed by motes, with a
limited memory and computation capabilities. Physical motes are mapped onto
logical ones, and have a virtual image at middleware level. The features of the
middleware are those of a REST middleware whose functionalities can be ex-
tended through the implementation of adhoc plugins. Each plugin will encode
functionalities that can be run-time loaded, depending on the specific require-
ment triggered by an event that occurred. Sensors detection is managed at mid-
dleware level, where subscribers have to registered and where updated data can
be sent. At master level a scheduler plugin has to check and manage variations
in the context and in data perceived from the sensors to decide which plugin
or sequence of plugins to activate. The master plugin manages an runtime com-
position of plugins able to perform functionalities depending on data retrieved
by sensors, but at the same time satisfying high level requirements modeled by
triggering of events or being in a given state.

4 Model instantiation

In this section we instantiate the model defined in Section 3 on the use case
scenario that follows.

It is a cold winter evening, the temperature in the house is low, the heating
system is activated to reach soon a temperature that will ensure comfort and
well-being to Bob and Mary that are going to come back to after a busy working
day. The blinds close to avoid the dispersion of heat. As soon as they get into



the house the lights turn on. Mary goes into the kitchen and set about making
dinner; she turns the oven on that will soon to bake tasty pork shank, in the
laundry the washer and dryer are temporarily suspended to avoid overload. Bob
comes into the living room where the lights turn on. He is very tired so decide
to sprawl on the sof and enjoy some videos. So he prepares the projector for
watching the video taken by of his GoPRO while skying the previous Sunday on
mountain holiday. The video projection begins and the lights turn dim to create
soft lights. Later, Mary later went – as every evening – to the basement to train
on sports equipment while waiting for dinner to be ready. The daily news flow
on the monitor of the tapis roulant on which Mary is training. Through headset
she listens directives of the exercises to be carried out according to the training
program as a result of the control of the calories consumed in the days and of
the physical activity already performed. Mary wears her heart rate and distance
walked monitors for physical activity. When the goal of training daily is going to
be reached, in the bathroom the heating is switched on, the whirlpool is switched
on to enable Mary to practice proper relaxation after physical activity. Mary goes
into the bathroom and the lights turn on while the basement lights and sports
equipment are turned off. Meanwhile, in the garden, video surveillance cameras
found two suspicious individuals climbing on the first floor and forcing a window
to enter the house, despite the presence of people in the house. The images sent
to the nearby police station trigger the alarm that promptly active forces to stop
the thieves intrusion. A spark caused by a failure of the electrical systems in the
garage makes burst fire and soon the garage is filled with dense smoke. The high
level of smoke triggers the fire alarm that immediately reaches the nearest fire
department to active the necessary reliefs.

The Use case scenario is modeled in a Resource Super Graph with all the
possible triples of Data Process and Technology nodes. The algorithm DPT
”on-the-Fly” extracts triples of nodes and hence activates plugins execution de-
pending on the function cost.

For example the first situation: It is a cold winter evening, the temperature in
the house is low, the heating system is activated to reach soon a temperature that
will ensure comfort and well-being to Bob and Mary that are going to come back
to after a busy working day. The blinds close to avoid the dispersion of heat.
We have different paths that can be followed to orchestrate plugins. Modeled
data node is temperature variation, but can also be light variation and position
variation. Besides for each data node there exists different process nodes: if data
retrieved is the temperature variation, process may be that of turning the heating
system on, but can also be that of closing the blinds for avoiding dispersion of
heat. After that, technology can be wi-fi, and the application can run on the
house middleware or on the smartphone. Considering light variation as data
node the process node can be the turning light on but also the closing of binds.
So technology may be the execution of the process on the mobile phone or on a
different device, the choice between several alternatives depends on the function
cost. Different values of retrieved data and of function cost evaluation would



determine different selections of path in the graph this means that the plugins
to be executed and their orchestration is different depending on context behavior.

5 Conclusion and future work

In this paper we introduced a model for building ”on-the-Fly” architecture of
software systems based on data, processes and technology in context-aware en-
vironments.

The model is based on a graph structure to represent data, processing of
context aware application and technological features and by an algorithm for
extracting the sequence of applications to be executed.

We instantiated the model on a sensor network environment and validated
the algorithm on a running example in a smart home use case scenario. We are
currently working on performing wide and complex experiments to validate and
test the model.
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