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Abstract

During the last years, the interest in nano-technologies and nanoscale communi-
cations significantly growth in several application domains, such as healthcare,
bio-medicine, agro-food, industry, and military/defense. Nano-scale devices are
able to interact with each others, with existing communication networks and,
ultimately, with the Internet. As a result, the well-known Internet of Things
paradigm is extending its functionalities at the nano-scale, thus paving the way
for the revolutionary Internet of Nano-Things concept, which goes beyond the
already diffused “smart things” towards real application of ‘smart nano-things‘”.
In this context, many research initiatives are addressing the definition of effi-
cient, secure, scalable, and reliable network architectures at the nano-scale. In
order to provide a valuable step ahead of the current state of the art, the work
presented herein investigates a novel methodology through which securing an
Internet of Nano-Things architecture, by jointly offering the reliability of con-
nected devices and the protection of transmitted data. From the communica-
tion perspective, the proposed approach leverages both molecular diffusion and

electromagnetic-based communication schema. In such a hybrid approach, pa-

*Corresponding author
Email addresses: sabrina.sicari@uninsubria.it (S. Sicari),
alessandra.rizzardiQuninsubria.it (A. Rizzardi), giuseppe.piro@poliba.it (G. Piro),
alberto.coenporisini@uninsubria.it (A. Coen-Porisini), alfredo.grieco@poliba.it (L.A.
Grieco)

Preprint submitted to Computer Networks July 9, 2019



rameter settings and message exchange is properly devised to effectively achieve
the aforementioned security services. Finally, the impact that security function-
alities have on the performance of a reference Internet of Nano-Things scenario
(i.e., expressed in terms of packet loss ratio, communication latencies, and mes-
sage processing overhead) is evaluated through Nano-Sim and N3Sim tools.
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1. Introduction

The progress of the nano-technology is driven by a multi-disciplinary collab-
oration among medicine, engineering and computer science, biology, and also
physics. At the time of this writing, it is possible to think about nano-networks
as a set of nano-scale devices (also called nano-machines or nano-things) able
to communicate with each other, share information to reach a desired goal, per-
form a specialized task, and provide specific services. They also interconnect
with existing communication architectures and, ultimately, with the Internet
[1]. This led to the definition of a novel networking paradigm, namely Internet
of Nano-Things (IoNT), which extends the functionalities of the well-known In-
ternet of Things (IoT) concept to the nano-scale [2]. As a result, a wide range
of new applications are emerging in healthcare, bio-medicine and biomedical
engineering, agro-food, industry, and military/defense domains [3].

Depending on the actual application, different nano-devices may be deployed
in the same environment/body, and multiple communication channels may be
adopted in order to efficiently disseminate information across heterogeneous
domains. Nano-devices are able to perform both sensing and actuation tasks.
Some of them may also act as nano-routers, thus becoming able to forward
data to other devices, such as an access point, a sink node, a smartphone,
and so on. A nano-device is expected to have very limited capabilities, thus it
can only execute simple sensing, computing, actuation, and information storage
tasks. To overcome such limits, many nano-devices and nano-routers usually

cooperate among each others within the same nano-network.



For sure, such challenging aspects are stimulating many research initiatives
worldwide, aiming at defining efficient, secure, scalable, and reliable network
architectures at the nano-scale. In such an exciting research topic, it is impor-
tant to remark that security is vital for the IoNT and all the related issues must
be addressed, in order to encourage the spreading of advanced applications re-
lying on the nano-technology [4]. In fact, the consequences of an attack could
be potentially more serious than in the IoT context, since IoNT applications
treat data which are closer to human body, environment, and foods. Possible
threats may include people’s privacy violation (e.g., eavesdropping of medical
information, alteration of vital parameters, home habits, localization), causes
of pollution, food poisoning. Therefore, the design of secure IoNT architec-
ture must be carried out in order to: (i) ensure that information are efficiently
protected against manipulation by non-authorized parties; (ii) guarantee data
confidentiality, integrity, and availability, in a lightweight manner.

Unfortunately, the scientific literature provides less explicit results about
the amount of time needed to finalize cryptographic operations. This is due
to the absence of concrete cryptosystem properly implemented at the nano-
scale. Nevertheless, the contribution presented in [5] reports the amount of
time needed to finalize simple security tasks through electronic devices having
nano-metric size. The progress of nano-technology will surely confirm (or also
reduce) these values. Therefore, the conducted study considers the impact of
security functionalities in line with those presented in [5]. The proposed solution
should not be considered as a definition of a novel encryption and decryption
mechanisms to be implemented by the nano-technology. On the contrary, it
formulates a novel methodology for the provisioning of security service at the
nano-scale. Such a methodology is natively flexible and could integrate any
cryptographic algorithm available in the current literature or defined in the
upcoming future. Hence, in order to provide a valuable step ahead of the current
state of the art, the work presented herein investigates a novel methodology
through which securing an IoNT architecture, by jointly offering the reliability

of connected devices and the protection of transmitted data.



Starting from the baseline methodology introduced in [1], the proposed ap-
proach considers a novel IoNT architecture, which embraces heterogeneous net-
work components, such as nano-devices, nano-routers, nano-controllers, and
smart-devices. Such network components interact each other for different pur-
poses and by using different communication technologies. The resulting archi-
tecture integrates an hybrid communication bus. Specifically, nano-controllers
are in charge of configuring some of security parameters in both nano-devices
and nano-routers. Such parameters are used to manage the reliability of con-
nected devices. In order to avoid any exposure to remote or proximity at-
tacks, such a task is performed by using the nano-scale communication tech-
nique based on molecular diffusion [6]. Nano-devices are equipped with sensing
units and collects data from the surrounding environment. Such data are sent
to the nano-routers through a nano-scale communication technique based on
the transmission of electromagnetic waves in the terahertz band [7]. To sup-
port data confidentiality, the interaction between nano-device and nano-router
is properly protected by means of specific security functionalities, which are
configured through an initial coupling protocol and make use of additional se-
curity materials provided by nano-controllers. Finally, nano-controllers are in
charge of forwarding retrieved information towards smart-devices. In this case,
conventional communication technologies already used in the current IoT can
be used.

As well known, the implementation of security functionalities introduces
computational and communication overhead, with a consequent impact to the
overall network performance. As just stated, it is not possible to perfectly quan-
tify the security implications at the nano-scale, because of the hard realization
of experimental test-beds. For such a reason, a preliminary study is carried out
to investigate the impact that security functionalities have on the performance
of a reference IoNT scenario. Assumptions and parameters have been chosen as
more as possible close to the reality; in particular: (i) with reference to nano-
scale communications based on the exchange of electromagnetic waves, both

data transmission rates and communication ranges have been set according to



reference values available in the literature, which carefully take care the propa-
gation of such kind of signals in the blood [7]; (ii) with reference to nano-scale
communications based on the exchange of molecules, the diffusion coefficient,
data transmission rate and communication range have been set according to
reference values available in the literature [8]; (ii) with reference to security op-
eration executed by nano-devices, also in this case the amount of time needed
to finalize cryptographic operations has been properly set, according to [5].

Taking in mind the aforementioned discussion, a nano-network with a vari-
able number of nano-devices is modeled through Nano-Sim [9][10] and N3Sim
[11] tools. In particular, the former is conceived for simulating electromagnetic-
based communication at the nano-scale; while the latter is targeted to simu-
late molecular diffusion. We consider a case study related to the diffusion of
nano-devices into blood in an artery arm; the paramters’ setting for the nano-
network is taken from [8]. More specifically, simulations evaluated packet loss
ratio, communication latencies, and message processing overhead as a function
of the amount of time required to perform security operations.

The rest of the paper is organized as follows. Section 2 discusses the state of
the art regarding nano-technology applications and security. Section 3 presents
the design of our proposed solutions in terms of architecture and functionali-
ties. Section 4 includes the performance evaluation of the presented approach.

Section 5 provides the conclusions and draws future research directions.

2. Related Work

The incoming evolution brought by nano-technology is still at the begin-
ning as regards the definition of proper network architectures, protocols, and
efficient security and privacy capabilities. Moreover, the interconnection and
interoperability of the nano-devices with existing communication networks and
paradigms require the design and development of new IoNT architectures, pro-
tocols, and standards. A preliminary proposal can be found in [1], where the

authors identifies the main components of the IoNT network, which are: (i)



nano-nodes; (ii) nano-routers; (iii) nano-micro interface devices; (iv) gateway.
Moreover, [1] discusses the state of the art about electromagnetic communi-
cations from many perspectives, such as: frequency band, channel modeling,
information modulation, and protocols.

[12] investigates challenges and opportunities of connecting in-body nano-
communication with Body Area Networks (BAN). This work presents an high
level network architecture, which points out the need of defining new gateway
functionalities as interconnections points among the different involved networks
and protocols.

A further insight is provided in [13], where the Internet of Bio-Nano Things
(IoBNT) concept is introduced. IoBNT differs from IoNT because biological
computing devices, based on re-engineered biological cells, are embedded into
the nano-things; while typical IoNT networks are characterized by: (i) ‘artifi-
cial’ embedded devices, such as synthesized materials and electronic circuits;
(ii) communications based on electromagnetic signals. Note that IoBNT ex-
ploits molecular communications, following cell signaling pathways. Envisioned
applications of IToBNT are mainly intra-body sensing and actuation networks,
and environmental control of toxic agents and pollution. However, many chal-
lenges have to be faced in the engineering of molecular communication and
interconnection with heterogeneous networks.

Security and privacy certainly represent critical challenges in nano-technology-
based applications. Despite this, the literature is not yet mature to provide
adequate solutions. In fact, few works are currently tailored to the resolution
of such an issue.

For example, the authors of [14] coined the term biochemical cryptography to
emphasize the need of new security and cryptographic solutions, in the field of
nano-communications. In fact, actual approaches might be not applicable due to
antenna size and channel limitations, limited available memory and processing
capabilities of the so-called nano-machines.

Instead, in [15], the authors present an architecture for trusted remote sens-

ing in Public Physical Unclonable Function (PPUF), based on nano-technology.



The proposed security protocol consists of authentication and time-stamping,
in order to counteract statistical guessing attack.

Finally, other works are targeted to specific application domains.

[16] outlines the most relevant challenges for the realization of ubiquitous
healthcare applications including nano-scale technology at each networking stack
layer. An high-level architecture targeted to IoNT has been defined, revealing
both architectural and networking requirements. However, no detail is given re-
garding a practical implementation of the proposed approach, and the security
and privacy aspects are not considered at all.

Mainly in the U.S., the interest in nano-technology for military applications
and national defense is continuously growing [17]. However, it is fundamental
to state proper rules and restrictions, since the adoption of nano-technology
could bring many advantages, but also potential risks and damages (e.g., arms-
control treaties, humanitarian law, military stability, civil society) [18] due to
an improper use of nano-devices.

Similar issues concern the food sector. In fact, nano-technology is also being
exploited in agriculture, farming, and food packaging fields [19], inevitably caus-
ing social implications due to possible toxic effects throughout the food chain.
Also in this context, quality and security must be preserved by introducing
proper monitoring and protection mechanisms.

As emerged from the analysis of the state of the art, a lot of work must be
done in the field of IoNT. Such a paper aims to represent a general-purpose
starting point for the future design and development of effective security and

privacy solutions in different IoNT contexts.

3. IoNT Architecture and functionalities

The approach proposed in this paper extends the baseline IoNT architecture
envisaged in [1], by introducing new components and security functionalities. In
order to better understand the motivations behind the conceived solution, the

following sub-sections deeply investigate features and requirements, as well as



security threats and misbehavior /faults, characterizing the desired ToNT system.
Then, the conceived security architecture is described in Section 3.3, along with

the supported security capabilities.

8.1. System requirements and targeted features

Nano-devices are conceived as devices equipped with nano-scale components.
Therefore, they are only able to perform simple and specific tasks at nano-
level, such as: sensing a “simple” information, actuating a “simple” action,
computing basic operations, storing data with limited memory capacity, and
communicating in short range. Figure 1 sketches the basic schema of a nano-

device.

Sensing Actuator

T

Processing
Unit

4 k)
\ ; :
\

;

;

.

Storage
Unit

—— Transceiver

Figure 1: Schema of a nano-device

An IoNT system should be autonomous: once deployed, nano-devices must
be able to self-act inside the environment where they are placed in (i.e., by
sensing data and actuating some actions). In addition, the environment hosting
the nano-network should be closed (i.e., the network area must be delimited).
Moreover, data to acquire and tasks to perform should be clearly defined. Fi-
nally, the nano-network can include heterogeneous nano-devices, which are able
to sense different parameters, as well as actuate diverse tasks. It is worth to

remark that, thanks to the nano-scale size of the devices, they can be massively



deployed in a non-invasive way across a multitude of biological or environmental
contexts, such as the human body.

Without loss of generality, this contribution considers the possibility to
jointly leverage electromagnetic-based and molecular-based communication schema.
In the first case, nano-devices encode messages through electromagnetic waves,
sent in the terahertz band [7]. In the second case, they encode data through
burst of molecules, diffused into the medium [6]. While electromagnetic-based
communications guarantees very high transmission throughput (i.e., in the order
of Thps) [20], molecular-based communications just register limited transmis-
sion throughput in lower transmission ranges [21]. Note that molecular commu-
nication can be categorized on the basis of the communication range. Hence,
by using calcium signaling, a short-range communication is obtained; while,
using molecular motors, a medium-range communication takes place; finally,
pheromones would allow a long communication range [22].

But, which is the main difference in the use of electromagnetic waves or
molecular communication? Electromagnetic waves give more guarantees that
more information will be transmitted in a faster way than in molecular com-
munication. In fact, the propagation speed of molecules is more influenced by
environmental conditions, but molecules have the advantage of being able to be
activated according to specific molecular reactions. Nevertheless, also terahertz
channel properties, such as noise and path loss, can be affected by the presence
of different molecules in the transmission medium [6]. With this regards, some
analysis are just being carried out to reveal further details, advantages and lim-
its of such two means of communication in nano-networks [7]. In this paper,
we decided to use both electromagnetic waves or molecular communication, in

order to exploit the potentialities of both the approaches.

3.2. The reference threat model

Concerning the possible threats, they mainly depend on the way the entities
belonging to the IoNT system communicate. Molecular communications can

only be performed in case of physical contact, such as in case of injection, in the



environment or in the human-body monitored by the nano-network, of malicious
particles or nano-devices. Instead, if we consider terahertz communications,
remote attacks, may occur. Although such a kind of attack does not require a
physical contact, the attacker should be in the proximity of the nano-network, in
order to reach the short-range signals emitted by nano-devices. Hence, remote
attacks from long distances cannot be pursued. Moreover, it is not yet clear if an
external entity may alter the behavior of nano-devices or if only communications
may be affected. Undoubtedly, the nano-network could be a victim of spoofing
and eavesdropping attacks; also in such cases, a remote attack is very hard, but
attacks in the proximity of the IoNT system can be generally performed towards
the nano-network.

In this paper, we deal with the aforementioned security issues in commu-
nications among the entities involved in the whole IoNT system, as well as in
recognizing possible misbehavior/faults regarding the nano-devices. Hence, we
aim to guarantee the confidentiality, the integrity, and the availability /correct-
ness of the transmitted information from their acquisition by a nano-device to
their reception to the final user. Such a system clearly envision an end-to-end
approach to security.

Authentication is another key requirement. In fact, due to the large number
of nano-devices involved, it seems very hard to individually name and address
all of them. In that sense, nano-networks follow a data-centric approach, which
is not novel in literature (just think to Information Centric Networking [23]). In
our proposed solution, we do not expect to give a comprehensive solution about
authentication of nano-devices in a IoNT networks, but we exploit the data-
centric paradigm, focusing our attention on the transmitted information, instead
of the devices. Note that, in traditional networks, cryptographic primitives are
usually adopted both for authentication and data encryption. However, due to
the resource-constraints of nano-devices, short key lengths should be used, thus
exposing the nano-network to brute-force attacks. Therefore, a solution, able to
allow a distributed self-control of the authorized nano-devices belonging to the

nano-network, would be preferable. Such a feature represents one of the main
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goal of this work.

8.8. The proposed secure architecture for the IoNT

The reference IoNT architecture considered in this paper is depicted in Fig-
ure 2, where also the kind of communications taking place within the nano-

network are detailed. It embraces:

e A smart device, which can be represented by an access point, a sink node,
a smartphone, and so on. Generally, it is not affected by power-constraints
or resources’ limitations. It is responsible for collecting the information
provided by the nano-network, reporting the activity of the IoNT sys-
tem, and possibly taking some actions in response to the outcomes of the

monitoring activities;

e The nano-routers, which are more powerful nano-devices, in the sense that
they are nano-machines, as depicted in Figure 1, but with more capacity
in terms of processing, power, and storage unit. They are in charge of
forwarding data, when received by other nano-routers or nano-devices,
to other nano-routers or to the smart device. The information exchange
takes place by means of electromagnetic waves. Moreover, nano-routers

do not perform any sensing operation;

e The nano-controllers, which are particular nano-devices (i.e., with the
same features of the nano-machine’s schema depicted in Figure 1) that
transmit and receive information by means of molecular communications;
their main goal is to control the reliability of the other nano-devices, as

explained in Section 3.4;

e The nano-devices, which are conceived as nano-machines, able to sense
information from the environment where they are placed in, and, even-
tually, actuate some actions in response to specific commands received
by nano-routers. Nano-devices send, following a hop-by-hop schema, the

acquired data towards nano-routers by means of electromagnetic waves.
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Moreover, they receive information useful for performing security opera-

tions by nano-controllers via molecular communications.

Summarizing, nano-devices communicate with nano-routers by means of
electromagnetic waves generated in the terahertz band; while they are able
to interact with nano-controllers by means of molecular exchanges. Further-
more, the nano-controllers also communicate with nano-routers via molecular
exchanges. Such aspects reveal the hybrid nature of communications, which is
proposed in our solution. Summarizing, the nano-network is composed by nano-
routers, nano-controllers, and nano-devices; while the smart device is generally

connected to the Internet.
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Figure 2: The reference IoNT architecture

Note that we decided to adopt hybrid communications (i.e., electromagnetic
waves and molecular diffusion), exploiting the potentiality of nano-technology
instead of traditional approaches, in order to ensure an efficient and high level

of security within the IoNT system, as will be detailed in the next sections. In
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fact, as pointed out by many works [20], traditional mechanisms for guaranteeing
confidentiality, integrity, and availability cannot be not directly put in act in
nano-networks due to the limited resources of nano-devices. Hence, we propose
to properly engineer the mechanisms provided by nano-technology to obtain a

robust and efficient IoNT system.

3.4. Offered security functionalities

Apart the protection against baseline threats already discussed in Section
3.2, the reference architecture reported in Figure 2 requires the introduction of
further security functionalities.

First, the smart device offers an interface between the nano-network and the
rest of Internet. Thus, it must offer security services (e.g., data confidential-
ity, integrity checks) in both the aforementioned communication links. Here,
the connection between the smart device and the Internet can be protected by
using conventional security protocol already used in typical IoT deployments.
Differently, the communication between the smart device and the nano-routers
must be protected by means of novel and lightweight methodologies.

Second, focusing the attention to the nano-network only, the communication
among nano-devices and nano-routers should not be simply protected through
cryptographic mechanisms. It should be also keep reliable. To this end, the
security protocol conceived in this paper makes use of nano-controllers, which
are in charge of configuring security parameters through a novel approach, dy-
namically over the time.

The following sub-sections will detail how such communications are managed

along with the mechanisms proposed in this paper to secure the IoNT system.

3.4.1. Interaction among smart device and nano-routers

The interaction among smart device and nano-routers could be potentially
a risk for the nano-network because exchanged data could be eavesdropped
and/or violated. To solve such a problem, we propose to carry out a negotiation

procedure between each nano-router and the smart device to obtain the proper
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session key to be used for the communication exchange, following the well-known
certified Diffie-Hellman scheme, as performed, for example, in the work in [24].

More in detail, we assume that both the smart device and the nano-routers
own the following cryptographic material: a certificate, respectively certsp and
certygr, containing a public key kpubsp and kpubygr, and the associated private
key, respectively kprisp and kpriyg. In the initial state of the nano-network,
the nano-routers are in a “inactive” state; therefore, they are not allowed to
receive or send information. They pass in the “active” state when they are
“coupled” with a smart device. In fact, in the first phase of the negotiation
procedure, the smart device sends to the interested nano-routers a message
including: (i) a nonce n (in order to deal with the replay attacks, as explained
later); (ii) the certificate certsp, containing the public key kpubgp. Then, the
nano-routers also send to the smart device: (i) a nonce m (even to cope with the
replay attacks); (ii) the certificate certypg, containing the public key kpubyg.
The nano-routers and the smart device, which receive such information are thus

able to:

e (Calculate the symmetric key ksym, using the public key kpuby g or kpubsp
(acquired from the received certificates certyg or certsp) and their pri-
vate key kprisp or kpriy g, respectively, according to the Diffie- Hellman

scheme.

e Compute a session key kg, using a Key Derivation Function (KDF) with

the following parameters: ksym, n, and m.

e Exchange an authentication message, in order to demonstrate that they

have correctly calculated the symmetric or session key.

As a consequence, subsequent handshakes among the smart device and the
nano-routers would yield the same session key kg or by the symmetric key
ksym. Note that any attacker could replay the message containing the certificate
S0 as to impersonate a smart device or a nano-router. To address such an

emerged issue, “fresh” nonces can be used in each “new” exchange, as proposed
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in [25]. Such nonces are used in coupling with the aforementioned cryptographic
material to obtain a sort of authentication message [24] to be exchanges in
an encrypted way, using the symmetric key just generated. In this way, the
smart device and the nano-routers can compute the actual session key kg, via
an ordinary/standard Key Derivation Function (KDF), thus preventing both
replay and Man-In-The-Middle (MITM) attacks. Hence, once completed the
described phases, the smart device and the coupled nano-routers can securely
communicate and exchange information.

At these steps, it is important to adopt a lightweight encryption schema
(many ones have been proposed in literature for constrained environment [26]),
because both the nano-router and the smart device could suffer, although less
than nano-devices, of resource constraints in terms of battery usage, storage
capacity, and computational power.

Note that the described symmetric key’s negotiation follows a basic schema
which has been used in the design of the Transport Layer Security (TLS) pro-
tocol; as a consequence, it inherits the relevant security properties assessed for
the TLS protocol [27]. Figure 3 summarizes the presented mechanism.

It is supposed that the just presented procedure takes place when the smart
device and the nano-routers are sufficiently in proximity to each others, for
example contextually to the configuration of the [oNT system. With this regard,
we can think about a wearable bracelet owned by a patient, whose body contains
the nano-routers and the nano-devices implanted for monitoring or therapy
purposes. If the bracelet is broken, it must be safely replaced.

We also allow the presence of multiple smart devices, each one coupled with
different sets of nano-routers (e.g., in case the nano-network is responsible to
acquire different kinds of data deploying different nano-devices, enabled to com-

municate with dedicated nano-routers).

3.4.2. Interaction among nano-devices, nano-routers, and nano-controllers
More complex-prone task is securing the interactions among nano-devices

and nano-routers. Effective mechanisms for biochemical cryptography, as dis-
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Figure 3: Interactions among nano-routers and smart device

cussed in Sections 1 and refsec:relatedworks, have not yet been conceived and
represent a critical challenge in the current research field in nano-technology.
A cooperation among experts in biology, medicine, engineering, and computer
science, could benefit the progress in such a direction. Hence, no practical
cryptographic mechanisms still exist for nano-machines. It is worth to remark
that the aim of this paper is not defining novel encryption/decryption methods
tailored to nano-technologies, but proposing a comprehensive architecture for
securing the IoNT.

To cope with such an issue, we propose to use electromagnetic waves for
communication among nano-devices and nano-routers and, then, to add spe-
cific security precautions by means of cooperation with nano-controllers, using
molecular communications.

As discussed in Section 3.1, the terahertz band supports high transmission
bandwidths in a short range. Therefore, useful data, acquired by the environ-

ment where the nano-devices are placed in, can be effectively transmitted, as well
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as simple commands may be received by the nano-devices in order to execute
actuating functions. Moreover, we can suppose that each nano-device commu-
nicates, in a multi-hop manner, with the nearer nano-router. Possible threats,
as discussed in Section 3.2, may occur in the proximity of the nano-network,
since the data transmissions happen in a short range.

Instead, molecular exchanges do not suffer of proximity attacks. Such a
feature is the main advantage to use molecular communications for such ex-
changes, since no electromagnetic waves are generated, but only molecular re-
actions. For such a reason, nano-controllers are responsible for preserving the
reliability of the nano-network during the time and support the nano-devices
and nano-routers to prevent/counteract the mentioned attacks. As just said,
nano-controllers interact with nano-routers and nano-devices through the molec-
ular communication. Note that nano-controllers can be equipped with multi-
ple receptors and each receptor would be able to react to certain information
molecules. Nano-devices and nano-routers are conceived as receivers by the
nano-controllers and, when they get in touch, nano-devices/nano-routers invoke
the desired actions according to the information contained in the molecule re-
ceived by the nano-controllers. A sort of decoding action happens, where each
receptor can be mapped to a specific action of the receiver nano-device. For such
reasons, nano-controllers are properly configured in order to react in presence
of nano-devices and nano-routers. How to exactly realize such tasks is treated
in more specific works [28] [29)].

More in detail, each nano-controller is configured, before network deploy-
ment, with a unique identifier idyc,. Nano-controllers are randomly disposed
within the nano-network; the nano-network itself would be more secure in case
the nano-controllers are able to move themselves within the network area (it
depends on the mean and conditions where the nano-network is deployed). In
fact, we suppose that each nano-controller serves the nearer nano-routers and
nano-devices. They periodically generate (i.e., see the loop in Figure 4) a couple
of information containing: (i) a concatenation between idyc, and a sequence

number, thus obtaining a further identifier idycg, (i-e., function concatenate in
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Figure 4); (ii) a lightweight symmetric key knc,. Such a couple of information
is transmitted encoded by the nano-controller itself (i.e., function send in Fig-
ure 4) and can only be decoded by nano-routers and nano-devices that, as said
above, are able to react to the received molecules.

Information sent by nano-controllers can be received by both nano-devices
and nano-routers. In the former case, the nano-devices will use the received
key for encrypting the data to be sent to the nearer nano-router. More in
detail, the nano-device replaces (if it already has one) the actual key ky¢, with
the new received one and store it along with the new identifier idycy, (i-e.,
function store in Figure 4). Then, it starts to use the new ky¢, to encrypt
the sensed data. Such encrypted data are then encapsulated in a packet to
be sent towards the nano-router, along with the actual identifier idycy, (i.e.,
function send_data in Figure 4). In the latter case, the nano-routers will use the
received key for decrypting the data received by the nano-devices. Note that,
the nano-routers, being more powerful and having more storage capacity than
nano-devices and nano-controllers, can maintain, during the time, a limited list
of the last couples idnck;-knc;, obtained by the nano-controllers (i.e., function
add_to_list in Figure 4). Therefore, when they receive a packet from nano-

devices, three situations can occur:

e If the nano-router succeeds to match the idycr, contained in the packet

with one of those memorized in the list, then it tries to decrypt the data;

o If the nano-router cannot match the idycg, contained in the packet with
one of those memorized in the list, then it waits for some time because
molecular propagation is not so predicable; therefore, a nano-devices could

update its couple idncr,-knc,; before the nano-router;

e Once the scheduled time has elapsed, if the nano-router does not find any
match, it simply discards the corresponding packet without forwarding it

to the smart device.

Figure 4 summarizes the interactions taking place within the nano-network.
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Note that the robustness of the proposed IoNT architecture is not guaranteed by

the encryption keys (or by the the adopted encryption/decryption mechanisms)

used within the nano-network, but by three others features: (i) the number of

keys, generated by the nano-controllers, that co-exist within the nano-network;

(ii) the speed of keys’ updating by the nano-controllers; (iii) the completely lack

of synchronization, due to the unpredictability of molecular communications,

among the nano-entities included in the nano-network.

Nano-Controller

Nano-Device

Nano-Router

1: concatenate(id_NC, sequ&nce number)
2 :send(id_MCk, k_NC)

6 :send_data(data encrypted with k_NC, id_NCk])

H 3 :store(id_NCk, k_NC)
T 4 :send(id_NCk, k_MNC)

5:add_to_list{id_NCk, k_NC):

loop wait_time »=0 ,J
alt /I

[match (id_NC, k_NC) found]

7 : decrypt with the correct k_NCidata) |

- —

[wait_time <=0] :
8 :discard(data) |

Figure 4: Interactions among nano-routers and nano-devices
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In this way, the nano-network is compliant with the autonomy requirement
stated in Section 3.1, in the sense that it is able to perform, inside the nano-
network itself, all the tasks (i.e., sensing, actuating, and mainly security verifica-
tion) minimizing the risk of attacks. Certainly, the presented solution represents
a starting point which requires to be extended and further detailed in the next
future, in order to go in depth into the technical aspects and protocols for

available networked devices operating at the nano-scale.

4. Performance assessment

As just revealed in Section 1, the provisioning of security services inevitably
brings to an increment of both computational and communication overheads.
From one side, nano-devices and nano-routers are in charge of executing addi-
tional tasks due to both encryption and decryption operations. From another
side, the sharing of security-related information (i.e., those propagated by nano-
controllers or packets’ headers exchanged among nano-devices and nano-routers)
requires the transmission of an additional amount of information through the
communication channel. Specifically, without adopting the security mecha-
nisms, with regards to the teraherzt channel, the packet size is set to 128 bytes,
as in [10]. The proposed approach increases the packet size to 145 bytes, be-
cause of the presence of an identifier idycr, of 1 byte and the signature knc,
of 16 bytes into the packet’s header (see Section 3.4). Of course, this kind of
overhead affects, in turn, network performance.

Despite the recent advances in the nano-technology field, today it is hard
to evaluate the behavior of nano-networks through experimental tests. Thus,
in line with the current scientific literature, also this paper evaluates the per-
formance of the proposed approach through computer simulations. Specifically,
the study presented herein focuses on a reference IoNT scenario devised for a
medical application and investigates how the envisaged security functionalities
impact on network performance.

To this end, the hybrid IoNT architecture depicted in Figure 2 is modeled
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and evaluated through two well-known tools, that are Nano-Sim [9][10] and
N38Sim [11]. Nano-Sim is integrated within the NS-3 simulation framework, and
it has been originally conceived for modeling baseline IoNT architectures, where
the communication among nodes is handled, at the nano-scale, by means of
electromagnetic waves generated in the terahertz band. Instead, N3Sim models

molecular communications.

4.1. Implemented scenario and parameter settings

The investigated IoNT architecture, devised for a medical application, em-
braces a variable number of nano-devices and nano-controllers and 1 nano-
router, which is placed in an artery of the arm. Nano-devices are equipped with
a sensing unit for collecting information about chemical particles and biologi-
cal functions of a patient. For sake of completeness, the study considers 30 mm
long artery, with a diameter set to 1 mm. Nano-devices and nano-controllers are
uniformly distributed in the bounded environment (i.e., the artery size). Nano-
devices periodically send the acquired information towards the nano-router,
across multi-hop paths, defined within the nano-network. In turns, the nano-
router forwards the received data to a smart-device by using the IEEE 802.11
wireless technology. Such a scenario perfectly fits within the e-health context,
which is, for many years, involved in the adoption of nano-technologies [30]. Ex-
amples of applications are drug delivery, gene delivery, molecular diagnostics,
imaging, cardiac therapy, dental care, orthopedic applications, and so on. The
case study conceived in this paper fits most of these scenarios.

Nano-Sim is used to model the communication among nano-devices and
nano-routers, based on the exchange of electromagnetic waves in the terahertz
bandwidth. Here, the message exchange, useful to configure security parameters
and described in Section 3.4.1, has not been modeled. It, in fact, is performed
just once and it does not affect the behavior of the nano-network in the future.

In order to set the parameters as more as possible close to the reality, with
reference to nano-scale communications based on the exchange of electromag-

netic waves, both data transmission rates and communication ranges have been
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set according to reference values available in the literature. Such values carefully
take care the propagation of such kind of signals in the blood. In particular,
by taking into account the preliminary results proposed in [7], we consider data
rates allowable by nano-scale communications based on the exchange of electro-
magnetic waves, that are: 10 bps, 10 kbps, 10 Mbps, 10 Gbps, 10 Tbps. Then,
by considering the propagation models developed in [8], and considering the
propagation of electromagnetic waves in the blood, a specific maximum com-
munication range is considered for each of afforested data rate, that are: 4.5
mm, 4 mm, 3.6 mm, 3.17mm, 2.52 mm.

With reference to security operation carried out at the nano-scale, also in
this case the amount of time needed to finalize cryptographic operations has
been properly set. Differently from the previous values for the data transmission
rate, in this case it is important to highlight that the scientific literature provides
less explicit results because of the absence of concrete cryptosystem properly
implemented at the nano-scale. Nevertheless, the contribution presented in [5]
reports the amount of time needed to finalize simple security tasks through
electronic devices having nano-metric size. The progress of nanotechnology will
surely confirm (or also reduce) these values. Therefore, in line with [5], the
conducted study considers the impact of security functionalities when the time
required to complete cryptographic operations, namely Ty, is set in the range
from 1 ns to 10* ns.

Regarding the protocol suite adopted for the electromagnetic-based commu-
nication, Transparent-MAC and selective flooding strategies have been selected
for the data-link and routing protocols, respectively. They are baseline protocols
already implemented in Nano-Sim. Transparent-MAC assumes that packets are
transmitted from the network layer to the physical interface, without executing
any kind of control at the data-link level (i.e., like channel sensing). Selective
flooding assumes that packets are sent to all the devices positioned within the
communication range of the sender.

N3Sim is used to study the propagation of security-related information

exchanged among nano-controllers and nano-devices, as well as among nano-
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controllers and nano-routers, handled through the molecular communication
technique. The message exchange, useful to configure security parameters de-
scribed in Section 3.4.2; has not been modeled. Also such a task is performed
just once and it does not affect the behavior of the nano-network in the future.
Collisions among the emitted particles are considered, as well as an inertia factor
equals to 0.5 [11] that surely emerges in the analyzed scenario (i.e., the human
body). Furthermore, other important parameters have been considered within
the simulation environment provided by N3Sim. First, the packet generation
time interval is set to 0.5 s. In this way, the nano-controllers generate a packet
every 0.5 s. Such a value has been chosen in relation to the packet generation
time interval in the terahertz channel, which is set to 0.1 s; in fact, it is rea-
sonable to assign a higher packet generation time interval to nano-controllers
than to nano-devices, since security settings must be valid and used for a certain
period of time in our security schema, as described in Section 3.4.2. Second,
the diffusion coefficient, which is set to 1.0 nm?/ns, is similar to the value
calculated for ionic calcium in cytoplasm; hence, it is relevant in our e-health
case study concerning human body. Third, the motion of the nano-controllers
is also considered. In fact, one of the benefits of N3Sim with respect to other
diffusion-based molecular communication simulators, is that it allows to simu-
late the motion of every single molecule independently by means of Brownian
motion. Brownian motion models the basic diffusion process which causes the
random movement of the emitted particles at every time step. Therefore, we
can observe the effect of the molecules’ interactions. Such a factor has been set
to 1, since, in order to obtain reasonably correct results, this value should not
exceed the 256% of the distance between emitter and receiver. Such a distance
is set by the simulator itself depending on the number of nano-devices in the
defined simulation area (i.e., the artery size). Finally, note that OOK (On-Off
Keying) pulses are implemented in N3Sim, because they cover a larger range in
a broadcast communication, with respect to other existing methods. For further
details about N3Sim simulation environment please refer to [31].

Fach simulation is repeated 5 times with a different initial seed, which affects
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the random placement of nano-devices and nano-controller within the artery.

An overview of additional parameter settings is reported in Table 1.

4.2. Obtained results

The performance of the portion of the IoNT architecture, leveraging the
electromagnetic-based communication paradigm, is measured in terms of packet
loss ratio, communication latencies, and message processing overhead. The
packet loss ratio describes the percentage of packets that are not received by the
nano-routers, and, hence, by the smart device. Communication latencies have
been measured from the time when a packet is generated by a nano-device to
the time when it is received by the nano-router. Finally, the message processing
overhead reports the percentage of packets received by the nano-routers, which
are correctly decrypted or discarded on the basis of the security parameters
described in Section 3. Note that the message processing overhead depends on
the amount of time required to perform security operations. Regarding packet
loss ratio and communication latencies, obtained results are also compared with
respect to the baseline scenario investigated in [10], which does not implement
security functionalities. Instead, the network performance of the portion of the
TIoNT architecture, leveraging the molecular-based communication paradigm, is
evaluated in terms of the amount of time required for propagating security-

related parameters released by nano-controllers.

4.2.1. Packet loss ratio

The packet loss ratio is reported in Figure 5. As already demonstrated in
[10], the percentage of packet loss decreases when the physical transmission
rate decreases and, as a consequence, the nano-devices’ communication range
of nano-devices and nano-routers increases. In fact, lower physical transmission
rates correspond to higher nano-devices’ communication ranges, thus facilitating
the establishment of multi-hop communication paths among nano-devices and
nano-router. Therefore, the probability to effectively delivering data generated

by nano-devices to the reference nano-router increases.
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Table 1: Simulation parameters

General parameters Value
Simulation time 5s
Number of seeds 5

Artery size

30 mm x 1 mm x 1 mm

Number of nano-devices [5, 10, 15, 20]
Number of nano-controllers [1, 2, 3, 4]
Number of nano-routers 1

Details related to the electromagnetic- | Value
based communication channel

Packet size 145 bytes

Nano-devices communication range

Nano-routers communication range
Time spent for encryption and decryption tasks

Physical transmission rate

4.5 mm, 4 mm, 3.6 mm, 3.17
mm, 2.52 mm

4.5 mm

[1, 10, 100, 1000, 10000] ns
10 bps, 10 kbps, 10 Mbps, 10
Gbps, and 10 Tbps

Pulse energy 100 pJ
Pulse duration 100 fs
Packet generation time interval 0.1s
Modulation scheme TS-O0OK
Details related to the molecular communi- | Value
cation channel

Modulation scheme OOK
Nano-controllers communication range 0.02 nm
Diffusion coeflicient 1.0 nm?/ns
Packet generation time interval in the molecular | 0.5 s
channel

Brownian Motion Factor 0.5
Inertia Factor 0.5
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At the same time, we observe that the implementation of security services
only produces a slight increment of the packet loss ratio. Such a result is due to
the communication overhead introduced by security functionalities. The size of
protected packets (i.e., 145 bytes with respect to the original 128 bytes) is aug-
mented due to the presence of security-related parameters. As a consequence, a
higher traffic load translates to an increment of the number of collisions at the
physical layer, which produces an increment of the packet loss ratio.

On the contrary, the amount of time spent for finalizing encryption (Tse.)
and decryption tasks does not influence the packet loss ratio in a significant
manner. In this case, it is necessary to consider that each nano-device starts to
generate messages from a random time instant. Therefore, the computational
overhead due to the security just delays the time instant in which each packet is
sent through the physical interface. Since this phenomenon is experienced by all
the nano-devices belonging to the IoNT network, the impact that the amount
of time spent for finalizing encryption and decryption tasks can be definitively
ignored.

Clearly, results shown in Figure 5 demonstrate that the density of nano-
devices does not significantly influences network performance.

To conclude, it is worth to note that the presence of molecular communi-
cations does not affect the packet loss ratio because the two data transmis-
sions involve physically separated networks (i.e., the terahertz-based one and
the molecular-based one). The two communication techniques may influence
each others only on the processing unit of the nano-devices, which should, on
the one side, process the acquired information to be sent, and, on the other side,

process the information received by the nano-controller.

4.2.2. Communication latencies

Communication latencies are reported in Figure 6. Also in this case, the
packets’ size (as for packet loss ratio) as well as the physical transmission rate
and nano-devices’ communication range influence end-to-end delays. In par-

ticular, when the physical transmission rate decreases and, as a consequence,
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the nano-devices’ communication range increases, the IoNT architecture regis-
ters a decrease of communication latencies. The reason is that a lower phys-
ical transmission rate and a higher nano-devices’ communication range allow
nano-devices to reach the nano-router with a reduced number of hops. Thus,
end-to-end communication delays reduce as well.

Differently from the packet loss ratio, here the implementation of secu-
rity functionalities significantly influences communication latencies. In fact,
the amount of time spent for finalizing encryption (7s..) and decryption tasks
inevitably causes an increment of communication latencies. In addition, we
observe that transmission and propagation delays become not so relevant with
respect to delay due to the computational overhead related to security function-
alities.

Again, the presence of the molecular communications does not practically in-
fluence the latencies experienced by messages exchanged through the electromagnetic-
based communication channel.

To conclude, taking in mind that no hop-to-hop encryption/decryption is
needed (i.e., the approach is end-to-end and the decryption is only performed
by the nano-routers), thresholds of delays appear to be acceptable in any case.
Such an outcome reveals that clever and efficient solutions are required to be
feasible in the IoNT context. In particular, a clever trade-off must be put in
place in order to cope with the need of efficiency in terms of delay and guarantee,

at the same time, an acceptable level of packet loss ratio, as previously discussed.

4.2.8. Message processing overhead

Figure 7 shows the percentage of packets received by the nano-routers which
are correctly “authenticated” or discarded on the basis of the security parame-
ters, described in Section 3.

If no attack/misbehavior is conducted within the TIoNT, it is expected that
approximately zero packets will be discarded. However, from Figure 7, we can
see that a small percentage of packets is discarded (while we expect that per-

centage to be 0%); this is due to the fact that nano-routers keep a limited list of
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couples idyck,-knc, (see Section 3). Therefore, it could happen that a packet
is received too late, when the “matching” couple has been already dropped and
replaced with new ones. Such a feature strictly depends on two parameters:
(i) the dimension of the list that can be stored on the nano-routers; (ii) the
packets’ generation time interval in the molecular channel, which regulates the
frequency of update of the couples idnck,-knc;-

Note that Figure 7 does not report the results by varying the T, and phys-
ical transmission rate values. This is due to the fact that such parameters doe
not significantly influence the analyzed metric; therefore, we omit to represent
all the cases, thus only sketching the general outcome for the different commu-

nication ranges.

4.2.4. Average amount of time required for propagating security-related param-
eters through molecular communications

Concerning molecular communications, Figure 8 provides a sketch of the av-
erage propagation time of the packets exchanged through the molecular-based
communication channel. Note that N3Sim allows the simulation of scenarios
virtually having a variable number of transmitters and receivers. Such a feature
enables the execution of simulations where the molecular information is broad-
cast from one transmitter to many receivers, or where more than one transmitter
accesses the channel at the same time. Hence, we exploited such potentialities in
order to put, in the same environment, more than one nano-controller. Follow-
ing the parameters’ setting described in Section 4.1 and summarized in Table 1,
we observed the behavior of the nano-controllers, acquiring proper timestamps
during the simulations, in order to calculate the time required for the propa-
gation of security data from when they are sent by nano-controllers to their
reception by the nano-devices/nano-routers.

With respect to latencies experienced within the electromagnetic-based com-
munication channel, molecular communications revealed to be 6 order of mag-
nitude higher (i.e., ms instead of ns). Such a behavior is due to the very high

propagation delay introduced by molecular diffusion, due to the hypothesis of
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environment characterized by a fluid medium, collisions, and molecules’ con-
centration. All such factors are modeled by N3Sim. Moreover, in presence of
more nano-controllers, the delay increases for the same reason; in fact, if more
packets are injected into the molecular channel, then also the time required for

their propagation increases.

20

Mean propagation time (ms)
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Number of nano-controllers

Figure 8: Mean propagation time in molecular communications

5. Conclusions

The paper proposed an end-to-end secure approach for the communications
taking place within an IoNT network. Hence, the investigated application sce-
nario aims to go beyond the “traditional” IoT networks, to also include nano-
technologies. A sort of “hybrid” approach has been adopted in order to create
two communication levels: (i) the former based on electromagnetic waves; (ii)
the latter based on molecular exchanges. In this way, remote attacks, which
may be pursued in the proximity of the nano-devices, are prevented, as well
as possible faults of the nano-devices themselves. In fact, the presented mech-

anism allows the nano-routers to recognize valid packets from corrupted ones.
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The solution is robust in the sense that a completely lack of synchronization has
been put in place for cryptographic key generation and propagation. Simulation
results, performed by means of Nano-Sim and N3Sim tools, revealed significant
outcomes for evaluating the impact of the proposed secure approach in the IoNT
context. We are aware that the hardware technologies as well as encryption/de-
cryption mechanisms in the IoNT context are, until now, not mature enough to
be integrated with complex protocols, but we expect an evolution in the coming
years. A further interesting aspect to investigate is how to simulate different

kinds of attacks and violation attempts towards the IoNT system.
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