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Abstract—Multi-Access Edge computing represents one of the
most important enabling technologies for the Industrial Internet
of Things. It allows advanced data processing and customized
service provisioning, very close to the end-users. In the presence
of many Multi-Access Edge computing applications, however,
it is fundamental to ensure effective and privacy-preserving
data dissemination at the network edge. From the security per-
spective, Attribute-based Encryption and Searchable Encryption
techniques can be jointly used to achieve data confidentiality,
flexible protection against unauthorized access, and privacy-
preserving data dissemination. Available solutions, however,
generally focus the attention on cloud-based approaches, use
edge computing to implement some of the cryptographic tasks,
and limit the investigation to single cryptographic operations.
Indeed, no works investigate the adoption of these techniques
in scenarios with multiple data producers and end-users, and
fully operating at the network edge. To bridge this gap, this
work proposes a novel methodology supporting fast and privacy-
oriented data dissemination directly at the network edge. In
the considered distributed network infrastructure, Multi-Access
Edge computing applications express the interest to receive
specific data by sending Trapdoors to Edge Servers. Data sources
protect their contents through Attribute-based Encryption and
deliver them to Edge Servers. In turn, Edge Servers implement
Attribute-based Searchable Encryption functionalities to prop-
erly disseminate received contents towards Multi-Access Edge
nodes hosting the applications that generated valid Trapdoors.
The performance of the conceived approach has been evaluated
through computer simulations. Obtained results highlight the
benefits achieved against baseline (i.e., cloud-based) solutions.

Index Terms—Industrial Internet of Things; Searchable En-
cryption; secure data dissemination; numerical analysis.

I. INTRODUCTION

As well known, the Internet of Things (IoT) paradigm
allows seamless connectivity and autonomous management
in heterogeneous environments (without human interaction)
and provide several important societal services via completely
intelligent and automated systems [1]. The Industrial Internet
of Things (IloT), also known as Industry 4.0, further improves
user experiences and promises to develop new profit streams
by leveraging IoT device capabilities and data processing/an-
alytics in the industrial domain. At the time of this writing,
IToT allows to connect smart devices and sensors to construct
autonomous systems that gather, exchange, and analyze real-
time data, while delivering important insights to enhance
efficiency, security, and energy usage in the industry [2].

In conjunction with its development, IIoT is facing several
security problems. The first one refers to the privacy pro-
tection issue. Due to the vulnerability of IIoT devices in an
unsecured environment, malicious users can steal or breach
sensitive data. Therefore, data must be protected through
robust cryptographic techniques, directly implemented by

the data provider. In this way, privacy can be guaranteed
independently from the part of the network where such data
will be stored (e.g., remote cloud or network edge) [3].
Secondly, the flexibility in the access control represents a
critical point in data sharing because IIoT systems are no
longer limited to one-to-one authorization [4]. To reduce
the danger of unauthorized actions, flexible access policies
are needed to regulate the accessibility and usability of
services. Thirdly, differently from conventional cloud-based
storage systems, upcoming IIoT deployment should deeply
leverage the potentials of edge computing and the possibility
to store data at the network edge (i.e., very close to the
data consumers), for providing customized complex services
to actuators, robots, mobile agents, controlled devices, and
human workers [5].

Very promising and data-centric solutions include
Attribute-Based Encryption (ABE) schemes and Searchable
Encryption (SE) algorithms [6]. ABE is essential in access
control because it protects data from unauthorized users [7].
SE technology is a cryptographic function able to encrypt
data in a searchable manner: it allows retrieving the specific
encrypted data by searching related keywords, while ensuring
confidentiality [8]. Recently scientific literature presents
several cryptographic schemes, where the above-mentioned
techniques are combined in order to guarantee privacy-
preserving solutions in file storage servers. Most of the
solutions, including the ones in the IoT field proposed in [9]
and [10], introduce Attribute-Based Searchable Encryption
(ABSE) schemes in cloud environments where IoT devices
upload encrypted documents to cloud servers and authorized
users can retrieve and read them by submitting a query to
the cloud, which in turn performs the search algorithm to
find the required document. Anyway, from the study of the
state of the art (see Section II for more details) it emerges
that available solutions generally focus the attention on
single cryptographic operations and propose cloud-based
approaches (sometimes supported by a lightweight scheme
[4] [11] or exploiting edge/fog nodes implementing part
of security tasks [12] and [13]). Nevertheless, no works
investigate the adoption of these techniques in scenarios
with multiple data producers and end-users. Also, to the
best of the authors’ knowledge, the chance of sharing
and disseminating data through the IIoT network in a
distributed, effective, and privacy-oriented way by exploiting
SE solutions represents an uncovered research goal.

To bridge this gap, this work envisages a novel method-
ology offering an efficient, scalable, and privacy-preserving
data distribution at the network edge, by applying SE. The



reference architecture embraces heterogeneous data produc-
ers attached to a distributed network infrastructure through
Network Attachment Point, Multi-Access Edge Computing
(MEQC) servers hosting applications, and Edge Servers (ESs).
More specifically, MEC applications express the interest to
receive specific data by sending Trapdoors to ESs, data
producers protect their contents through ABE and send them
to ESs, which implement SE to disseminate received contents
only to MEC nodes hosting the applications that generated
valid Trapdoors. The resulting scheme is privacy-preserving
because ESs are not endowed with cryptographic material.
Moreover, it registers lower dissemination delays with respect
to cloud-based solutions.

The rest of the paper is organized as follows. Section II
reviews the state-of-the-art on ABE and SE mechanisms.
Section III illustrates the proposed methodology and provides
several details about integrated cryptographic algorithms and
designed communication protocol and procedures. Section IV
presents an interesting numerical investigation showing the
performance gains offered by the proposed approach. Finally,
Section V concludes the paper and draws future research
activities.

II. RELATED WORKS

In the IIoT context, recent studies [6] and [14] declare that
devices, networks, and application vulnerabilities are affect-
ing everyday life and the overall industrial sector, raising the
need to enhance privacy, data security, and access control.
This highlights the importance of providing new methodolo-
gies able to improve the security in the data transmission
flow.

A concrete solution offering fine-grained authorization,
namely Attribute-Based Access Control (ABAC), has been
formulated by the National Institute of Standards and Tech-
nology (NIST) [15]. The ABAC logic assumes that any
resource is protected by means of dedicated access control
policies, defined as a combination of properties/access grants.
To access a specific resource, an end-user must prove the
possession of a subset of attributes that satisfies the access
control policy uniquely coupled with the resource. Some
interesting cryptographic mechanisms integrate the ABAC
logic directly within encryption and decryption processes.
They include ABE, KP-ABE [16], and CP-ABE [17]. Indeed,
these techniques can be used in the IIoT to jointly offer robust
data security and flexible access control.

Regarding data dissemination, most of the available solu-
tions (i.e., proposed in the scientific literature or implemented
and ready to be used) leverage cloud-based approaches: data
are distributed via remote clouds [2] [4] [11]. In these cases,
however, to correctly deliver data to legitimate end-users, the
server should know something about data sources, service
type, end-users, and so on. If on one hand this can be an
evident problem from the privacy perspective, from another
hand this methodology is unfeasible in the presence of data
protected with ABE.

Searchable Encryption (SE) emerges as a preliminary turn-
ing point [6]. In cloud computing environments, SE offers
a useful solution for issuing search queries on encrypted
files based on specific keywords. The work presented in
[18] represents the first Searchable Symmetric Encryption
(SSE) scheme where the symmetric key encryption method
is used to build the searchable ciphertexts and to allow

users to generate trapdoors through the shared key. Later, the
contribution in [19] integrates the keyword searching with
public key encryption techniques, allowing users to securely
recover the requested files over encrypted data using user-
defined keywords. The Public-Key Searchable Encryption
(PKSE) works with both public and private key enabling data
owners and users to do encryption with their public keys and
produce trapdoors with their private keys. Following that, the
scientific literature presents numerous PKSE systems with
various capabilities, such as single keyword search [20] [21],
fuzzy keyword search [22], verified keyword search [23], and
ranked keyword search [24].

However, the mentioned SE systems do not allow data
owners to give end-users fine-grained search capabilities.
Indeed, studies [25] and [26] have recently looked at the
integration of ABE and SE systems. Nevertheless, these
approaches can only be utilized to find a particular keyword,
limiting the flexibility and accuracy of data retrieval. Thus,
works in [27], [28], and [29] have also looked into attribute-
based multi-keyword search algorithms. Moreover, [30] sug-
gests an enhanced ABE method with multi-keyword search
to facilitate simultaneous numeric attribute comparison, hence
significantly increasing the flexibility of ABE encryption in
a dynamic IoT context.

As far as IoT is concerned, novel lightweight SE ap-
proaches are proposed in edge and fog computing environ-
ments since there are considered promising solutions able to
bring data storage and computation capabilities closer to IoT
devices [31]. Indeed, [32] envisages a dynamical SE process
with multi-keyword search for smart grids in a cloud-edge
architecture where the search algorithm is running through a
cooperation between the edge nodes and the cloud server.
While, the studies in [33], [7], and [34] introduce three
different SE schemes in fog-based IoT scenarios, where fog
nodes both help the cloud in the searching and forwarding
process and partially decrypt the retrieved documents in order
to reduce the computational workload on IoT devices.
Recently, the work in [13] introduces a distributed SE scheme
in the healthcare domain, demonstrating the capability of
fog nodes to decrease the computational workflow with
respect to the cloud environment. Nevertheless, it provides
fog nodes with cryptographic capabilities to partially decrypt
and encrypt searched queries.

The analysis of related works demonstrates that all the pre-
sented studies focus the attention only on the cryptographic
feature of the SE schemes, with the target goal of identifying
(i.e., search and retrieve) specific encrypted files. Indeed, it is
possible to summarize some open issues, interesting for the
scientific community, as in what follows:

o Auvailable studies investigate the computational complex-
ity of SE operations as a function of security parameters
(i.e., number of attributes forming the access policy)
and the number of files (i.e., the encrypted data) to be
processed. Thus, none of them evaluate SE in realistic
scenarios where coexist heterogeneous data producers
and end-users.

e Most of the existing works leverage a cloud-based
approach, where search and dissemination tasks are
directly implemented by the remote cloud. In recent
works, computational capabilities at the network edge
have been used to implement encryption and decryption
operations, thus limiting the complexity expected for
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Fig. 1. The reference distributed network architecture.

constrained devices. However, the chance of performing
SE operations directly at the edge of the network has
not yet been investigated.

« No contributions envisage the opportunity of sharing
and disseminating data through the network, and in
particular at the network edge, in a distributed, efficient,
and privacy-preserved manner by using SE schemes.

III. THE CONCEIVED DATA DISSEMINATION SCHEME

Fig. 1 depicts the distributed network architecture consid-
ered in this work. Here, heterogeneous Network Attachment
Points offer wireless or wired connectivity to groups of IloT
agents (i.e., sensors, wearables, fixed robotic arms, mobile
robots, drones, and industrial processes). MEC hosts and
ESs are deployed at the edge of the network. According
to ETSI-MEC specifications [35], each MEC host may inte-
grates multiple MEC applications that, by exploiting powerful
tools and computational resources, are able to process (e.g,
data mining and fusion) heterogeneous data generated by
IIoT agents, as well as to provide advanced and specialized
services close to the end-users. On the other hand, ESs
are in charge of processing the received traffic flow, while
routing and forwarding data at the network edge. Without
loss of generality, it is assumed that beyond each Network
Attachment Point are available one ES and one MEC host
(handling many MEC applications). As anticipated in the
introduction, data dissemination is autonomously handled by
the ES, via ABSE.

A. Design Principles

The conceived approach leverage the following design
principles.

First of all, security is enforced by an Authority that
is a fully trusted third party responsible for the system
setup. Specifically, it deals with system security initialization
parameters, key material generation, attribute management,
and policy enforcement.

MEC applications, which are in possession of a precise
set of attributes (generated and released by the aforemen-
tioned trusted Authority), request data identified with a set

of keywords. For example, a monitoring application can be
interested to know the variables measured by all the available
sensors, an AR/VR application is interested to retrieve all
the data associated with a given industrial process, an indoor
navigation process needs to know the location of robots and
packages, and so on. According to the ABSE scheme (whose
technical details are presented in the next sub-section), each
request is encoded via search Trapdoors, based on the se-
lected keywords and attributes. Each MEC host collects the
Trapdoors generated by its MEC applications and shares them
with all the available ESs. Since Trapdoors hide the search
keywords and attributes through cryptographic operations,
ESs can not retrieve any information about application in-
terests and related access capabilities (i.e., privacy-oriented
approach).

IIoT agents generate data (e.g., multimedia contents, time-
series values, and so on) and outsource them to the closest
ES. In other words, they represent the data producers. To
this end, they select the specific keywords associated with
the generated data, encrypt both keywords and data through
ABE, and deliver the overall output to the closest ES.

Each ES handles a Trapdoor table, which jointly stores
application requests and reference MEC host. Note that the
Trapdoor table is a completely new entity envisaged in this
contribution, and properly used to distribute data directly at
the network edge, in an effective, distributed, and privacy-
oriented way. ESs have a twofold contribution: i) running the
search algorithm over encrypted data, and ii) disseminating
data towards specific MEC hosts. Therefore, when a new data
is received, ES scrolls the Trapdoor table in order to find the
Trapdoors that match the keywords and the policies defined
in the encrypted data. The search procedure returns the list
of MEC hosts which previously sent valid MEC applications
trapdoors that matches both keywords and policies of data
producers. Also in this case, it is worth mentioning that the
search procedure does not provide any meaningful informa-
tion on the search content to ESs. Accordingly, the resulting
approach ensures a privacy-preserving behavior: elements at
the network edge receive and distribute data without revealing
the related contents, since SE is used.



B. Technical details about the data dissemination workflow

This subsection formalizes both search and data dissemina-
tion processes, by providing technical details about security
operations to be implemented. It is very important to remark
that this contribution does not propose a novel ABSE algo-
rithm, but it aims at integrating one of the techniques already
provided in the current scientific literature for supporting a
fast and privacy-oriented data dissemination at the network
edge. As a consequence, any ABSE mechanism can be
integrated within the overall data dissemination workflow
discussed herein. However, without loss of generality, the
ABSE algorithm presented in [9] is taken as a reference
example, since it has been found to be less computationally
expensive than others, and the overall complexity remains
constant even as the number of users’ attributes increases.

The overall data dissemination workflow is divided into
five distinct phases, illustrated in Fig. 2 and detailed below.

Phase 1: system setup. The selected ABSE scheme con-
siders two groups of order p, G and G, and a bilinear map
e: GxG — Gp. At first, the trusted Authority randomly
selects o,y € Z, and g,h1,ho € G, and considers three
hash functions Hy, Ha, H3 : {0,1} — {0,1}!°%. Then, it
generates the master secret key, that is M}, and the public
parameters, that are P, as in what follows:

Mk = (0477)
Py =(9,9% 9", h1, ha).

The master secret key, which is used to create users’ secret
keys, is kept private. The public parameters, instead, are
published by the Authority.

Moreover, by exploiting an AND-gate access structure
based on n attributes and assuming that each attribute can
assume different values, the Authority generates MEC appli-
cations attributes set and data producers policies respectively
denoted by: X = (21, x9, ..., x,) and A = (a1, az, ..., a;).

After receiving a set of attributes from the MEC applica-
tion, the Authority produces the secret key for that applica-
tion. Basically, a MEC application that joins the industrial
network sends its set of attributes X = (x1, xa, ..., T, ) to the
Authority. Then, the Authority chooses a random r € Z,, and
implements the key generation algorithm:

o1 = (hlg_r)“‘zf‘; D)
p2 = (hzgﬂu)%zgi i,

6]

Accordingly, the secret key of the MEC application, Sk, is
computed as:

Sk = (7‘, P1, p2)a

and shared with the reference application.

Phase 2: trapdoor generation and forwarding. During
this phase, the MEC application generates the search Trap-
door, that is t¢. Specifically, starting from its secret key Sy,
the set of k keywords ® = (¢4, o, ..., ¢i) of its interest, and
a random number z, € Zy, the Trapdoor is calculated as:

t<I> = (td17 td?v tdd)? (2)
k .
where tdy = pgr == 72000 yq, — 72y S Ha(¢;), and
tdz = h3?.
As anticipated in the previous sub-section, the Trapdoor is
shared with all the ESs in the system.

Phase 3: encryption and outsourcing. Let M be the data
to encrypt and outsource to the ES. U = (¢, 9, ...,0,)
denotes the list of z keywords associated with that data.
Moreover, A = (ay, asg, ..., a;) represents the list of attributes
forming the access policy used to protect the data against
unauthorized users. The encryption algorithms consider in
input the public parameters P,, the data M, the set of
keywords W, and the access policy A. Indeed, by extracting
a random s € Z;, the ciphertext is obtained as:

ct = (01?0270371}704705306) 5 (3)

where: .
Cl = gOZS . g_s'2i=l H, ((I‘Z)

02 = 6(979)5

Cs =M -e(g,h1)”*

v = H3(017C2,03)

C4 — g'Y'U . g_v'zf;:l Hl(ai)

Cs =e(g,9)"
Ce = gv'Zle Ha ()

Finally, the data producer sends the ciphertext ct to the
reference ES.

Phase 4: search and data forwarding. This phase in-
volves the ES, which performs the search algorithm to
determine whether the received encrypted data matches one
or more queries stored into the Trapdoor table. Differently
from the current scientific literature, the procedure proposed
herein operates in a scenario with multiple IIoT agents and
multiple MEC applications. In details, for each received data
ct and for each stored Trapdoor tg, the ES verifies that the
following equation holds:

e(Cy, tdy) - CL%2 = e(Cs, tds). 4)

The validity of the equation proves that i) the set of keywords
U in ct contains the keywords ® retrieved from ¢4 and ii) the
set of attributes S belonging to the MEC application matches
the access policy A used to protect the considered data. In
case of matching, the search algorithm produces in output 0,
otherwise it returns 1.

During the search algorithm, all the Trapdoors are pro-
cessed. However, if multiple Trapdoors received from the
same MEC host produce a match, the ES delivers the en-
crypted data to that MEC host only once, denoting the list
of interested MEC applications. In this way, the proposed
approach also ensures a reduction in bandwidth consumption.

For sake of clarity, search and data forward operations are
defined in the Algorithm 1.

Phase 5: decryption. This phase allows the MEC appli-
cation to decrypt the received cyphertext ct, by using its

sk = (T7 PlapQ) :

M = C3-e(Cy,p1) - Cy. (5)

C. Running Example

This section, presents a running example willing to better
explain operations and the interactions to be performed. The
use case scenario considers 3 Network Attachment Points
equipped with a MEC host and an ES. Moreover, as illustrated
in Fig. 3, each ES has a Trapdoor table where all receiving
Trapdoors are stored and listed with respect to the referred
MEC host. The example use case considers an AR/VR
application and a sensing control as MEC applications and a
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Fig. 2. Data dissemination workflow.

mobile robot with an integrated camera as a data producer.
Specifically, the MEC host 1, holds two MEC applications:
an AR/VR application and a sensing control one. These two
generate query Trapdoors and the MEC host 1 forwards them
to all the ESs. Lets assume that both Trapdoors contain ”"AR”,
”video”, and “robot” as query keywords and that they are
asking for a video stream flow outsourced from a mobile
robot with an integrated camera, who is attached at the ES
2. When the mobile robot outsources the data to the ES 2,
this one checks within its Trapdoor table by comparing the

encrypted data with the encrypted query keywords. As soon
as it finds the matching Trapdoor (i.e, the one of the AR/VR
application) it sends the data to the MEC host 1 and records
that the data has been sent to that MEC host. In this way,
when the Trapdoor referred to the sensing control application
matches the ciphertext, the ES 2 does not re-send the same
data to the same MEC host.

IV. NUMERICAL EVALUATION

To demonstrate the great potentials of the conceived
privacy-preserving data dissemination scheme, this section



Algorithm 1 The proposed search and data forwarding phase

Each MEC application sends t4,; = (tdi,tds, td3) to the
MEC host
The MEC host forwards ¢4 ; to ESs
Each ES stores g ; in its Trapdoor table
The ES receives ¢t = (Cy, Cs, C3,v,C4, Cs, Cp)
from a data producer
For each MEC host registered into the ES Trapdoor table
while Search(ct, t4,;) = 0 do
if e(Cy, tdy) - CL%2 = ¢(Cg, td3) then
Search(ct,ty ;) = 1
if ct has not been sent to the MEC host then
the ES forwards ct to the MEC host
The ES records that ct is sent to the MEC host
end if
else
Search(ct,tg ;) = 0
end if
end while
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Fig. 3. Running example.

presents a numerical investigation conducted in different
scenarios. To this end, a MATLAB script has been developed
to model a distributed IIoT environment. The investigated
KPIs include: i) the average search time, defined as the
amount of time the node implementing the Searchable En-
cryption algorithm takes to check the received data with all
the available Trapdoors, and ii) the average delivery delay,
expressed as the average amount of time needed to deliver the
generated data to the MEC applications that issued the right
Trapdoors. Results are compared against those registered by
a baseline approach, where data and Trapdoors are managed
by a remote cloud (which performs, in a centralized way,
searching and delivery tasks).

The study considers a network with a variable number of
Network Attachment Points, ranging from 2 to 10. Indeed, the
number of MEC hosts and ESs available in the considered
network infrastructure ranges from 2 to 10, as well. Let N,
be the number of available ES.

A variable number of data producers, Ny, are randomly
and uniformly distributed among network cells served by
the aforementioned Network Attachment Points. Specifically,
Ny, is set to 10, 50, or 100. Without loss of generality, it
is assumed that these devices generate data for S different

TABLE I
COMPUTATIONAL COST OF CRYPTOGRAPHIC OPERATIONS.
Cryptographic operation | Execution time [ms]
Pairing in G (P) 27.98
Exponentiation in G (E) 18.62
Exponentiation in Z, (E;) | 0.759
Multiplicative in Z, (M) | 0.0058385
Search Time Tse =1xE+2x P =
= 74.58
Encryption Tene =3xP +8x FE+2nM, =
= 232.9 + 2 % n * 0.0058385
Decryption Tgee =1xP+1xE+2%x M, =
= 46.61

services. Therefore, these data are protected according to the
access policies configured for the type of service they belong
to. Each test randomly maps a data producer to one of the
available service types. Moreover, the access policy is defined
through a combination of n attributes.

On the other hand, a total number of MEC applications,
Napp, are randomly and uniformly distributed among the
available MEC hosts. In line with the previous assumptions,
each test randomly maps a MEC application to one of the
available service types. Thus, each MEC application is config-
ured to request (via Trapdoors and according to the protocol
discussed in the previous Section) all the data belonging to
a given service type. The number of MEC applications is
chosen in the range from 20 to 100.

A. Analysis of the average search time

The study has been conducted by using a windows system
with Intel Core i7 CPU at 2.60GHz. According to [9], the
computational cost associated with a single search operation
in the ABSE scheme considers one pairing in G (P), one
Exponentiation in G (F), and one Multiplicative in Z, (M.).
The resulting search time, namely 7. is reported in table 1.

The scientific literature also demonstrated that the amount
of time to perform multiple search operations linearly in-
creases with the number of generated data or Trapdoors to
be checked (see [36] for example). Indeed, given the number
of MEC applications N, the number of data producers
managed by the i —th ES N, ép, and by assuming that all these
data producers generate data within the same observation time
interval (worst case), the resulting search time is equal to:

Tse = Tse + B(NépNapp - 1)- (6)

proposal

Indeed, when a single data producer (e.g., Nép = 1) and one
MEC application (e.g., Ngpp, = 1) are considered, the search
time results in:

Tse = Tse-

proposal
Now, considering that the average number of data producers
managed by the ¢ — th ES is equal to Ng, = E[Nép] =
Nap/NEgs, the average search time achievable by each single
ES is equal to:

— 1) .

A different story is experienced for the cloud-based ap-
proach. In this case, in fact, the search operation is performed

Ny, N,
:E[Tse] :Tse'i'ﬂ(dpapp

Tse
NsEg

proposal
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Fig. 4. Average search time vs number of MEC applications.

only in a single node of the network. Therefore, given the
number of MEC applications Ny, the total number of data
producers Ny, and by assuming that all these data producers
generate data within the same observation time interval (worst
case), the resulting average search time is equal to:

Tse =Tse + 5(NdPN‘1PP - 1) ®)

cloud

The analysis of the state of the art suggests to setting
B8 = 1.75 [36]. Based on these premises, the average search
time achievable in different scenarios is reported in Fig. 4.
Reported results demonstrate that the average search time of
both approaches increases with the number of data producers
and MEC applications. The proposed approach, by distribut-
ing the search procedure on different ESs on the edge of
the network, permits to obtain a shorter search process time.
Indeed, by considering the scenario with 100 data producers
and 10 MEC applications, the average search time is reduced
by about 81.6% with 6 ESs and about 88.2% with 10 ESs.
In the same way, by introducing 100 data producers and 100
MEC applications, the search time decreases by about 83%
with 6 ESs and about 89.6% with 10 ESs. Finally, focusing
the attention on 100 data producers, it could be noticed how
passing from 10 to 100 MEC applications the average search
time increases of 14 seconds for the cloud and 1.4 seconds
for the proposed approach with 10 ESs.

B. Analysis of the average delivery delay

In order to estimate the average delivery delay, it is
necessary to introduce the following variables: i) T udio, that
represents the delivery delay in the radio interface, ii) Teqge.
that represents the delivery delay at the network edge, and
iii) T,jouq, that represents the delivery delay experienced
when a remote cloud is contacted. These variables have been
evaluated through Ping and Trace Route tests. In particular,

TABLE 1T
AVERAGE COMMUNICATION DELAYS

Communication | Average RTT [ms] | Delay [ms] | Number of
type hops [#]
Tradio 1.309 0.6545 1
Tedge 16.594 8.297 1
Teloud 42.08 21.04 22

by using a computer connected to the network of Politecnico
di Bari, for each test the average RTT on 103 consecutive
pings has been considered. First, a test on a remote amazon
server has been made to estimate the communication delay
between a data producer and the remote cloud server (i.e.,
T.iouqa). The second test has been done for evaluating the
average communication delay experienced for contacting the
closest Network Attachment Point (i.e., Trqdio)- Finally, a
test on another device connected to the same network at the
Politecnico di Bari has been done to estimate the communi-
cation time at the edge (i.e., Tedge). Results, used to evaluate
the average delivery delay, are reported in Table II.

The analysis of the average delivery delay should also
consider the amount of time required to encrypt and decrypt
data, denoted with T¢,,. and Ty, respectively. Their values
are reported in Table 1.

Regarding the methodology proposed in this work, the
average delivery delay can be evaluated as:

Tqer

proposal

= Tenc + Tradio+

+ +

NsEg

+ Tedge + Tdec~

Differently, in the cloud-based solution, the average deliv-
ery delay can be evaluated as:

Tdel = Tenc + 2Tcloud+

cloud
(10)
+

Tse + B(Ndeapp - 1)1 +

+ Tdeca

where, 27T ;0.4 is the sum of the time needed to send the data
to the cloud server and the time required to the deliver the
searched ciphertext back to the MEC host.

Fig. 5 shows the average delivery delay as a function of the
number of MEC applications and ESs. The three sub-figures
refer to scenarios with different number of data producers.
Results highlight how distributing search operations on the
edge of the network allow decreasing the amount of time
needed for retrieving the query data flow. Indeed, as the
number of data producers increases, the distance between the
average delivery delay of the cloud-based approach and the
proposed one increases, passing from a difference of a few
seconds with 10 data producers to a difference of about 10
seconds with 100 data producers. Thus, the deployment of
search operation directly on the edge of the network allows
reducing the average delivery delay up to 45% with respect
to the baseline approach.

Finally, since table I shows that the number of attributes
affects the encryption time, Fig. 6 reports the evaluation of
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Fig. 5. Average delivery delay vs number of MEC applications.

the average delivery delay with different attributes. In line
with [9], it can be noticed that, by fixing the number of data
producers to 100, the variation of the number of attributes
causes a marginal change in the average delivery delay, while
increasing the number of MEC applications.

V. CONCLUSIONS

This paper proposed a distributed and privacy-preserving
data dissemination mechanism, which operates at the network
edge and leverages Attribute-based Searchable Encryption.
The reference architecture embraces heterogeneous data pro-
ducers attached to a distributed network infrastructure through
Network Attachment Point, Multi-Access Edge computing
servers hosting applications, and Edge Servers. More specifi-
cally, Multi-Access Edge computing applications express the
interest to receive specific data by sending Trapdoors to
Edge Servers, data producers protect their contents through
Attribute-based Encryption and send them to Edge Servers,
and Edge Servers implement Searchable Encryption func-
tionalities and disseminate received contents only to Multi-
Access Edge nodes hosting the applications that generated
valid Trapdoors. The numerical analysis demonstrated that the
proposed approach ensures a lower computational complexity
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Fig. 6. Average delivery delay vs numbers of attributes.

with respect to cloud-based solutions, thus offering lower
dissemination delays. Future research activities intend to
further investigate the performance of the proposed approach
in a more realistic scenario (hence, considering different
statistics in the data generation process), while also evaluating
bandwidth and energy consumption. At the same time, they
also intend to formulate an optimized algorithm willing
to distribute Edge Servers at the network edge, based on
traffic load, heterogeneous computational and communication
requirements, and users dynamicity.
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