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Abstract—Law Enforcement Authorities use Lawful Intercep-
tion to prevent and investigate criminal offenses. But, the adop-
tion of end-to-end encryption makes quite ineffective conventional
approaches. To bridge this gap, this work (i) proposes a prelim-
inary and standard-compliant Lawful Interception Architecture
for Beyond 5G systems, based on a Key Escrow scheme, (ii)
verifies its effectiveness through proof-of-concept tests, and (iii)
proposes future research activities in this direction.
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I. PROBLEM STATEMENT AND PROPOSED METHODOLOGY

The adoption of end-to-end encryption in 5G and Beyond
5G systems [1] makes quite ineffective conventional Lawful
Interception (LI) techniques based on available 3GPP specifi-
cations. Even though a Law Enforcement Authorities (LEA) is
still able to intercept communication flows, the captured string
of bits remains fully unintelligible. This important problem
is under the reflectors of the European Commission [2],
researchers and security specialists [3]. This work does not
claim to definitively solve the problem! On the contrary, it
wants to propose a possible technical solution, which will be
of benefit to any future discussion on that topic.

The proposed standard-compliant LI architecture leverages
Key Escrow capabilities. The reference mobile network in-
cludes the Next Generation Node B, which offers wireless
connectivity to the User Equipment through the 5G New Radio
interface, and the 5G Core Network. Herein, the User Plane
Function hosts the Point of Interception (POI) entity, which is
actually able to intercept targeted communications [4]. At the
same time, it is assumed that the traffic generated by the UE is
encrypted. Hence, the intercepted Content of Communication
(CC), to be delivered to the LEA, is encrypted. By managing
data encryption via Key Escrow system [5], it is still possible
to allow the LEA do decrypt intercepted contents.

The proposed methodology involves three main phases: key
negotiation, interception and decryption. Both mobile operator
and the Key Generation Center actively participate in the key
negotiation phase. Thus, end-users can autonomously retrieve
the session key and protect the communication via end-to-
end encryption. During the interception phase, a LEA with a
valid interception warranty, interacts with the Mediation and
Delivery Function to retrieve details about the targeted com-
munication from the POI, including encrypted CC. Finally, in

the decryption phase, the LEA decrypts the received encrypted
CC by using the session key computed at the beginning.

II. IMPLEMENTATION AND FUTURE ACTIVITIES

A proof-of-concept of the proposed LI architecture is imple-
mented to verify the effectiveness of the proposed approach.
Specifically, Open5gs and UERANSIM are used to emulate 5G
New Radio interface and the 5G Core Network, respectively.
Moreover, the user has been configured to download an
encrypted picture (the targeted traffic) from a remote server.
In the core network, the POI uses TCPdump for intercepting
data, elaborating the .pcap file, and delivering the resulting CC
to the LEA. Finally, the LEA can obtain the plaintext of the
encrypted CC.

The goodness of the implementation demonstrates the po-
tential of the conceived solution and also stimulates new
discussions in academia and standardization domains. Future
research activities will explore the adoption of such methodol-
ogy in scenarios with network slices and the implementation
of interception mechanisms at the network edge.
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