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Attribute-based Searchable Encryption is emerging as a promising cryptographic technique supporting data
protection, flexible access control, and keyword search over encrypted data. The current scientific literature
already investigated its adoption in cloud-based services and additionally explored the usage of edge computing
to implement some of the cryptographic tasks in scenarios with limited computational capabilities (such as
Internet of Things). In the majority of the available solutions, however, the remote cloud is still responsible
for data storage, keyword search over encrypted data, and delivery tasks. Indeed, the heavy computational
load generated in scenarios with multiple data producers and data consumers (never studied yet) and large
communication latencies can inevitably compromise the overall system performance. To bridge this gap, this
work proposes a decentralized service architecture offering privacy-preserving data dissemination, by jointly
leveraging attribute-based Searchable Encryption techniques, publish—subscribe communication model, and
edge computing capabilities. Here, customized Edge Servers are deployed at the network edge to (i) collect
subscription requests encoded via Searchable Encryption Trapdoors, (ii) receive data publications, encrypted
via Attribute-based Searchable Encryption scheme, (iii) implement keyword search over encrypted data, and
(iv) deliver encrypted data only to authorized requesters. Experimental tests explored the impact of network
configuration and traffic load on both communication latency and energy consumption. Obtained results
demonstrated the unique ability of the proposed solution to achieve shorter data delivery delays as well as

less energy consumption with respect to cloud-based alternatives.

1. Introduction

Today, security and privacy are considered fundamental require-
ments for the communication infrastructures used in any application
domain [1,2]. For this reason, many national and international reg-
ulations (like the General Data Protection Regulation in Europe [3])
impose the adoption of sophisticated mechanisms and tools ensur-
ing confidentiality, data protection, access control, and other privacy-
oriented security services. Moreover, to efficiently achieve this goal,
some cryptographic algorithms, such as Attribute-based Encryption
(ABE), have been conceived to natively enforce security directly on
the data and prevent unauthorized entities (including honest but curious
clouds [4]) accessing confidential information.

In this context, Searchable Encryption (SE) is emerging as a highly
promising technique supporting data protection and keyword search
over encrypted data [5]. Typically integrated into cloud-based appli-
cations, it assumes that [6]: (i) the data owner (also referred to as
data producer) encrypts and uploads the data in the cloud, (ii) the
authorized data users (also referred to as data consumer) issues a

cryptographic keyword query to the cloud, and (iii) the cloud delivers
specific encrypted data to the requester only in case of search matching.

Recently, the scientific literature investigated the usage of SE in
Internet of Things (IoT) scenarios [7-9]. Moreover, given the high
computational complexity of SE cryptographic operations, some con-
tributions formulated lightweight techniques [10,11] or proposed to
offload some security tasks to edge/fog nodes [8,12,13]. Neverthe-
less, despite these very valuable studies, available approaches still
consider the remote cloud the only entity able to store data, manage
keyword search over encrypted data, and deliver them to request-
ing users. Accordingly, the heavy computational load generated in
scenarios with multiple data producers and data consumers (never
studied yet) and larger end-to-end communication latencies inevitably
compromise system performance.

Based on these premises, to achieve an important step forward
in this direction, this work proposes a novel methodology offering a
privacy-oriented data dissemination at the network edge. It is important
to note that this contribution does not propose a new SE algorithm.
Instead, it investigates the adoption of any SE algorithms within a
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novel service architecture handling the data dissemination process in a
distributed manner and without the help of remote clouds. Differently
from the current state of the art, this work provides the following main
scientific contributions:

» First, it designs a novel service architecture supporting a scalable,
efficient, and privacy-oriented data dissemination by combin-
ing attribute-based SE approaches, a publish-subscribe commu-
nication model, and edge computing capabilities. The reference
architecture includes heterogeneous data producers and data con-
sumers served by Beyond 5G (B5G) base stations and some Edge
Servers deployed at the network edge. The former group of users
generates and encrypts data via attribute-based SE and publish
them to the closest Edge Server. While, the second group is-
sues encrypted subscription requests (that are encrypted queries,
namely Trapdoors) and share them with all the available Edge
Servers. The keyword search over encrypted data is implemented
at the network edge, e.g., by the Edge Servers, in a distributed
manner. Indeed, once new data is published, the reference Edge
Server delivers the encrypted data to the consumers that issued a
valid Trapdoor.

Second, it presents an implementation of the aforementioned
service architecture modeling the most significant functions of
an Edge Server and its interactions with data producers and
other remote Edge Servers (including the receiving of data pub-
lished by data producers on the Edge Server via a memory-
less Poisson process, the execution on the Edge Server of the
cryptographic operations, and the resulting data dissemination
tasks). Here, communication latencies between logical nodes are
enforced according to the values proposed in the literature.
Third, it experimentally evaluates the performance of the pro-
posed approach in realistic scenarios where coexist heterogeneous
data producers and end-users. Note that the conducted study does
not only investigate the computational complexity of SE opera-
tions as a function of security parameters (which represents the
main objective of all the contributions available in the current sci-
entific literature). Nevertheless, it explores the impact of network
settings (i.e., number of Edge Servers) and loads (i.e., num-
ber of data consumers and various number of publications over
time, modeled through Poisson-distributed rates) to these three
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Key Performance Indicators (KPIs): latencies associated with both
cryptographic operations and the overall dissemination process,
as well as the consumed energy. Obtained results demonstrate the
unique ability of the proposed solution to achieve shorter delays
and less energy consumption values compared to cloud-based
alternatives.

The rest of the paper is organized as follows. Section 2 presents the
background works and reviews the state-of-the-art on Searchable En-
cryption (SE) mechanisms. Section 3 illustrates the proposed methodol-
ogy and provides technical details about the conceived communication
protocol and procedures. Section 4 presents an experimental evaluation
of the performance gains offered by the proposed approach with respect
to the cloud-based one. Finally, Section 5 concludes the paper and
draws future research activities.

2. Background concepts and literature review

This Section presents background concepts and reviews the state-of-
the-art on Searchable Encryption.

2.1. Background concepts

Multi-Access Edge Computing (MEC). The hugely powerful performance
requirements of 5G and B5G networks motivated the diffusion of
the Multi-access Edge Computing (MEC) concept, which optimizes
the spatial layout of network applications and services by utilizing
pervasive computing, communication, and storage resources at the
network edge [14,15]. According to ETSI-MEC specifications [16], each
MEC host may integrate multiple MEC applications that, by taking
advantage of strong tools and computational resources, are able to
process (e.g., data mining and fusion) heterogeneous data produced by
Internet of Things (IoT) devices as well as to offer cutting-edge and
specialized services closer to the end-users.

Attribute-Based Access Control (ABAC). The National Institute of Stan-
dards and Technology (NIST) formulates a concrete solution for fine-
grained authorization in dynamical IoT scenarios [17]. The ABAC
methodology assumes that any resource is protected via dedicated
access control policies, defined as a combination of access grants and
properties. Indeed, to access a specific resource, an end-user must
prove to be in possession of a subset of attributes satisfying the access
control policy uniquely associated with the resource. Some noteworthy
cryptographic algorithms directly include ABAC logic into the en-
cryption and decryption procedures. Attribute-Based Encryption (ABE),
Key-Policy Attribute-Based Encryption (KP-ABE) [18], and Ciphertext-
Policy Attribute-Based Encryption (CP-ABE) [19] are among them.
Indeed, these strategies may be used in IoT domain to provide data
protection as well as flexible access control.

Searchable Encryption (SE). The growing number of IoT devices creates
amounts of data to be collected and processed by means of computing
and storage services (e.g., the Cloud). Indeed, to ensure privacy, the
acquired data are encrypted before being stored in the public cloud [1].
However, despite the many advantages that cloud storage offers, pro-
tecting the privacy of sensitive data remains a difficult problem since
the cloud servers are considered to be honest but curious [20]. This
indicates that, although cloud service providers can be trusted for their
services, they may also be interested in the data of their customers.

In this context, Searchable Encryption (SE) emerges as a preliminary
turning point [5]. In cloud computing environments, SE offers a useful
solution for issuing search queries on encrypted files based on specific
keywords. Specifically, SE systems are constructed on a client/server ar-
chitecture, in which the data owners and consumers serve as the clients
during storage and retrieval, while the cloud acts as the server [20].
The data owner is responsible for outsourcing a collection of data
and a list of keywords in an encrypted form [20]. The data user
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Review of related works.
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is authorized to retrieve data from the cloud by sending encrypted
queries, namely Trapdoors, to the Cloud. The cloud server saves the
documents submitted by the data owner and also handles search tasks:
when a data user submits a Trapdoor, the cloud searches across the
encrypted keywords and returns to the data user the documents that
contain that specific keyword [20]. At the end, the data user can
decrypt the received data [20].

2.2. Literature review

Recently, several research works in the field of IoT [8,9,38] empha-
sizes how the proliferation of smart devices results in huge amounts
of data being exchanged through the network, reducing its security
and raising the need to improve privacy and data protection. This
underlines the significance of introducing new approaches capable of
improving data transmission security.

In this context, the majority of existing solutions, present in the
scientific literature, rely on cloud-based approaches where data is
disseminated via remote clouds [10,11,39]. Herein, however, the server
needs to be aware of the data sources, service type, end-users, and other
relevant information in order to correctly transmit data to authorized
end-users.

Thus, Searchable Encryption (SE) appears as a key enabling tech-
nology for providing privacy preservation, [5]. In cloud computing
contexts, SE represents a valuable option for performing search queries
on encrypted files based on specific keywords [1]. The work provided
in [40] constitutes the first Symmetric Searchable Encryption (SSE)
system in which the searchable ciphertexts are built using the sym-
metric key encryption approach, and users are able to create trapdoors
using the shared key. Later, the contribution in [41] combines keyword
searches with public key encryption methods, enabling users to safely
recover the requested files over encrypted data using user-defined
keywords. By utilizing both public and private keys, the Public-Key
Searchable Encryption (PKSE) allows data owners and users to encrypt
data with their public keys and create trapdoors with their secret
keys. After then, a variety of PKSE scheme with different capabilities
are presented in the scientific literature, including single keyword
searches [42], fuzzy [43,44] and ranked keyword searches [45] as
well as verified ones [46]. Since the aforementioned SE solutions are
not feasible for bringing fine-grained search capabilities to end-users,
recent studies [21-24,47-49] have recently looked at the integration of
ABE schemes and SE techniques, significantly boosting ABE adaptabil-
ity in a dynamic [oT environment. Herein, to guarantee high efficiency

of encrypted data retrieval from cloud servers, the works in [25,26]
introduce to a multi-user SE scheme, while, recent several works [27,
28], and [29] propose multi-owner scenarios. In IoT scenarios, new
lightweight SE techniques are offered in edge and fog computing con-
texts as potential options for bringing data storage and processing
capabilities closer to IoT devices [1]. Indeed, the studies in [30-32],
and [33] describe four distinct SE schemes in fog-based IoT scenarios,
where fog nodes help the cloud with searching and forwarding while
also partially decrypting the documents that are retrieved to lessen
the computational load on IoT devices. Moreover, [34,35] envision
dynamical SE schemes with a multi-keyword search for smart grids
in a cloud-edge architecture and edge computing respectively, where
the search algorithm runs in collaboration between the edge nodes
and the cloud server. While, recent works (such as [13,36,37,50], and
[511) offer distributed SE methods in different IoT domains, proving the
possibility of fog and edge nodes to reduce the computational workload
with regard to the cloud environment. Nevertheless, they equip fog
or edge nodes with cryptographic capabilities to partly decode and
encrypt searched queries.

2.3. Problem description

The review of related publications reveals that the present scientific
literature focuses on the cryptographic features of the SE schemes, with
the main purpose of finding and retrieving specific encrypted files.
Furthermore, from the summary reported in Table 1 it is possible to
conclude that:

+ Available studies investigate the computational complexity of SE
operations as a function of security parameters (i.e., number of
attributes forming the access policy) and the number of files
(i.e., the encrypted data) to be processed. Thus, none of them
evaluate SE in realistic scenarios where coexist heterogeneous
data producers and end-users.

Most of the existing works leverage a cloud-based approach,
where search and dissemination tasks are directly implemented
by the remote cloud. In recent works, computational capabilities
at the network edge have been used to implement encryption
and decryption operations, thus limiting the complexity expected
for constrained devices. However, the chance of performing SE
operations directly at the edge of the network has not yet been
investigated.
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Fig. 1. The reference distributed service architecture.

No contributions envisage the opportunity of sharing and dissemi-
nating data through the network, and in particular at the network
edge, in a distributed, efficient, and privacy-preserved manner by
using SE schemes and publish-subscribe model.

3. The conceived data dissemination scheme

Given the problem description presented in Section 2.3, this work
presents a novel decentralized service architecture that provides
privacy-preserving data distribution by combining Attribute-Based
Searchable Encryption algorithms, publish-subscribe communication
paradigm, and edge computing capabilities.

The reference architecture, shown in Fig. 1, is a typical B5G net-
work, where base stations offer wireless connectivity to mobile agents
and the edge network hosts computing platforms.

Here, mobile agents are divided into two specific groups: data con-
sumers and data producers, properly distributed among different cells.
Their interaction follows the publish-subscribe model. Data consumers
issue their service requests by generating SE Trapdoors and share them
across all the available servers, placed at the network edge. While,
data producers encrypt data (e.g., AR/VR video stream, temperature
or humidity data, and healthcare information from wearable sensors)
via an Attribute-Based SE algorithm and publish them at the edge of
the network.

Customized Edge Servers, deployed at the network edge, interact
with each other and with data producers and data consumers to im-
plement the following tasks: (i) collect subscription requests into a
Trapdoor table, (ii) receive encrypted data published by data pro-
ducers (iii) implement keyword search over encrypted data through
SE cryptography, and (iv) deliver encrypted data only to authorized
consumers. To this end, each Edge Server embraces a Data Collector
and a Privacy-Oriented Search Engine (POSE). These entities can be seen
as two separate MEC applications running into the same MEC host,
deployed close to the B5G base station, as depicted in Fig. 1. For sake of
completeness, it is important to remark that the Data Collector entity is
in charge of receiving the encrypted data published by data producers,
while the POSE entity runs all the other main functionalities. Moreover,
to guarantee a privacy-oriented approach each Edge Server is unable
to retrieve any information from the requests since Trapdoors hide
required service keywords using cryptographic schemes.

Differently from conventional and cloud-based architectures, the
proposed service architecture implements SE operations at the network
edge in a distributed way. The term “decentralized” refers to the
possibility of distributing search operations at the network edge rather
than assigning all to one single remote entity (i.e., in the cloud).

In summary, the following benefits are achieved:

» each Edge Server, and specifically each POSE entity, can imple-
ment keyword search operations only on encrypted data gen-
erated by the mobile agents served by a specific base station.
This ensures a reduction of the overall computational burn with
respect to cloud-based approaches and guarantees high levels of
scalability in distributed environments;

data dissemination managed at the network edge reduces com-
munication latencies with respect to cloud-based approaches;
the POSE entity implements the aforementioned keyword search
over encrypted data by considering the list of subscriptions stored
within the Trapdoor table. By storing in the Trapdoor table the
details about the location of data consumers, it can be possible
to deliver only once the encrypted data towards the base sta-
tion serving consumers interested in the same data. This aspect
ensures bandwidth and energy reduction.

3.1. Data dissemination workflow

This section describes both the search and data dissemination pro-
cedures by giving technical specifics concerning general security mea-
sures to be conducted.

It is noteworthy to mention that this contribution does not present
a new SE method, but it rather tries to integrate one of the strategies
currently available in the scientific literature to enable faster and
privacy-oriented data dissemination at the network edge. As a result,
any SE technique may be included into the entire data distribution
procedure detailed here. Furthermore, to provide concrete examples,
the technical details related to the SE algorithms presented in [7,36]
and their integration in the proposed data dissemination scheme are
reported in Appendices A and B, respectively.

The conceived data transmission procedure is organized into five
different stages, as shown in Fig. 2 and explained below.

For sake of clarity, it is important to remark that the interaction
between the trusted authority, data producers and consumers, and
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the POSE entity is protected via the Transport Layer Security (TLS)
protocol.

Phase 1: system initialization. Phase 1 includes three different
steps: initialization of public key cryptography, setup of the access
control policies, and attributes processing. This phase involves a
Trusted Authority which is responsible for enforcing system security.
It is a completely trusted third party in charge of system configuration
by addressing system security setups, key material creation, attribute
management, and policy enforcement. Firstly, during this first phase,
a private-public key pair is given to each entity in the network. Public
keys are stored in trusted X.509 certificates. This will help achieving
peer authentication within the following phases. Secondly, depending
on the encryption algorithm, the Authority generates the master secret
key and public parameters. The master secret key is kept secret by the
Authority and it is used to create secret keys for data producers and
consumers. Instead, the public parameters are exposed by the Authority
to all the data producers in the network that use it and their attributes
to generate their access control policies. Thirdly, each data consumer
needs to obtain its attributes and its secret key. Token-based standard
data structures, are used to send secret keys and associated attributes
to data consumers.

A token is commonly used in literature as a container for security-
related information, allowing to transfer authentication/authorization
information among different communication entities. Basically, the
token is a straightforward method that successfully implements the
decoupling between authentication and authorization processes [52].
The conceived solution employs of the JSON Web Tokens technology
(JWT) [53]. In particular, a JWT connects any type of information
chosen by the token author (i.e., claims) to the identity of the data

consumer for which the token was produced. Moreover, all the infor-
mation within the token are encrypted [54]. Few standardized claims
are already present in a JWT, such as the issuer (i.e., token generator),
subject (i.e., token receiver), timestamp, and expiration date [53].
While, the secret key and a human-readable string of the attribute set
are added. Finally, the sign field is annexed to the end of the container
to guarantee the integrity and validity of the token.

Thus, the Authority sends a JWT to each data consumer that will
be in possession of a series of attributes and the related cryptographic
material.

Phase 2: service subscription. This phase leads data consumers
to generate and publish search Trapdoors. Specifically, when a data
subscriber needs to retrieve specific data, it chooses a set of keywords,
takes its attributes and its secret key, and calculates the Trapdoor by
encrypting it with an attribute-based encryption. Then, it asks for
its certificate to the Trusted Authority and it generates a trusted and
authentic service request message, namely M,,,, as follows:

M,

req

= Certy. || Trapdoor || Proof(Trapdoor) , (€8]

where Cert,, is the data consumer certificate, Trapdoor is the above-
created Trapdoor, and Proof (Trapdoor) is the digital signature of the
Trapdoor created by using the private key associated with the pub-
lic key stored in the certificate. Finally, as previously described, the
data consumer subscribes the service request message to all the POSE
entities in the network.

Phase 3: data publication. Herein, before publishing data on the
closest POSE entity, a data producer selects specific keywords associ-
ated with the data flow and encrypts them with the attribute-based
encryption algorithm. It takes as input the data, the keyword, the secret
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key, and the access policy, while it gives as output the ciphertext.
Additionally, the data producer retrieves its certificate from the Trusted
Authority and creates a trusted and authentic message, namely M,
as follows:

@

where Cert,), is the data producer certificate, ciphertext is the published
data (protected with the ABE cryptosystem), and Proof (ciphertext) is
the digital signature of the ciphertext obtained with the private key
linked to the public key stored in the certificate. Subsequently, the
message is published on the referenced POSE entity.

Phase 4: keyword search and data dissemination. This phase
involves the POSE entity, which runs the search algorithm to ver-
ify whether the published encrypted data matches one or more sub-
scriptions stored in the Trapdoor table. Herein, differently from the
current scientific literature, the proposed methodology addresses a
scenario with multiple data producers and data consumers. In detail,
for each received data, the search procedure progressively handles
each subscribed Trapdoor. Thus, the POSE entity verifies their equality
through specific equations depending on the cryptographic algorithm.
The equation’s validity demonstrates that (i) the set of keywords in the
ciphertext contains the keywords of a subscribed request, and (ii) the
data consumer attributes match the data producer access policy. The
search algorithm returns 0 in case of mismatching, or 1 otherwise.

However, subscriptions of different data consumers connected to the
same base station may result in a match. In this context, to guarantee
energy efficiency at the network edge, the POSE entity disseminates
only once the encrypted data towards the base station by listing all
matched data consumers.

For sake of clarity, search and data dissemination operations are
defined in the flow chart in Fig. 3.

Phase 5: decryption. Finally, the last phase allows the data con-
sumer to decrypt the received cyphertext with the decryption algorithm
taking as input the secret key and retrieving the data.

My, = Certy, || ciphertext || Proof(ciphertext) ,

3.2. Security proof

This section formulates a security proof for the proposed service
architecture, by jointly considering cryptographic operations and com-
munication protocols.

Regarding cryptographic operations, it is significant to note that
many works in the scientific literature proposing SE algorithms analyze
the cryptographic security of their conceived technique. For example,
the two algorithms integrated and evaluated in the proposed service
architecture, respectively presented in [7,36], have been proven to
be robust against both Chosen Keyword Attack (CKA) and Chosen
Plaintext Attack (CPA). As a result, our envisioned solution is secured
by design against the aforementioned cryptographic threats.

Regarding the security analysis of the rest of the service archi-
tecture, the designed solution leverages well-known security building
blocks (such as TLS, X.509 certificates, and ABE cryptosystem). These
remain independently constructed, and their security has been previ-
ously established and formally described in the reference contributions
listed below. Thus the security analysis of each used functionality is
proved as follows:

» Secure end-to-end communication. The proposed distributed
service architecture, by using TLS (i.e., TLS version 1.3) proto-
col, guarantees the establishment of a secure end-to-end channel
communication between each involved entity of the network
(e.g., Trusted Authority, Data Producer, Data consumer, and POSE
entity). Specifically, it helps providing data confidentiality and
mutual authentication. Moreover, this makes the communication
network resilient against Man-In-The-Middle (MITM) attacks. TLS
is a well-known and extremely widespread security protocol, thus,
its security proof has already been explored in [55,56], and [57].
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Fig. 3. Flowchart of the proposed search and data dissemination phase.

Peer and data authentication. Independently from the usage
of TLS, the service architecture presented in this work must
ensure that submission requests and published data are generated
by trusted entities. Therefore, data and peer authentication is
achieved by using X.509 certificates and digital signature. In fact,
the digital signature is a crucial aspect of the exchange of mes-
sages in the “service subscription” and “data publication” phases,
as it serves to verify the authenticity and integrity of the message.
This signature is generated using the private key associated with
the public key included in the X.509 certificate, and is added
to the message along with the mobile agent certificate and the
Trapdoor or ciphertext (as shown in Egs. (1) and (2)). Indeed, the
robustness of the cryptographic technique used to generate the
digital signature greatly affects the security of X.509 certificates.
While classical algorithms such as ECDSA and RSA are com-
monly used and have been demonstrated to be secure in previous
studies, [58,59] respectively. Newer quantum-resistant signature
schemes such as CRYSTALS-Dilithium [60] and SPHINCS+ [61]



1. Huso, D. Sparapano, G. Piro et al.

may also be used to ensure the security of the digital signature.
Additionally, the security of the used standardized data structure
determines the security of the cryptographic data associated with
each data consumer (i.e., attributes and secret key). The security
of the encrypted JWT token depends on the public-key cryptog-
raphy algorithm used to create the digital sign. RSA and ECDSA
techniques can be applied in this situation as well. Their security
has been proven in [58,59], respectively. Thus, the peer and data
authentication procedure helps the conceived methodology being
resilient to collusion and replay attacks.

Access control. The “data publication” and “decryption” phases
make use of ABE cryptographic techniques (i.e., CP-ABE [19])
for guaranteeing data protection and flexible access control. In
this context, the Trapdoor matches guarantee that data consumers
asking for a specific resource prove to be in possession of a sub-
set of attributes that satisfies the access control policy uniquely
coupled with the resource and chosen by the data producers. This
ensures that only authorized mobile agents access to the protected
data.

Network traffic monitoring. Intrusion Detection Systems (IDSs),
as a unique network security approach, are an important de-
fense solution [62]. Specifically, the IDS collects network traffic,
security logs, and determines whether or not the network has
been compromised by examining some indicators [62]. Thus,
in line with recent scientific literature [63,64], and [65], the
proposed service architecture can integrate IDSs at the network
edge to ensure resistance to Denial of Service (DoS) and Dis-
tributed Denial of Service (DDoS) attacks. Here, IDSs may be
placed between the Edge Servers and the mobile agents, to filter
and analyze encrypted traffic generated by data producers and
received by data consumers. In this context, however, note that
this contribution does not carefully investigate the behavior of
IDS, which will be studied in future research activities.

4. Performance evaluation

To illustrate the significant potential of the proposed privacy-
preserving data dissemination strategy in realistic scenarios, this Sec-
tion investigates its performance through experimental tests.

4.1. The followed methodology

Differently from our preliminary numerical analysis presented in
[66], the cryptographic operation expected for the two state-of-the-art
SE algorithms proposed in [7,36] and presented in Appendices A and B,
respectively, have been implemented through the Pairing Based Cryp-
tography (PBC) library and executed within a proper experimental com-
puting test environment modeling the conceived data dissemination
process.

Conducted tests considers a network with a variable number of base
stations (i.e., 4 and 8 cells). Herein, from 10 to 50 data consumers are
uniformly distributed. Moreover, the study assumes to consider some
data producers, uniformly attached to the base stations. Data producers
may need to examine their data stream and publish new data because
the network requirements are subject to change. To properly handle
with this specification, the reviewed data publications related to the
data producers are modeled via Poisson different rates (i.e., from 40
to 320 new publications/s) during a total time 180 s. Specifically, tests
make use of the Message Queuing Telemetry Transport (MQTT) proto-
col which is based on a publish/subscribe communication mechanism.
Publishers are clients who send messages, while subscribers are the
ones who receive them. Their interaction is promoted by a central
point (i.e., broker) that receives the messages from the publisher and
delivers them to the subscribers [67]. Thus, the proposed methodology
deploys MQTT to publish new data at different rates and to subscribe
for receiving specific data. The impact of (i) the number of service
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Fig. 4. Testbed setup.

subscriptions (equivalent to the number of Trapdoors generated by
data consumer and stored within each single Trapdoor table), (ii) the
average amount of data publications over time, and (iii) the number of
Edge Servers involved into the privacy-preserving data dissemination
strategy has been carefully studied by measuring three main Key Per-
formance Indexes (KPIs). The first one is the average search time, defined
as the average amount of time needed to complete the execution of
the Searchable Encryption algorithm over all the service subscriptions
stored within the Trapdoor table. The second one refers to the average
delivery delay, computed as the average amount of time required to
deliver published data to the subscriber. While the average search time
highlights the computational impact of both the number of Trapdoors
and network load on the implementation of the SE function, the average
delivery delay extends the previous KPI by also reporting the impact
of delivery delays of data across the distributed network. Finally, the
third KPI regards the energy consumption. In particular, the consumed
energy to run SE operations is examined as a function of both the
number of subscriptions and the number of new publications changed.
The analysis of these KPIs highlights the significant performance gain
the proposed architecture achieves against a conventional cloud-based
approach. Indeed, it demonstrates the benefits of distributing service
subscriptions, collection of published data, SE tasks, and data delivery
at the edge of the network rather than deploying a centralized and
remote application available in the cloud.

4.2. System setup description

Experimental tests have been carried out on a workstation running
the Ubuntu 22.04.1 LTS operating system, with an Intel Xeon Bronze
3106 @1.70 GHz processor, 96 GB of RAM and 180 W of consumed
peak power.

Specifically, the workstation models the most important functionali-
ties of an Edge Server and its interaction with respect to data publishers
and other remote Edge Servers. Here, two lightweight networked con-
tainers are built by using Docker to model the Data Collector and the
POSE entity (see Fig. 4).

The Data collector is in charge of collecting all data published
by data producers served by a specific base station. Furthermore, it
delivers the collected data to the POSE entity. As depicted in Fig. 5,
these two tasks are executed by the Publish Engine entity and MQTT
Broker, respectively. On the other hand, the POSE entity hosts the
Trapdoor table and implements the SE algorithm. Moreover, the inter-
action between Data Collector and POSE entity is implemented through
a client-server application, established by using the MQTT protocol
version 3.1.1. In particular:
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Table 2
Average communication latencies [68,69].

Network end-points Average communication latency [s]

Radio interface 0.0036
Network edge 0.0052
Remote cloud 0.015

Table 3
Computational cost of cryptographic operations.

Cryptographic operation Average execution time [s]

SE algorithm
presented in [7]

SE algorithm
presented in [36]

Encryption 0.02694 0.03264
Decryption 0.02568 0.03339
Search algorithm 0.02954 0.03233

+ The Publish Engine uses a C++ script to emulate the reception of
data published by IoT agents. Here, data are generated according
to a memory-less Poisson process, where the average number of
new data published over time in a single cell varies from 40 to
320 new publications/s.

As soon as a new data is published, the Publish Engine in the
Data Collector forwards MQTT Publish messages to the MQTT
Broker (i.e., Eclipse Mosquitto message broker'), by using the
Paho MQTT C library. Then, the MQTT Broker sends a MQTT
Subscribe message to the POSE entity, previously registered to
receive MQTT messages on a specific topic (e.g., /request/
search_encryption/trapdoor_number).

The POSE entity receives the MQTT Subscribe messages via the
Flask API framework and runs the search algorithm by executing
a binary file containing the cryptographic operations. Herein,
to properly configure the scheme of the two attribute-based SE
algorithms (i.e., [7,36]), which number of attribute is set to 5,
Type A pairings are constructed on the curve y> = x* + x over
the field Zp. Additionally, the dimensions of the G and G group
elements are set to 1024 bits and to 160 bits for the Z, ones.

In addition, the implemented experimental setup also emulates
communication latencies on the various network segments to measure
the average delivery delay. Table 2 shows latency values taken from
the scientific literature [68,69].

! https://mosquitto.org/.
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4.3. Analysis of cryptographic operations

This section evaluates the computational cost of cryptographic op-
erations and measures statistical information on search algorithm exe-
cution time.

Firstly, by adopting the above described simulation setup and run-
ning 10? tests, the average execution time of encryption and decryption
operations, as well as the single search accomplishment are calculated
and reported in Table 3. It shows that the algorithm in [7] is less
computationally intensive than the algorithm in [36].

Secondly, with respect to the conceived methodology presented in
Section 3, the average search time is evaluated and defined as the
amount of time needed to each POSE entity to execute sequentially
the number of subscribed trapdoors. Fig. 6 depicts the statistical in-
formation of the search time execution run over 10> tests. For both the
algorithms, the 25th, 50th, and 75th percentiles as well as the lowest
value and maximum values, are reported. In addition, the respective
average search time value is also shown. Thus, differently from the
preliminary numerical results presented in our previous work [66],
here the empirical results prove that the search execution time linearly
increases with the number of subscriptions. Specifically, Fig. 6 demon-
strates that the algorithm presented in [7] performs better than the one
described in [36]. While, both algorithms highlight a double average
search time in the execution of 10 sequentially Trapdoors with respect
to the single execution. The results prove that when subscriptions pass
from 10 to 50, the average search time triples in [7] and quadruples
in [36].

4.4. Impact of the network load on the search time

This section analyzes the impact of network load on the search time
execution, employing the simulation setup described in Section 4.2.
Since POSE entities and cloud servers both have finite processing ca-
pability, herein it is proved that by gradually increasing the number of
new published data, the number of queued search executions increases,
exposing a longer average search time execution.

Table 4 displays the average search time execution, calculated as
the average value of all single search execution performed on the
new published data (generated with a specific Poisson distribution
rate). Specifically, it shows the average search time execution of both
considered algorithms (i.e., [7,36]) as a function of number of both
submitted Trapdoors and network cells.

It emphasizes how moving search operations at the network edge
would boost search operations on newly published data. Indeed, con-
sidering the algorithm in [7] with 10 subscriptions, by passing from
40 to 320 publications/s, the average search time execution within the
proposed architecture increases of just few milliseconds (22 ms and
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Table 4
Average search time execution.
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Subscription no. Edge server no. New publication rate

Cloud-based average search time execution [s]

Proposed architecture average search time

[#] [#] [publication/s] execution [s]
SE algorithm in [7] SE algorithm in [36] SE algorithm in [7] SE algorithm in [36]
40 0.0770 0.1116 0.0685 0.1023
80 0.0908 0.1369 0.0717 0.1049
120 0.1228 0.2126 0.0746 0.1079
4 160 0.1818 13.0792 0.0771 0.1116
200 3.5898 37.2815 0.0815 0.1133
240 21.5363 61.2140 0.0840 0.1158
280 39.0132 84.1684 0.0855 0.1328
10 320 43.1322 107.4534 0.0908 0.1369
40 0.0771 0.1116 0.0673 0.1010
80 0.0908 0.1370 0.0685 0.1023
120 0.1227 0.2126 0.0694 0.1027
8 160 0.1818 13.0792 0.0717 0.1049
200 3.5898 37.2815 0.0718 0.1052
240 21.5364 61.2140 0.07459 0.1079
280 39.0132 84.1684 0.0757 0.1102
320 43.1322 107.4534 0.0771 0.1116
40 0.1961 0.4105 0.1729 0.3063
80 0.2775 53.9431 0.1785 0.3293
120 33.2482 122.7198 0.1806 0.3742
4 160 71.9170 190.0141 0.1961 0.4105
200 110.0377 256.6541 0.1998 1.7370
240 147.2419 281.9454 0.2178 19.3829
280 187.1398 387.6209 0.2194 37.3034
40 320 210.0170 445.3315 0.2775 53.9431
40 0.1961 0.4105 0.1703 0.3063
80 0.2775 53.9431 0.1729 0.3063
120 33.2483 122.7199 0.1762 0.3211
s 160 71.9170 190.0142 0.1785 0.3293
200 110.0377 256.6541 0.1788 0.3438
240 147.2419 281.9455 0.1806 0.3742
280 187.1398 387.6210 0.1897 0.4020
320 210.0170 445.3315 0.1961 0.4105

70 ms with 4 and 8 Edge Servers, respectively). While augments of
43 s with the Cloud-based approach. Similarly, the average search time
execution for the suggested architecture rises of 53 s and 100 ms with
4 and 8 Edge Servers, respectively. While, it increases by 200 s in the
Cloud-based scenario using the algorithm in [36] with 40 subscribers.

As a result, since the needed search time is not negligible, a tech-
nique that distributes tasks at the edge of the network might result in
significant advantages.

4.5. Average delivery delay

By referring to the simulation setup specified in Section 4.2, this
section compares the average delivery delay in the cloud-based and
proposed scenario.

To properly evaluate the average delivery delay, the average com-
munication latencies displayed in Table 2, the average time required to
encrypt and decrypt data recorded in Table 3, and the average search
time execution reported in Table 4 have been considered. On one hand,
the average cloud-based delivery delay is evaluated as the sum of cryp-
tographic operations and latencies due to reach the cloud server. On
the other hand, following the proposed architecture, it is calculated as
the sum of the following three contributions: cryptographic operations,
latency in the radio interface, and latency experienced at the edge of
the network.

Supposing to evaluate a scenario (e.g., monitoring and control
applications) where the maximum acceptable delay is of 1 s, Fig. 7
and Fig. 8 depict the average delivery delay, respectively in a 4 and
8 cells network, as a function of new published data rates. Specifically,
only below threshold values are displayed. In lines with the search time
execution, the algorithm in [7] achieves shorter delivery delays than
the algorithm in [36]. Moreover, results of both 10 and 40 subscriptions
highlight how distributing search operations at the network edge allows

obtaining a higher tolerable data publishing rate. Indeed, Fig. 7 shows
that by passing from 10 to 40 subscriptions and using the algorithm
in [7], the acceptable new published data rate for the proposed ap-
proach is not reduced, differently for the cloud-based one where it
reduces by 60%. While, by exploiting the algorithm in [36], a maximum
tolerated delivery delay is obtained reducing the new published data
rate up to 10% for the proposed approach and 70% for the cloud-based
one. Similarly, this happens in a 8 cells network depicted in Fig. 8.
By comparing the two figures, it is possible to understand that by
increasing the number of cells and the new publication rates, the aver-
age delivery delay slightly varies in a scenario with 10 subscriptions for
both the Cloud-based and proposed approaches. While it significantly
differs by increasing the subscription number to 40. Indeed, on the one
hand, the proposed service architecture allows to maintain a delivery
delay lower than the threshold. On the other hand, the Cloud-based
approach allows both algorithms suddenly reach the threshold value.

4.6. Energy consumption

The SE algorithms require a significant and not negligible amount
of time and energy to run, both on Edge Servers and in remote clouds.

To measure the energy consumption due to the execution of SE
tasks, conducted tests tracked the number of active and pending SE
operations over time. Indeed, by dividing the time into small intervals
AT (e.g., 1 ms each), the energy consumed during each interval is
calculated using the percentage of peak power P(n,), based on the
number of active/pending SE operations (i.e., n,,), and each time slot
AT. This allows evaluating the energy consumption E as:

E = ) P(n,) - AT,

nar

3

where, nyp is the total number of observed time slots. In this context,
nur is the amount of time needed to run all the SE operations in a
specific scenario.
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Fig. 9. SE energy consumption with 4 Edge Servers.

Fig. 9 and Fig. 10 illustrate the consumed energy in the function
of the number of subscriptions, publication rates, and Edge Servers as
well as the time needed to run the SE tasks. These figures confirm
that the algorithm presented in [36] consumes more energy than the
algorithm in [7]. It is due to the higher computational cost required
by the algorithm in [36] to perform SE operations. Moreover, in a
scenario with 4 Edge Servers and 10 subscriptions (Fig. 9(a)), the
proposed solution permits keeping low energy values, ranging from 5
kJ to 20 kJ. Differently, the usage of the cloud-based method results in a
higher energy consumption passing from 10 kJ to 100 kJ. In addition,
in a scenario with 8 Edge Servers and 10 subscriptions (Fig. 10(a)),
the consumed energy only increases by 8 kJ, passing from 40 to 320
publications/s within the proposed service architecture. Instead, with
the cloud-based method, it increases by 90 kJ. The same pattern occurs
in a network with 8 Edge Servers and 40 subscriptions (Fig. 10(b)).
Here, the energy consumption values are lower than 20 kJ with the
proposed approach, while it rises by a factor of ten, passing from 40
to 320 publications/s within the cloud-based one. By comparing the
two figures, it is clear that the energy consumption resulting from
the execution of SE operations in a scenario with 10 subscribers, for
both the Cloud-based and proposed approach, marginally varies by
increasing the number of cells and the new publishing rates. While
it considerably differs by raising the number of subscriptions to 40,
especially for the cloud-based methods.

5. Conclusions

This paper proposed a decentralized privacy-preserving data dissem-
ination architecture based on Searchable Encryption, publish-subscribe
communication model, and edge computing capabilities. The decentral-
ized architecture embraces heterogeneous mobile agents attached to
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Fig. 10. SE energy consumption with 8 Edge Servers.

Beyond 5G base stations and customized Edge Servers deployed at the
network edge. In particular, Edge Servers collect subscription requests
(i.e., Trapdoors), receive encrypted data publications, implement SE
algorithms, and deliver encrypted data only to authorized requesters.
The experimental results demonstrate that distributing Searchable En-
cryption operations at the network edge leads to significant advantages
in terms of search time execution in overloaded networks, data delivery
delays and energy consumption of SE tasks.

Future research activities will evaluate bandwidth consumption to
better analyze the performance of the conceived approach. Simultane-
ously, they plan to formulate an optimized algorithm for distributing
Edge Servers at the network edge based on traffic load, communication
requirements, heterogeneous processing, and user dynamics. Lastly,
an in depth-analysis of network traffic monitoring systems for the
proposed service architecture will be studied.
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Appendix A. Cryptographic description of the searchable encryp-
tion algorithm presented in [7]

The technical details of the algorithm in [7] are described as fol-
lows.

Phase 1: system initialization. This attribute-based SE scheme
considers two groups of order p, G and Gy, and a bilinear map e :
G X G — Gy. At first, the trusted Authority randomly selects a,y € Z,
and g,h;,h, € G, and considers three hash functions H,, H,, H;
{0,1} — {0, 1}/, Then, it generates the master secret key, that is M, P
and the public parameters, that are P,, as in what follows:

M =(a,7)

{Pb =(g.8% 8", hy. hy).

The master secret key, which is used to create users’ secret keys, is
kept private. The public parameters, instead, are published by the
Authority. Moreover, by exploiting an AND-gate access structure based
on n attributes and assuming that each attribute can assume different
values, the Authority generates data consumers attributes set and data
producers policies respectively denoted by: X = (x},x5,...,x,) and A =
(ay,ay,...,a;). After receiving a set of attributes from the users, the
Authority produces the secret key for that data consumer. Basically,
a data consumer that joins the network sends its set of attributes to
the Authority. Then, the Authority chooses a random r € Z, and
implements the key generation algorithm:

(A1)

1
Py = (hlg—r) a=X_; Hyxp)
1

py = (hyg™")! Zim M09

Accordingly, the secret key of the data consumer, .S}, is computed as:
Sy = (01,02,

and shared with the reference data consumer.

Phase 2: service subscription. During this phase, the data con-
sumer generates the search Trapdoor, that is 74. Specifically, starting
from its secret key .S}, the set of k keywords @ = (¢, p,, ..., ®) of its
interest, and a random number z, € Z;j, the Trapdoor is calculated as:

te = (td;, td,, td3), (A.2)
. k .
where 1d; = p? T 29 ygy = oz S Hy(¢), and 1ds = B

Then, the data consumer subscribes the Trapdoor to all the Edge
Servers in the system.

Phase 3: data publication. Let M be the data to encrypt and to
publish to the Edge Server. ¥ = (y,ys,....,,) denotes the list of z
keywords associated with that data. Moreover, A = (a,, a,, ..., q;) repre-
sents the list of attributes forming the access policy used to protect the
data against unauthorized users. The encryption algorithms consider in
input the public parameters P,, the data M, the set of keywords ¥,



1. Huso, D. Sparapano, G. Piro et al.

and the access policy A. Indeed, by extracting a random s € Zj, the
ciphertext is obtained as:

ct =(Cy,GC,,C5,0,Cy,Cs,Cy) (A.3)

where:

C = g% - g—s»Zf:l H(a;)
C,=e(g, 8’

C3=M -e(g,h)™°

v = H3(C,,C,,C3)

C =g g—U'ZLl H,(a))

Cs =e(g,8)"
C6 = gU‘Zle Hy(y;)

Phase 4: keyword search and data dissemination. This phase
involves the POSE entity, which performs the search algorithm to
determine whether the published encrypted data match one or more
subscriptions stored in the Trapdoor table. In details, for each published
data and for each stored subscription, the Edge Server verifies that the
following equation holds:

e(Cy.tdy) - C = o(Cy 1d3). (A4

The validity of the equation proves that (i) the set of keywords ¥ in ct
contains the keywords @ retrieved from ¢4 and (ii) the set of attributes
X belonging to the data consumer matches the access policy A used to
protect the considered data. In case of matching, the search algorithm
produces in output 0, otherwise it returns 1.

Phase 5: decryption. This phase allows the data consumer to
decrypt the received cyphertext ct, by using its sk = (r, p;, py) :

M =C;-e(Cy.py) - Ch (A.5)
Appendix B. Cryptographic description of the searchable encryp-
tion algorithm presented in [36]

The technical details of the algorithm in [36] are described as
follows.

Phase 1: system initialization. This attribute-based SE scheme
considers two groups of order p, G and Gy, and a bilinear map e :
G x G - Gy. Moreover, it takes g, and g, as G generators and U =
hy,...,h, as the attribute set. At first, the trusted Authority randomly
selects a,a € Z*p and g,,8,h;,hy,....h, € G, and considers an hash
function H, : {0,1} — Z,. Then, it generates the master secret key,
that is M, and the public parameters, that are P,, as in what follows:

The master secret key, which is used to create users’ secret keys,
is kept private. The public parameters, instead, are published by the
Authority.

Moreover, lets consider n attributes and assuming that each at-
tribute can assume different values, the Authority generates data con-
sumers attributes set and data producers policies respectively denoted
by: X = (x|, x5, ...,x,) and A = (a,,a,, ..., q).

After receiving a set of attributes from the users, the Authority pro-
duces the secret key for that data consumer. Basically, a data consumer
that joins the network sends its set of attributes X = (x;, x, ..., x,,) to
the Authority. Then, the Authority chooses a random k,v,z € Z, and
implements the key generation algorithm:

M, = (g*% a
Py, = (Hy,80,80" & &-(80-80)%> (&0, 80)*, U, G, Gr).

(B.1)

K = gy"go™
A =gy
B=g"
A, =ht
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Accordingly, the secret key of the data consumer, S}, is computed as:
S =(K, A, B, {A}]),

and shared with the reference data consumer.

Phase 2: service subscription. During this phase, the data con-
sumer generates the search Trapdoor, that is 4. Specifically, starting
from its secret key S, the keyword @ of its interest, and a random
number u € Z, the Trapdoor is calculated as:

te = (td;, td,, td3), (B.2)

where 1d; = B @), 1d, = Agy™1®, and 1d; , = A, x K.

Then, the data consumer subscribes the Trapdoor to all the Edge
Servers in the system.

Phase 3: data publication. Let M be the data to encrypt and to
publish to the Edge Server. ¥ = (y,¥,,...,y,) denotes the list of z
keywords associated with that data. Moreover, A = (a,, a,, ..., q;) repre-
sents the list of attributes forming the access policy used to protect the
data against unauthorized users. The encryption algorithms consider
in input the public parameters P,, the data M, the keyword ¥, and
the access policy A. Indeed, by randomly extracting d, f,e € Zj, the
ciphertext is obtained as:

ct =(C,G,,C5,C4,C5,C,Cy) (B.3)
where:

Cy = Fye(g), £0)™*

C,=glg!

Cy=gg/

Cy= gg

Cs =e(g, 8)°

C6 = g(g)

H\(®)
Cr=g, """

Phase 4: keyword search and data dissemination. This phase
involves the POSE entity, which performs the search algorithm to
determine whether the published encrypted data match one or more
subscriptions stored in the Trapdoor table. In details, for each published
data and for each stored subscription, the Edge Server verifies that the
following equation holds:

e(td,, Cg)

Cs (B.4)

= [ (e(Co, tdr) - e(Cy, td3)).
x€X

The validity of the equation proves that (i) the keyword ¥ in ct corre-
sponds the keyword @ retrieved from 7, and (ii) the set of attributes
U belonging to the data consumer matches the access policy A used to
protect the considered data. In case of matching, the search algorithm
produces in output 0, otherwise it returns 1.

Phase 5: decryption. This phase allows the data consumer to
decrypt the received cyphertext ct, by using its secret key:

ad | kad
M= e(8o, 8o) mi(g(: o) B.5)
e(gy™ ™, 8)
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