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Abstract—Nano-technologies and communications at the
nano-scale emerged as new approaches for data collection in
several application domains, such as healthcare, bio-medicine,
agro-food, industry, and military/defense. They usually entail a
huge amount of continuous and real-time information to be pro-
cessed from nano-devices, thus paving the way for the spreading
of an innovation paradigm, represented by the Internet of
Nano-Things (IoNT). The reliability of the envisioned IoNT
applications still represents an open issue, due to complexity of
protecting the transmitted data at the nano-scale. In this context,
this work proposes to adopt bio-molecular cryptography to
secure data exchanges among the nano-devices in nano-network,
which leverages both molecular diffusion and electromagnetic-
based communication protocols. Bio-molecular cryptography is
essentially based on the DNA and proteins’ properties. Starting
from such premises, a cryptographic algorithm is developed and
its performance is evaluated on a reference IoNT scenario in
the healthcare domain, along with the study of the behavior of
different routing algorithms.

Keywords—Internet of Nano-Things, Nano-Networks, Cryptog-
raphy, Security

I. INTRODUCTION

In the last years, a novel networking paradigm entered
heterogeneous application contexts, such as healthcare, bio-
medicine and biomedical engineering, agro-food, industry,
and military/defense domains [1]. Such an approach includes
the presence of nano-technologies and it is known as Internet
of Nano-Things (IoNT). IoNT conceives the interconnection
of nano-scale devices with existing communication archi-
tectures and, ultimately, with the Internet [2], by means of
commonly used smart devices (i.e., gateways, smartphones,
etc.). The final aim is to acquire useful data from the
environment where the nano-devices are placed in, process
them, and share the results in the form of services to the end-
users. Note that IoNT essentially extends the functionalities
of the well-known Internet of Things (IoT) concept to the
nano-scale [3].

In general, nano-devices are able to perform both sensing
and actuation tasks. Some of them may also act as nano-
routers, thus becoming able to forward data to other devices,
such as an access point, a sink node, a smartphone, and so
on. A nano-device is expected to have limited capabilities. In
such a scenario, which includes electromagnetic transmission
and wi-fi communications, security and privacy emerge as

critical issues, mainly in presence of sensitive information
[4]. Possible threats maDy include people’s privacy viola-
tion (e.g., eavesdropping of medical information, alteration
of vital parameters, home habits, localization), causes of
pollution, food poisoning. Therefore, the design of a secure
IoNT architecture must be carried out in order to: (i) ensure
that information are efficiently protected against manipulation
by non-authorized parties; (ii) guarantee data confidentiality,
integrity, and availability; (iii) be accepted by users, which
could not trust such a kind of technology. Furthermore,
the solution must be as lightweight as possible, due to the
aforementioned resources’ constraints of nano-devices.

To support data confidentiality and integrity, the interaction
between nano-devices and nano-routers must be properly
protected by means of specific security functionalities. As
pointed out in [5], invasion vectors can gain unauthorized
access to the nano-network, exploiting system vulnerabilities,
installing different types of malware, and launching cyber
attacks. To this end, this paper proposes the adoption of
bio-molecular end-to-end cryptography for encrypting the
information acquired from the nano-devices and forwarded
by the nano-routers, with the mediation of nano-controllers,
which exploit molecular diffusion as a communication mean.
The conceived algorithm is based on the DNA and proteins’
properties [6]. Few mechanisms are until now proposed by
the scientific community concerning the cryptographic opera-
tions at the nano-scale. This work aims to at least partially fill
this gap by proposing a bio-molecular approach towards the
realization of more complex cryptographic algorithms, which
ca be further developed and optimized in the next future. In
fact, DNA cryptography represents an open research topic [7]
[8] [9] [10] since many years. The impact of the investigated
approach is evaluated through a case study in the healthcare
domain; different routing algorithms have been taken into
account, in order to analyze the solution, able to minimize
the computational and communication overhead introduced
by the new added cryptography algorithm.

The rest of the paper is organized as follows. Section
II discusses the state of the art regarding nano-technology
applications and security. Section III presents the architecture
of an IoNT network, followed by Section IV, which is about
the proposed bio-molecular cryptographic algorithm. Section
V includes the performance evaluation of the presented
approach. Section VI provides the conclusions and some hints
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for future research directions.

II. RELATED WORK

The field of security and privacy in nano-technology is not
still mature enough. Moreover, the interconnection and inter-
operability of the nano-devices with existing communication
networks and paradigms require the design and development
of new IoNT infrastructures and standards.

The authors of [11] coined the term biochemical cryptogra-
phy to emphasize the need of new security and cryptographic
solutions, in the field of nano-communications. In fact, actual
approaches might be not applicable due to antenna size and
channel limitations, as well as limited available memory
and processing capabilities of the so-called nano-machines.
Instead, in [12], the authors present an architecture for trusted
remote sensing in Public Physical Unclonable Function
(PPUF), based on nano-technology. The proposed security
protocol consists of authentication and time-stamping, in
order to counteract statistical guessing attack. DNA origami
is proposed in [13] to secure communications by means of
some bio-molecular cryptography principles, based on protein
binding-based steganography and self-assembled braille-like
patterns.

The authors of [14] propose a DNA based cryptographic
method, which consists of a symmetric algorithm based
on the pseudo DNA cryptography and molecular biology.
Splicing and padding techniques are combined with comple-
mentary rules to make the algorithm secure by means of an
additional layer of security than conventional cryptographic
techniques. The work presented in [15] proposes to improve
the key strength by combining the genetic algorithm with
the Diffie-Hellman key exchange algorithm; while a C++
algorithm for DNA cryptography is envisioned in [16], even
if their feasibility is neither evaluated nor tested. However,
important information is provided concerning the speed and
storage of DNA computing. In particular, the authors state
that a conventional computer can compute at the rate of 100
millions of instructions per second (MIPS) approximately, but
experimentally it is found that DNA strands combinations are
generated by combining DNA strands on computing at the
rate of 109 MIPS or 100 times faster than a fastest computer.
Instead, media storage requires 10-12 cubic nano-meter to
store 1 bit, while DNA needs only 1 bit per cubic nano-
meter, so very large amounts of data can be stored in compact
volume.

The work in [17] proposes a modified lightweight DNA-
based encryption method which employs the randomization
nature of the DNA sequences to generate the encryption
key: such an encryption key will be exploited to make the
encryption process more simple and fast to accommodate
the computations of IoT devices. Experiments have been
conducted on encryption images processing. A similar eval-
uation is described in [18], where a lightweight DNA-based
encryption method and the elliptic curve encryption (ECC)
are coupled together to secure IoT communications. Instead,
in [19], secure data storage is provided in the form of
DNA sequences; more in detail, a DNA-based Cryptographic
Security Framework incorporates a robust key agreement
protocol and encryption algorithm, which has been integrated
into CloudSim simulator. The claimed target domain is health
cloud data, even if experiments do not present an e-health
scenario.

As emerged from the analysis reported above, none of
available solutions is specifically targeted to IoNT. Many
works describe some methods related to DNA cryptography,
but none of them verifies their behavior in a running nano-
network, considering relevant network conditions, such as
the routing protocol, the number of devices, and so on. The
authors of [20] focuses on drug delivery in the human body,
in a scenario where the drug molecule is protected with the
help of protein cryptography and genetic signature. MATLAB
is used for simulations, while this paper aims to represent a
starting point for the future design and development of com-
plex and effective cryptographic solutions by means of ad-hoc
simulators, to provide security and privacy functionalities in
different IoNT contexts.

III. IONT ARCHITECTURE

Nano-devices are equipped with nano-scale components,
able to perform basic and specific tasks at nano-level, such
as: sensing a “simple” information, actuating a “simple” ac-
tion, computing basic operations (e.g., simple cryptographic
functions), storing data with limited memory capacity, and
communicating in short range. An IoNT system should be
autonomous: once deployed, nano-devices must be able to
self-act inside the environment. The environment hosting the
nano-network should be closed (i.e., the network area must
be delimited). It is worth to remark that, thanks to the nano-
scale size of the devices, they can be massively deployed in
a non-invasive way across a multitude of biological or envi-
ronmental contexts, such as the human body. The reference
architecture is depicted in Figure 1. It embraces:

• A smart device, which is not affected by power-
constraints or resources’ limitations. It is responsible
for collecting the information provided by the nano-
network, reporting the activity of the IoNT system,
and possibly taking some actions in response to the
outcomes of the monitoring activities; the smart device
is usually connected to the Internet.

• The nano-routers, which are in charge of forwarding
data, when received by other nano-routers or nano-
devices, to other nano-routers or to the smart device.
The information exchange takes place by means of
electromagnetic waves.

• The nano-devices, which are able to sense informa-
tion from the environment where they are placed in,
and, eventually, actuate some actions in response to
specific commands received by nano-routers. Nano-
devices send, following a hop-by-hop schema, the
acquired data towards nano-routers by means of elec-
tromagnetic waves, which guarantee very high trans-
mission throughput (i.e., in the order of Tbps) [21];
hence nano-devices encode messages through electro-
magnetic waves, sent in the terahertz band [22].

• The nano-controllers, which are particular nano-
devices that transmit and receive information by means
of molecular communications; their main goal is to add
a control on the reliability of nano-devices’ behavior,
as will be explained in Section IV-C.

A. Nano-Sim architecture and routing strategies
Nano-Sim is integrated within the NS-3 simulation frame-

work [23], and it has been originally conceived for mod-
elling baseline IoNT architectures, where the communication
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Fig. 1. The reference IoNT architecture

among nodes is handled, at the nano-scale, by means of
electromagnetic waves generated in the terahertz band. Nano-
Sim identifies each nano-component by means of a unique
Dev-ID. The most important entities are: Message Processing
Unit, Network Layer, MAC (Media Access Control) Layer and
Physical Interface (PHY).

The task of generating and processing messages is dele-
gated to the Message Processing Unit. Such a module pe-
riodically (i.e., following a constant bit-rate) creates packets
of fixed length, customizable by the developer. Each packet
also contains some headers, including: (i) the Dev-ID of the
owner/source of the data; (ii) the Dev-ID of the sender; (iii)
the Dev-ID of the nano-device, which represents the next hop;
(iv) an identifier of the packet (i.e., Pack-ID); (v) the Time
To Live (TTL). Once created a new message, the Message
Processing Unit sends it through the protocol stack towards
the PHY. When a new packet is successfully received by
the network channel thorough the MAC Layer, it is further
delivered to the Network Layer that will check the destination
of the message itself. Then, the Network Layer routes the
packet to the final recipient.

Due to the fact that nano-devices communicate with
the PHY through very limited transmission ranges, multi-
hop transmissions between the sender and the recipient are
required. As a consequence, the adopted routing protocol
must efficiently manage the multi-hop connections. Nano-
Sim provides a flexible Network Layer, which supports two
possible routing strategies:

• The Selective Flooding Routing (SFR) implies the shar-
ing of the received packet with all the devices within its
transmission range. In order to avoid bandwidth waste,
it is important to avoid duplicates. Hence, every mes-
sage can be uniquely identified by the couple (Pack-ID,
source Dev-ID); then, if each node keeps in memory
the couples (Pack-ID, source Dev-ID) associated with
the last n messages received, each node will be not able
to transmit packets already received.

• The Random Routing (RR) randomly selects the next
nano-device from a set of neighbors. Hence, each node

knows the devices within its transmission range; for
such a reason it must cooperate with a specific MAC
strategy, which is Smart-MAC, in this work. Also, the
RR algorithm stores the information related to the last
packets received, in order to avoid loops within the
nano-network.

Both the routing protocols (i.e., SFR and RR), in order to
speed up the delivery of messages towards the smart device,
require that the nano-devices preferably try to send the infor-
mation to a nano-router, if available, as the next hop. Instead,
due to nano-devices’ energy constraints, the most promising
modulation scheme for nano-communications is the Time
Spread On-Off Keying (TS-OOK) [24]. TS-OOK offers two
important advantages: (i) it does not require synchronization
of nano-devices before starting packets’ transmission; (ii) it
allows sharing among multiple devices. TS-OOK parameters,
such as the signal duration, the transmission, the frequency
and the pulse energy can be optimized on the basis of
the application scenario, as explained in Section V-A. Note
that, since the most suitable transmission techniques for the
nano-networks are based on impulse communications, the
asynchronous MAC algorithms are the best candidates for a
nano-network, because they allow the packets’ transmission
without the need for nodes to compete for the channel. Fur-
thermore, thanks to the low computing requirements, asyn-
chronous MAC schemes are easier to implement on nano-
devices with limited resources. In line with such premises,
two different asynchronous strategies have been defined at
the MAC level:

• The Transparent-MAC transmits packets from the Net-
work Layer to the Physical Interface (PHY) without
performing any kind of check.

• The Smart-MAC does not immediately transmit the
packets from the Network Layer to the PHY, but it
stores them in a dedicated queue; before starting the
transmission, the MAC layer takes advantage from an
hand-shake procedure to discover all the nano-devices
available in the transmission range of the nano-device
owing the message. If at least one nano-device is found,
the package is then sent to the PHY. If the RR algorithm
is active and the next hop has not been selected yet,
the choice will be delegated to the MAC layer. In
case the sending nano-device has no ”neighbors”, the
MAC layer will apply a random back-off delay, before
restarting the hand-shake procedure. Such a delay is
uniformly distributed in the interval (MIN back-off
time, MAX back-off time), according to the application
context.

IV. SECURITY FUNCTIONALITIES

The envisioned security functionalities and the threats
model are detailed in this section, after briefly presenting
the concepts behind the bio-molecular cryptography.

A. Bio-molecular cryptography
Bio-molecular cryptography is based on the use of biolog-

ical information of living beings, which turn out to be unique
and, therefore, suitable to be used to encrypt sensitive infor-
mation. In this paper we will focus on the use of Deoxyribose
Nucleic Acid (DNA) and its biological properties. The de-
sign of DNA-based bio-molecular encryption is a technique
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that needs parallel processing and bio-molecular computing
capacity in order to convert short messages, starting from a
hexadecimal numeric system or from ASCII code. This work
considers the bio-molecular properties of DNA sequences
with the aim of generating keys that allow the protection of
sensitive data contained in a packet, transmitted within the
reference IoNT network. DNA processing techniques were
conceived thanks to the work of Leonard Max Adleman [25].
The different phases will be set up to manipulate and encode
the data, starting from the alignment of DNA with other
biological languages up to protein building process. Protein
formation from sequences of DNA goes through a well-
defined process, and includes the addition of several catalysts
and enzymes, while still ensuring the DNA integrity. DNA
represents a double helix sequence of nucleotides, which
determine the code of each gene, made up of four basic
elements: Adenine (A), Guanine (G), Cytosine (C), Thymine
(T). Although there are only four basic elements in the
sequence, their arrangement is purely random and billions
of combinations exist. The calculation, made using a DNA
sequence, is called DNA Computing. Several issues, such as
support on mobile devices for sending text, communication
and video simultaneously [26], have been solved thanks to
the use of parallel computing methods. James Dewey Watson
[27] has succeeded to combine traditional cryptography tech-
niques with DNA sequences and introduced a new concept
of hybrid security, which can be now extended to the nano-
technologies domain.

The complementary strands that generate the DNA are
triplets of nucleotide codons represented as follows:

AGG_CTC_AAG_TCC_TAG
TCC_CAG_TTC_AGG_ATC

If DNA strands are mapped to numbers, alphabetic letters
or other attributes, they can be used for coding and decoding
information, as well as for digital data storage [28].

B. DNA algorithm in the IoNT network
DNA synthesis represents one of the central dogmas of bi-

ology and is the key to understand and operate within the bio-
molecular encryption domain. The synthesis process involves
a transition from DNA sequences to mRNA sequences finally
going to get proteins. When two DNA strands are separated
by an enzyme, a new strand, named Messenger RNA (mRNA),
is formed, and it is complementary to the DNA strand. The
RNA filament is formed by mapping DNA sequences (A, T,
C and G) with RNA complementary sequences, which consist
of U (Uracil), A, G and C [29]. Figure 2 shows how basic
DNA elements are copied in an mRNA strand, by replacing
codon T with codon U. Finally, the combination of codons
belonging to the mRNA determines the aminoacids’ order to
build a protein cell, whose scheme is sketched in Figure 3.

Information are secured through the use of the DNA
sequence that characterizes the biological material containing
the nano-device, by mapping the message with the basic
elements of DNA, properly setup. In the proposed algorithm,
a DNA strand is simulated by means of the following
mapping between binary code and portions of DNA strand:
• 00 → ”first portion of DNA strand”
• 01 → ”second portion of DNA strand”
• 10 → ”third portion of DNA strand”
• 11 → ”fourth portion of DNA strand”

Fig. 2. Transformation process from mRNA to aminoacids

Fig. 3. Coding table for DNA/RNA codons

The four different DNA portions are assigned by the nano-
network taking at each time different portions of the currently
involved DNA sequence; in this way, when a new data or data
set must be transmitted, different portions are selected. Their
nature depends on the particular IoNT context considered.
In fact, if the analyzed field is that of healthcare, we can
suppose that the sequences can be directly extracted from the
individuals and kept different for all the people monitored
by the same healthcare structure. Note that it is important
that such sequences are known to whom must decrypt the
information. Other fundamental aspects in the encryption
process are: (i) the length of such sequences, since it affects
the robustness of the security algorithm (i.e., it represents the
length of the encryption key); (ii) the two seeds (i.e., seed1
and seed2) owned by each nano-device.

Fig. 4. Map for DNA associations

Several steps are required before reaching the cipher-
text. The first step of the algorithm is characterized by the
acquisition of sensitive data and their conversion into ASCII
code and, subsequently, in binary code [30]. Once generated
the binary code Bcode, the DNA elements will be used to
convert the message into usable DNA sequences, starting
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from the aforementioned seeds. When a DNA portion PDNA

is extracted, then it is mapped with a corresponding DNA
sequence P ′

DNA, taken from a pre-defined map (containing
all the possible combinations of DNA portions with the same
length of PDNA), associated with the current nano-network,
in the position [seed1, couple of binary values (i.e., 00, 01,
10, 11) from B1code]. The two seeds are in the range [0 :
(lengthPDNA

)!] and we assume that PDNA and P ′
DNA have

the same length, even if this feature is not strictly mandatory.
A scheme of the map is depicted in Figure 4. The subsequent
DNA portion, namely P2DNA, is mapped to the sequence
positioned in [seed2, couple of binary values B2code], and
so on, until the end of Bcode sequence. The two seeds change
each time a data or a set of data which must be encrypted, by
increasing their value of one unit % lengthPDNA

, in order to
fit the range of the columns’ number in the map. Once the
DNA sequence is obtained, the biological synthesis can begin,
which includes: (i) transformation of DNA into mRNA; (ii)
mapping of the mRNA strand into aminoacids according to
Figure 5.

Fig. 5. Lookup-table for the mapping of 20 ”ordinary aminoacids”

Once completed the last step, the set of amino acids, which
concur to the formation of proteins, is obtained. In order to
complete the encryption of the obtained message, other status
changes are needed: (i) conversion of the message formed by
aminoacids into ASCII code; (ii) conversion to binary code.
The result is the encrypted message, which is now ready
for its transmission towards the nano-routers, along with the
information associated by the nano controllers (see Section
IV-C). No decryption is needed within the IoNT network
itself, following an end-to-end approach in guaranteeing
the confidentiality, the integrity, and the availability of the
transmitted information from their acquisition by a nano-
device to their reception to the smart device. Figure 6 shows
the flow chart related to the status changes of the encryption
algorithm and the reverse decoding process.

C. Interaction with nano-controllers
Molecular exchanges do not suffer of proximity attacks,

since no electromagnetic waves are generated, but only
molecular reactions. Hence, nano-controllers, which interact
with nano-routers and nano-devices through molecular ex-
changes, are responsible for adding a control on the reliability
of the nano-network during the time. Nano-controllers are
properly configured in order to react in presence of nano-
devices and nano-routers [31] [32] [33]. More in detail,
each nano-controller is randomly disposed within the nano-
network and is configured, before network deployment, with a
unique identifier idnc. Nano-controllers periodically generate

Fig. 6. Scheme of coding and decoding processes

a concatenation between the identifier and a sequence number
seq, along with a lightweight symmetric key (keync). Such a
couple of information (i.e., [idncseq, keync]) is transmitted
encoded by the nano-controller itself and can only be decoded
by nano-routers and nano-devices. In the former case, the
nano-devices will use the gathered information to add a
security token to the data to be sent to the nearer nano-router.
In the latter case, the nano-routers will use the received token
for assessing the reliability of the data received by the nano-
devices. Further details on such a mechanism are available
in [34].

D. Threat model

Considering the terahertz communications among nano-
devices and among nano-devices and nano-routers, remote
attacks, may occur. Although such a kind of attack does
not require a physical contact, the attacker should be in
the proximity of the nano-network, in order to reach the
short-range signals emitted by nano-devices. It is not yet
clear if an external entity may alter the behavior of nano-
devices or if only communications may be affected. Un-
doubtedly, the nano-network could be a victim of spoofing
and eavesdropping attacks. In this paper, we deal with the
aforementioned security issues by means of the bio-molecular
cryptography and molecular exchanges. Confidentiality, data
integrity and access control are guaranteed thanks to unique
mapping among the message and the DNA sequences, which
are strictly related to the owner of the data acquired by
the nano-devices, to the seeds and to the map used for
DNA mapping. A further control on data reliability is also
provided by nano-controllers, which add a security token
to the transmitted information. As a consequence, even if
a non authorized entity is able to trace the encrypted mes-
sages (e.g., MITM attack), it cannot decrypt the packets’
content, since it should also be able to exact the DNA
combination used to map the data in clear (transformed into
binary code). Moreover, the decryption process takes place
outside the nano-network system, not inside the biological
system, in a protected environment (e.g., the smart device).
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In case of packet sniffing, the attacker could recognize the
number of transmitted packets, the messages’ size, and the
data transmission frequency, but no useful information can
be gathered regarding the encryption/decryption algorithm.
Furthermore, the nano-network, thanks to both the adopted
routing algorithms, results to be fault tolerant; hence, if a
nano-device depletes its resources and stops working, the
packets are surely transmitted to the neighbour devices, thus
guaranteeing their transmission to the final recipient.

Also, interactions among nano-routers and smart device
must be protected from violations, as presented in [34],
where a negotiation procedure between each nano-router and
the smart device to obtain the proper session key to be
used for the communication exchange, following the well-
known certified Diffie-Hellman scheme, is detailed. In this
way, the smart device and the nano-routers can compute
the session key, via an ordinary/standard Key Derivation
Function (KDF), thus preventing both replay and Man-In-
The-Middle (MITM) attacks. Finally, the smart device offers
an interface between the nano-network and the rest of the
Internet. Seamlessly, data confidentiality and integrity checks
must be put in action, by means of conventional security
protocol already used in typical IoT deployments [35].

V. PERFORMANCE ASSESSMENT

Despite the recent advances in the nano-technology field,
evaluating the behavior of nano-networks through experimen-
tal tests is still difficult. In line with the current scientific
literature, the system’s performance are evaluated through
computer simulations. The proposed encryption algorithm
has been implemented in C++ programming language, in-
side Nano-Sim; all the measurements and collected data are
obtained by means of a MacbookPRO with the following
features: (i) 2.5 GHz quad-core Intel Core i7 processor; (ii) 16
GB RAM memory; (iii) 500 GB flash hard disk; (iv) macOS
Catalina operating system. Since Nano-Sim is mainly able to
provide networking related key performance indices, to assess
the complexity of DNA computing related operations, another
tool has been adopted, similarly named NanoSim1. Imple-
mented in Python, it provides pre-loaded data-sets, which
can be freely downloaded from the tool’s dedicated website
and configured inside it. Instead, for modelling molecular
exchanges, N3Sim [36] has been integrated.

A. Implemented scenarios and parameter settings
The study considers 30 mm long artery, with a diameter

set to 1 mm [37]. Nano-devices are uniformly distributed in
this bounded environment). Nano-devices periodically send
the acquired information towards the nano-routers, across
multi-hop paths. Nano-routers forwards the received data to a
smart device by using the IEEE 802.11 wireless technology.
Such a scenario perfectly fits within the e-health context,
which is, for a few years, involved in the adoption of nano-
technologies [38]. Examples of applications are drug delivery,
gene delivery, molecular diagnostics, imaging, cardiac ther-
apy, dental care, orthopedic applications, and so on. Regard-
ing the protocol suite adopted for the electromagnetic-based
communication inside Nano-Sim, three simulation’s setups
are considered, combining different routing logic (routing-
type) and MAC (mac-type) procedures, as summarized in

1NanoSim tool, https://www.bcgsc.ca/resources/software/nanosim

Table I; while Table II shows the parameter settings for two
different scenarios. Note that data-link and routing strategies
are baseline protocols already implemented in Nano-Sim.

Specific information, concerning the complexity of DNA
computing operations, are obtained from a separate anal-
ysis, conducted by means of NanoSim. The first step of
NanoSim process is read characterization, which provides a
comprehensive alignment-based analysis and generates a set
of read profiles serving as the input to the next step, which
is the simulation stage, where DNA reactions take place. The
authors of the simulator [39] measured that the runtime of
NanoSim scales up linearly with the number of reads and the
memory requirement depends on the length of the reference
sequence. For example, NanoSim requires 4 minutes and 39
seconds and a peak memory usage of 120 MB for processing
20,000 reads. Since we simulate a packet generation time
interval equals to 0.5 seconds and simulation time is set to 5
seconds, then we expect to produce 10 reads per nano-device.
As a consequence, the time required for processing the total
amount of read approximately is 0,14 seconds per nano-
device; while the required storage should not exceed 0.06 MB
per nano-device. The delay value guarantees the efficiency
of the IoNT network, also in presence of DNA computing
operations, as shown in the following; while we assume that
information are not persistently stored in nano-devices once
transmitted, due to the excessive storage occupancy which
could be generated during the time.

TABLE I. SIMULATION SETUP

Simulation routing-type mac-type
Sim1 SFR Transparent-MAC
Sim2 SFR Smart-MAC
Sim3 RR Smart-MAC

TABLE II. SIMULATION SCENARIOS

Scenario n. nano-devices n. nano-routers n. smart devices
Sce1 50 10 1
Sce2 200 50 1

Each simulation is repeated 5 times with a different
initial seed, which affects the random placement of nano-
devices within the artery. An overview of parameter settings,
derivated from the study in [40], is reported in Table III.

B. Obtained results
The message processing overhead reports the delay in-

troduced by the new added bio-molecular cryptography al-
gorithm. Note that the delay in generating the encrypted
message is evaluated taking into account the average time
(in milliseconds), required for the execution of the encryption
algorithm for each nano-device.

From Figure 7 the first analysis which can be carried
out concerns the simulation Sim2 applied to scenario Sce1;
in fact, the algorithm would seem to optimally work with
the combination Selective Flooding Routing - Smart-MAC.
Coming back to the same data, but considering the scenario
Sce1, a peak is immediately notice, as the time needed to
encrypt the data is greater than those of all other simulations.
Finally, simulation Sim2 is not suitable for a system with the
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TABLE III. SIMULATION PARAMETERS

General parameters Value
Simulation time 5 s
Number of seeds 5
Artery size 30 mm x 1 mm x 1 mm
Number of nano-devices [50, 200]
Number of nano-routers [10, 50]
Number of smart-devices 1
Details related to the electromagnetic-
based communication channel

Value

Packet size 128 bytes
Packet generation time interval 0.5 s
Pulse energy 100 pJ
Pulse duration 100 fs
Pulse interval time 10 ps
Modulation scheme TS-OOK
Backoff interval [0 ns, 100 ns]
TTL 100
Details related to the molecular communi-
cation channel

Value

Modulation scheme OOK
Nano-controllers communication range 0.02 nm
Diffusion coefficient 1.0 nm2/ns
Control packet generation time interval in the
molecular channel

0.5 s

Brownian Motion Factor 0.5
Inertia Factor 0.5

presence of many nano-devices, due to the fact that the delay
in generating the encrypted message follows an exponential
trend, which is proportional to the number of deployed nodes.
Now, we consider simulations Sim1 and Sim3. In a scenario
including a reduced number of devices (e.g., Sce1), the use of
the bio-molecular encryption algorithm, combined with SFR
or RR, and Transparent-MAC and Smart-MAC, respectively,
substantially requires the same time. However, by increasing
the amount of nano-devices involved in the network (i.e.,
Sce2), we immediately note that the RR algorithm needs
more processing time than the SFR algorithm. In fact, the
hand-shake procedure applied by Smart-MAC requires much
processing time with respect to the Transparent-MAC proce-
dure, due to the fact that each nano-device, before sending a
packet, must always check which other nano-devices are in
their transmission range at that moment. More nano-devices
are present in the network, longer the time required by the
packet routing algorithm is, and this consequently causes a
slowdown of the network.

Fig. 7. Average delay of encrypted message generation

Figure 8 analyzes the average delay generated by a single
nano-device in the nano-network to execute the whole mes-

sage processing, which includes encryption algorithm and
transmission time. As the devices deployed in the network
increase (i.e., Sim2), the time that each nano-device requires
to encrypt the data to be transmitted significantly increases,
making the algorithm poorly performing in large IoNT net-
works, due to the fact that the nano-device is simultaneously
involved in forwarding operations. On the other hand, in a
scenario characterized by a reduced number of nano-devices,
SFR combined with Smart-MAC turns out to be the best
choice. Focusing the attention on simulation Sim1, we can
see that, as the number of sensors deployed in the network
increases, the time that each of them requires to process data
results more optimized. Finally, simulation Sim3 presents a
proportional trend with respect to the number of nano-devices
involved in the system; this is due to the fact that Smart-MAC
maps each device to check if it is within the transmission
range of the device that wants to transmit the packet.

Fig. 8. Average delay of data processing per nano-device

Table IV summarizes the analysis carried out in relation to
the delay, considering the execution of the whole application
and the average delay generated per nano-device.

VI. CONCLUSIONS

IoNT paradigm is planned to be integrated in various edge
devices, such as cell-phones, sensors, vehicles, household-
appliances, etc. Hence, security functionalities represent sig-
nificant open research problems. The paper introduced an
end-to-end bio-molecular cryptography algorithm within an
IoNT network. The proposed approach is based on the unique
DNA coding properties, which offers many advantages, such
as ultra-high storage density, ultra-low energy consumption,
and the potential of ultra-large-scale parallel computing to
realize the envisioned cryptographic functions. Simulation
results revealed significant outcomes for evaluating the im-
pact of the proposed secure approach in the IoNT context,
in presence of different number of nano-devices and routing
protocols. A future interesting aspect to investigate is how
to simulate different kinds of attacks and violation attempts
towards the IoNT system.
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