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Abstract—Shannon’s classical information theory has long
underpinned communication systems by ensuring bit-level fi-
delity, yet it remains agnostic to the semantic content of trans-
mitted data. Semantic Communication (SemCom) introduces
a paradigm shift beyond Shannon’s model by enabling the
transmission of meaning-relevant information, thereby enhanc-
ing communication efficiency. By leveraging Artificial Intelli-
gence (AI), SemCom prioritizes task-relevant features, achieving
significant reductions in bandwidth usage and latency, while
improving throughput and system performance. Despite these
advantages, SemCom introduces novel security vulnerabilities.
The inherent openness of wireless channels, high correlation
between source and transmitted representations, and structural
weaknesses in AI models render SemCom particularly susceptible
to eavesdropping and privacy breaches. These risks necessitate
a reassessment of traditional security paradigms. This paper
presents a comprehensive survey of emerging security strategies
for SemCom against eavesdropping, encompassing physical-layer
security, cryptographic frameworks, data-driven approaches, and
semantic-level covertness. Each class of techniques is analyzed
with respect to its methodological foundations, effectiveness,
limitations, and its deviation from conventional communication
security mechanisms. Distinctively, this survey provides a com-
parative analysis of these strategies under model inversion-based
eavesdropping attacks, offering a unique perspective absent in
existing literature. The paper concludes by identifying critical
research challenges and outlining prospective directions for
secure and trustworthy SemCom systems.

Index Terms—Semantic communication, information security,
eavesdropping, model inversion attacks, semantic covertness

I. INTRODUCTION

As the number of users, devices, and communication proto-
cols continues to proliferate rapidly, the demand for efficient
information generation and transmission in next-generation
networks has significantly increased [1]. Since the inception
of digital communication systems, the primary objective has
been to ensure the reliable transmission of data over noisy
channels. Shannon’s theorem has been highly influential in
advancing communication systems, providing a theoretical
foundation for determining channel capacity. It addresses not
only the idealized scenario of noise-free communication but
also extends to practical cases where real-world channels are
affected by noise, thereby guiding the design and optimization

of contemporary communication technologies [2]. Specifically,
if the entropy of a source is less than the channel capacity, it is
possible to design a coding system that enables transmission
with an arbitrarily low probability of error. To address this and
mitigate practical challenges such as bandwidth limitations,
transmission errors, and fluctuations in channel conditions,
advanced source and channel coding schemes have been
developed to ensure accurate and reliable data transmission.
Nevertheless, the fundamental challenge in Shannon’s commu-
nication theory is to minimize uncertainty in data transmission
while simultaneously maximizing capacity, enhancing reliabil-
ity, and reducing latency. Addressing these requirements often
leads to increased bandwidth consumption and other resource
demands, which can constrain the practical implementation
of communication services. Consequently, researchers have
concentrated on optimizing resource utilization to approach the
theoretical limits of communication while balancing efficiency
with system constraints. Moreover, according to Shannon’s
theorem, communication methods primarily focus on ensuring
accurate transmission at the bit level, irrespective of the
meaning or content of the transmitted data. The emphasis is
solely on the reliable delivery of bits, independent of their
semantic interpretation [2].

To address these challenges, Shannon’s pioneering approach
to communication theory introduced a novel conceptualiza-
tion of communication problems, as detailed in his subse-
quent work [3]. This expanded framework offered a deeper
understanding of data transmission in noisy environments,
significantly influencing the evolution of modern communi-
cation systems. Therefore, effective communication encom-
passes more than merely ensuring the accuracy of transmitted
symbols; it also involves addressing semantic and pragmatic
aspects, including the accuracy of interpreting the transmitted
symbols and the extent to which the conveyed information
influences the recipient’s behavior or actions. This broader
perspective underscores the importance of understanding not
only how data is transmitted but also how it is comprehended
and applied by the receiver. Considering the semantics of the
message, the focus shifts toward the effectiveness of conveying
the intended meaning and achieving shared objectives. This



suggests that the precise transmission of all data may not
always be necessary; instead, transmitting only the information
that is semantically meaningful can be suf�cient to maintain
system performance [4]. This approach emphasizes ef�ciency
by prioritizing the delivery of relevant data, potentially reduc-
ing resource consumption while maintaining communication
effectiveness. As users generate vast amounts of information,
focusing on the meaning of the data becomes increasingly crit-
ical, especially given the substantial bandwidth requirements
for transmission under low-latency constraints. Indeed, strictly
adhering to the coding and transmission methods outlined by
Shannon [2] may result in network congestion, potentially
exceeding the system's capacity and leading to problematic
slowdowns. Therefore, the development of data-aware systems
that prioritize extracting and transmitting only task-relevant
information—without the need to send and retrieve the entire
dataset—will be crucial for future communications [5]. The
wide range of applications, including the Internet of Things
(IoT) communication, industrial scenarios, and more broadly
massive Machine-Type Communications (mMTC), entails di-
verse requirements and data that are highly dependent on the
speci�c application context. This diversity shifts the emphasis
from reconstructing exact messages to reasoning, selecting,
deciding, and acting upon speci�c tasks. This paradigm high-
lights the importance of meaning in communication and drives
the emergence of Semantic communication (SemCom) [6] and
task or goal-oriented communication as effective solutions [7].
Regarded as a signi�cant advancement in bit-wise communi-
cation, SemCom has the potential to reduce data transmis-
sion load, improve ef�ciency, optimize resource allocation,
enhance reliability, signi�cantly lower latency, and decrease
energy consumption [8]. These bene�ts contribute to enhanced
sustainability and increased communication system speed [4],
positioning SemCom as an optimal solution for applications
requiring extensive data transmission and connectivity, such
as object classi�cation for autonomous driving [9] and video
streaming [10].

Furthermore, recent advancements in Arti�cial Intelligence
(AI) have signi�cantly expanded the potential for integrating
semantic and task-oriented approaches into the design of
communication systems. The incorporation of deep learning,
a fundamental branch of AI, into SemCom offers substantial
improvements in network ef�ciency by accurately extracting,
interpreting, and optimizing the meaning of source data for
transmission [11].

However, although semantic communication bestows advan-
tages such as lower latency, reduced bandwidth consumption,
and higher throughput [12], it remains vulnerable due to the
inherent openness of wireless broadcast channels and the
fragility of AI models [13]. The accessibility of wireless
signals to both legitimate and unauthorized receivers raises
signi�cant security concerns, such as spoo�ng [14] and man-
in-the-middle attacks [15]. Moreover, AI architectures learn
from available examples and transmitted data, potentially
exposing sensitive information that can be inferred by adver-
saries. Additionally, blind spots within AI frameworks can be

exploited by attackers through perturbation injection, allowing
them to deceive the system [16], [17].

Given these vulnerabilities in wireless networks and the
risk of interception by unauthorized parties, SemCom, de-
spite its advantages, remains susceptible to eavesdropping.
Attackers may employ techniques such as wiretapping to
capture and intercept the information during transmission,
using their knowledge to reconstruct the target sensitive data.
The availability of the databases and the fragility of AI models
also makes the SemCom model vulnerable to Model Inversion
Eavesdropping Attacks (MIEAs) in which the eavesdropper
can illegally use the encoder and train its network to infer
the meaning. Recent research has focused on developing
new methodologies or adapting existing bit-wise schemes to
the semantic domain to mitigate such attacks. The strategies
predominantly explored include Physical Layer Security (PLS)
[18]–[22], cryptographic mechanisms [23]–[28], data-driven
methods [29]–[34], and covert SemCom [16], [35], [36]. These
approaches aim to either increase the secrecy rate [18], [21],
[22] or reduce the amount of sensitive information or semantic
recovery available to unauthorized receivers [30]–[32], [35],
[37].

Despite the valuable contributions of existing works ad-
dressing various aspects of SemCom, research on privacy
preservation, eavesdropping, and MIEA remains in its infancy.
Existing review papers and surveys have primarily focused
on the development of SemCom theory, network types, archi-
tectures, frameworks, system design, algorithms for semantic
extraction, transmission methods, and potential applications
[4], [5], [8], [38]–[41]. In addition, the studies in [9], [10],
[20], [38], [42]–[45] provide brief discussions of security
challenges in SemCom; however, they largely overlook the
speci�c problem of eavesdropping and do not offer a compar-
ative analysis of existing mitigation strategies. Moreover, [46]
provides a comprehensive overview of the SemCom lifecycle,
addressing its security challenges and defense mechanisms at
both the link and network levels. Nonetheless, its discussion
of eavesdropping remains general and lacks a detailed review
of concrete solutions and countermeasures against semantic
eavesdroppers. Similarly, [47] reviews steganographic tech-
niques related to eavesdropping in SemCom; however, it
neither compares traditional and semantic eavesdropping nor
examines MIEA, and presents only a limited assessment of
mitigation approaches within the SemCom framework.

At the time of this writing, and to the best of the authors'
knowledge, there is a signi�cant lack of review papers specif-
ically addressing privacy leakage, eavesdropping, and wiretap
channel mitigation methods in SemCom. A comprehensive
investigation and comparison of existing approaches in these
areas remain unexplored. To bridge this gap, the main contri-
butions of this paper are summarized as follows:

� This paper reviews the fundamentals of SemCom, primar-
ily focusing on aspects related to common attacks and
associated security requirements. In particular, the study
investigates existing countermeasures for eavesdropping
in traditional communication and explores the potential



for adapting these solutions to semantically-based com-
munication.

� Additionally, this work provides an overview of existing
strategies speci�cally designed to defend against potential
eavesdroppers in SemCom. To offer further insights, the
proposed study categorizes the mitigation schemes and
the metrics used for security measurement.

� A comparative analysis is conducted in a general AI-
aided SemCom scenario under various wiretap channel
Signal-to-Noise Ratios (SNRs) under MIEA to identify
potential gaps for future research. This analysis provides
a qualitative evaluation that highlights the strengths and
weaknesses of the observed strategies, offering valuable
insights into the effectiveness of these approaches in
mitigating privacy leakage caused by eavesdroppers and
similarity measurement in the semantic domain.

The remainder of this paper is organized as follows,
schematically illustrated in Figure 1, which presents the overall
taxonomy of the survey and is designed to help readers
navigate through the multiple layers of technologies, chal-
lenges, and application scenarios discussed in this work: Sec-
tion II provides an overview of the fundamental background
on SemCom and its associated security aspects. Section III
highlights the key differences in the impact of eavesdrop-
ping attacks between traditional communication systems and
SemCom. Section IV reviews and categorizes the state-of-the-
art defense mechanisms proposed to counter eavesdropping
attacks in SemCom. Section V focuses on MIEA, a specialized
form of eavesdropping, and analyzes representative strategies
designed to mitigate such threats. Open challenges and promis-
ing future research directions are discussed in Section VI.
Finally, Section VII concludes the paper with closing remarks
and key insights.

Fig. 1: Taxonomy of this paper.

Fig. 2: The SemCom architecture inspired by the reference
model in [44].

II. BACKGROUND ON SEMANTIC COMMUNICATION AND

SECURITY ASPECTS

The primary components of a typical SemCom architecture,
inspired by the reference model outlined in [44], are depicted
in Figure 2. Without loss of generality, the information source
(commonly referred to as Alice) transmits information to the
destination (referred to as Bob). In a SemCom scenario, Alice
and Bob must share the same semantic perception of the mes-
sage, even if the transmitted and received data are not identical
at the bit level. The �gure illustrates that the Knowledge
Bases (KBs), the semantic layer, and the physical layer are
responsible for extracting and transmitting the meaning, ensur-
ing that the intended perception of the message is accurately
conveyed. The integration of AI into SemCom signi�cantly
enhances the interpretation and transmission of information,
marking a major advancement in communication technology.
Speci�cally, useful features of data generated by the informa-
tion source (e.g., images, video, text, and multi-modal data)
are processed in the semantic encoder and reconstructed by
the decoder. Both the semantic encoder and decoder operate
within the semantic layer, which is responsible for extracting
semantic features, transmitting them through the semantic
channel, and subsequently reconstructing them. In this layer,
AI enhances information recovery and feature extraction by
leveraging both public and private KBs. Public KBs provide
common knowledge shared among all users, whereas private
KBs encapsulate user-speci�c background information [48].
Overall, KBs play a crucial role in extracting key features by
supplying the AI model, hardware, and methodologies to both
Alice and Bob. These KBs can be updated as new information
becomes available.

Nevertheless, while KBs are essential for the performance of
SemCom, they also introduce signi�cant security challenges.
The integration of AI for feature extraction creates vulner-



abilities, enabling adversaries to forge or poison the model
and data by targeting and contaminating the KBs or accessing
and using KBs for their illegal purposes. Furthermore, the
subsequent wireless transmission phase exposes the system
to potential semantic manipulation and unauthorized access to
the transmitted information.

In this context, security attackers can target critical system
assets, compromising the fundamental security requirements
necessary to maintain a secure framework. The primary se-
curity requirements of a SemCom framework, as detailed in
[44], are outlined below:

� Data con�dentiality: ensures that unauthorized entities
cannot access or disclose the data.

� Data integrity: ensures the correctness, consistency, and
reliability of data in terms of semantics between Bob and
Alice.

� Data availability refers to the accessibility and reliability
of data at each stage of SemCom, ensuring that the data
remains unaffected by noise or disruptions.

� Data Authenticity: guarantees the trustworthiness of se-
mantic features throughout all stages of SemCom, with
veri�cation at the receiver's end to ensure the information
has not been falsi�ed.

� Privacy Protection: ensures that Alice's private informa-
tion is not exposed to other entities or through public
KBs.

To explore potential disruptions to these security require-
ments, researchers have primarily examined four types of
attacks in SemCom. First, adversarial attacks, referred to as
semantic noise, threaten both the information source and the
physical communication channel. Second, poisoning attacks
involve adversaries that contaminate the information by in-
jecting malicious data, thereby compromising the integrity
of transmitted content. Next, network attacks are character-
ized by the misuse of transmitted semantic features, which
may involve extracting or exploiting information, as well as
depleting network devices and resources. Finally, inference
attacks leverage transmitted semantic features, combined with
shared or publicly available knowledge, to deduce sensitive
information about the sender.

Table I summarizes the main categories of attacks in
SemCom [44]. To further emphasize the signi�cance of these
threats, the table also highlights the corresponding defense
strategies and countermeasures proposed to mitigate these
potential vulnerabilities.

Two distinct characteristics in security issues in SemCom
differentiate it from bit-wise communication. Firstly, the mean-
ing of the captured information is important to the warden
instead of the amount of stolen information. Secondly, the
attacker can target both the transmitted sequence and the AI
model [42].

The main focus of this paper is on eavesdropping attacks
in SemCom, where the attacker can access the wirelessly
broadcasted signal, attempt to reconstruct it, and infer the
targeted information. According to [44], eavesdropping can
be classi�ed as a type of network attack as well as an

TABLE I: Overview of key threats in SemCom and the
corresponding defense mechanisms proposed to mitigate them.

Threat Defense
Adversarial attacks
(semantic noise)

Adversarial training, model optimization, denois-
ing.

Poisoning attacks Denoising, model pruning, data preprocessing, de-
tecting training abnormalities.

Network attacks Cryptography, secure topology, digital signature,
traf�c monitoring, enhanced planning [44], PLS,
semantic covertness, data-driven methods.

Inference attacks Anonymization, differential privacy, homomor-
phic encryption [44], cryptography, PLS, semantic
covertness, data-driven methods.

inference attack. In addition, MIEA, as a special case of
eavesdropping attacks in the semantic domain, is analyzed,
where an eavesdropper captures the signal and attempts to
reconstruct it by training an inverse Deep Neural Networks
(DNN) network.

As shown in Table II, a wide range of review studies
have explored various aspects of semantic communication,
including its security vulnerabilities, attack models, mitigation
techniques, and related security requirements.
It highlights the main objectives of each review and iden-
ti�es whether security concerns are analyzed in depth, only
brie�y mentioned, or suggested as future research directions.
The table also indicates whether eavesdropping is explicitly
discussed, how it is characterized, and whether corresponding
mitigation strategies are proposed. As shown in the �fth col-
umn, eavesdropping is rarely treated as an independent topic;
instead, it is typically grouped with other security issues such
as adversarial, jamming, or man-in-the-middle attacks, and
addressed through shared countermeasures. With the exception
of [41], which brie�y contrasts eavesdropping in semantic and
conventional communication, prior works do not provide a
focused comparison or taxonomy of existing eavesdropping
techniques in SemCom.

However, while an extensive review of fundamental seman-
tic de�nitions, theories, algorithms, applications, and chal-
lenges is presented, the discussion on wiretapping remains
limited, despite the potential for adversaries to access and
reconstruct targeted information using their KB. To the best of
our knowledge, no study has performed a comparative analysis
of existing works in the context of eavesdropping and MIEA.
Thus, based on the referenced surveys, it is evident that no
existing research speci�cally investigates eavesdropping and
the resulting privacy leakage in SemCom, nor does it provide
a comparison of the state-of-the-art methods in this area
against a new eavesdropping attack designed for SemCom.
This document not only categorizes the existing approaches for
semantically limiting the warden's capabilities, but also distills
the key lessons learned from prior approaches, emphasizing
their strengths, limitations, and the critical need for robust
defense mechanisms against semantic eavesdropping.



TABLE II: Comparative overview of major review papers on SemCom: A — Security coverage, B — Eavesdropping focus,
C — Comparison between semantic and traditional eavesdropping.

Ref. Year Main Focus A B C Technical Comparison
[4] 2022 Information-theoretic foundations, layered architecture,

performance metrics, semantic noise, challenges
No No No

Bilingual Evaluation Understudy (BLEU) vs.
Joint Source Channel Coding (JSCC) in seman-
tic coding

[5] 2023 History and theory of SemCom, JSCC, age of informa-
tion, and timing aspects

No No No No

[8] 2022 Fundamentals, semantic extraction, transmission, met-
rics, applications, challenges

Yes No No No

[9] 2024 Task-oriented communication, Integrated Sensing And
Communication (ISAC), multi-task learning, vulnera-
bilities

Yes No No Task accuracy under adversarial attacks

[38] 2021 Semantic-aware networking, federated edge intelli-
gence for SemCom

No No No Comparison across edge server scenarios

[39] 2021 Categorization of SemCom domains, knowledge graphsNo No No No
[40] 2025 Fundamentals, semantic entropy, algorithms for

SemCom security, resource allocation, quantum
aspects

Yes No No No

[41] 2024 Three-tier SemCom architecture, taxonomy of security
challenges and countermeasures

Yes No No No

[42] 2024 Semantic extraction (autoencoder, IB, KG), attack
strategies, and mitigation methods

Yes No No No

[43] 2022 Overview on semantics-aware communication, joint
coding and RL-based metrics

Yes No No RL-based evaluation of SemCom

[44] 2023 Threats and defenses in SemCom across technical,
semantic, and effectiveness levels

Yes No No Privacy protection vs. FedAvg under MIA

[10] 2021 SemCom in 6G, use cases, KPIs, energy-delay trade-
offs

No No No DeepSC vs. traditional coding

[20] 2023 Secure SemCom for metaverse, privacy challenges Yes No No Accuracy of proposed vs. FedAvg
[45] 2023 Security in semantic IoT, novel KPIs Yes Yes No Semantic similarity in targeted poisoning attack

but not eavesdropping, evaluation of the pro-
posed KPIs in outage probabilities

[46] 2025 Link- and network-level perspectives, security in model
training and transfer

Yes Yes No No

[47] 2025 General image encryption and steganography tech-
niques, their potential in SemCom, relevant methods,
and future directions

Yes Yes No Coverless steganography scheme

Our
work

Now Comprehensive review of SemCom vulnerabilities
with focus on eavesdropping, comparison with tra-
ditional wiretapping, analysis of mitigation methods
and introduction of MIEA

Yes Yes Yes Analysis of MIEA scenarios and mitigation
techniques

III. E AVESDROPPING ISSUES IN TRADITIONAL AND

SEMANTIC COMMUNICATION

The broadcasting nature of wireless communication presents
an opportunity for unauthorized users to intercept transmitted
signals. In this context, an eavesdropper is de�ned as an illegit-
imate user positioned between the legitimate signal transmitter
and receiver, seeking to overhear the signal and wiretap the
information. Due to the intrinsic differences between bit-wise
communication and SemCom, the eavesdropper's effectiveness
must be evaluated according to the distinct characteristics
of each communication paradigm. Accordingly, the methods
employed by an eavesdropper to intercept and reconstruct
transmitted information, as well as the countermeasures de-
vised to mitigate such attacks, vary signi�cantly between these
frameworks.

In conventional communication systems, an eavesdropper

is deemed successful if it captures the transmitted signal
with suf�cient quality to accurately reconstruct the source
message [49]. If an eavesdropper is positioned within the
transmission range and receives the signal with adequate
quality, it can intercept and retrieve the transmitted bits. To
defend networks against such interception, various mitigation
techniques have been developed speci�cally for traditional
bit-wise communication systems. In one approach, the data
transmitter can obscure the signal by introducing arti�cial
noise within covert communication, proactively safeguard-
ing the transmission and disrupting unauthorized receivers.
Covert communication conceals transmitted data within en-
vironmental coef�cients, thereby masking the transmission
from eavesdroppers. However, this approach is constrained by
variability in channel coef�cients, which may affect reliability
[50]. In contrast, PLS methods primarily aim to lower the



Signal-to-Interference-plus-Noise Radio (SINR) at the eaves-
dropper's end, degrading the intercepted signal's quality and
preventing accurate reconstruction. These methods require
minimal computational resources for authorized users but
depend on additional information, such as the eavesdropper's
channel state, which may be dif�cult to obtain and could
limit practical applicability. Cryptographic schemes obfuscate
the signal by converting it into an encrypted format using
private and public keys or hash functions. Although these
schemes provide a proactive defense by rendering the data
unreadable to unauthorized users, they require signi�cant
computational resources to maintain data security [51]. Lastly,
spread spectrum communication techniques enhance security
by transmitting the signal across a bandwidth larger than
necessary, reducing susceptibility to narrowband interference
and enhancing resistance to interception [52].

However, these techniques focus solely on bit-wise data
transmission and identical bit reconstruction at the receiver,
with the primary goal of degrading or disrupting the eaves-
dropper's ability to accurately reconstruct the transmitted data.
With the change to a semantic communication paradigm,
eavesdropping becomes more challenging, since an attacker
must �rst intercept the transmitted signal and subsequently
decode its semantic content to access speci�c sensitive infor-
mation [45].In this context, the eavesdropper may possess a
different KB or a mismatched trained decoder, which could re-
sult in errors during data reconstruction or misalignment with
the intended communication task. In SemCom, an attacker
must not only intercept the transmission but also possess the
capability to infer sensitive information, which may require
understanding complex AI auto-encoder models or having
prior familiarity with the KBs used in semantic processing.
This originates from including AI and KBs in SemCom which
results in a modi�ed system design, security threats, and
countermeasures compared to the traditional communication.
To address security and privacy challenges in SemCom, a
hybrid approach that integrates traditional and AI-based tech-
niques is employed to ensure secure information transmission
within the semantic network. Innovative methods, inspired
by conventional communication paradigms and designed to
safeguard semantic data, will be detailed in the following
sections.

IV. CURRENT TRENDS INSEMCOM EAVESDROPPING

DEFENSE METHODS

As discussed in the preceding section, the solutions ad-
dressing eavesdropping attacks in traditional communication
systems cannot be directly extended to SemCom. These solu-
tions require careful revision and additional considerations to
effectively address the unique challenges posed by SemCom.
In response to this critical issue, several metrics and method-
ologies have recently been proposed in the current state of the
art.

With the potential integration of SemCom into mMTC and
industrial IoT applications, a key challenge lies in rede�ning

existing frameworks and evaluation metrics to re�ect task-
speci�c objectives and semantics. The choice of metrics is
particularly crucial, as they are inherently linked to the content
and intent of semantic IoT communications. On one hand,
current evaluation metrics are largely inherited from traditional
communication systems. For instance, in image transmission,
metrics such as Peak Signal to Noise Ratio (PSNR), Structural
Similarity Index Measure (SSIM) , MS-SSIM, Mean Squared
Error (MSE), classi�cation accuracy, and task success rate are
commonly used to assess pixel-level reconstruction quality
or task-speci�c performance. In addition, traditional image
processing metrics such as Local Feature Based Visual Se-
curity (LFBVS) [53] and Correlation (COR) [54] have been
employed to evaluate contextual aspects of visual security [30].
While these metrics provide insights into perceptual and struc-
tural �delity, they were not designed to capture the semantic
relevance or task-speci�c utility of the transmitted content.
Meanwhile, the Learned Perceptual Image Patch Similarity
(LPIPS) metric [35] leverages deep learning models to offer a
more semantically aligned assessment of similarity between
images. Furthermore, the Matthews Correlation Coef�cient
(MCC) [55] introduces a task-oriented approach for evaluating
attribute prediction performance, particularly under conditions
of imbalanced label distributions. The information leakage
metric proposed in [56], which is based on mutual information,
quanti�es the amount of sensitive information exposed to
potential eavesdroppers in transmitted images. This highlights
a critical privacy concern in semantic communication sys-
tems, where the extraction and transmission of high-level
semantic features may inadvertently reveal private or task-
speci�c information, necessitating the development of privacy-
preserving mechanisms tailored to semantic content. Similarly,
[26] introduces information leakage as an evaluation metric in
the context of wireless text transmission. To further elaborate
on metrics for text-based communication, semantic similarity
is commonly assessed using metrics such as BLEU, S-BLEU,
and sentence-level similarity scores. Among these, BLEU
has been particularly in�uential in transitioning traditional
surface-level evaluation methods toward more semantically
oriented assessments of sentence interpretation. The secrecy
rates proposed in [18], [21], [22], [57] leverage BLEU to
incorporate semantic meaning, thereby adapting the traditional
secrecy rate formulation to better suit application-speci�c
requirements. Without loss of generality, Table III summarizes
the most widely used metrics for evaluating semantic informa-
tion recovery and quantifying information leakage to potential
eavesdroppers.

Beyond evaluation metrics, this section categorizes existing
approaches for securing SemCom in wiretap channels into
four main groups: PLS, encryption and secret key manage-
ment, data-driven techniques, and methods aimed at disguising
semantic information and ensuring covertness. Furthermore,
innovative methods that deviate from these main categories
or can be generalized to SemCom are explained in detail in
Section IV-E.



Data Metric Reference

Img

PSNR [23], [25], [29], [35], [58]
[16], [30], [32], [55], [59], [60]

SSIM, MS-SSIM [16], [23], [25], [30], [32]–[35], [60]
MCC [55]

Image visual quality [19], [25], [29], [32], [55], [59]
[30], [31], [34], [35], [56], [58]

MSE [24], [61]
Accuracy and [20], [29], [31], [33], [56]

task success rate [19], [32], [59]–[62]
LPIPS [35]
COR [30]

LFBVS [30]
Information leakage [56]

Txt

BLEU, [21], [26], [28], [63], [64]sentence similarity
Achievable [22]network throughput
S-BLEU [63]

Information leakage [26]
Secrecy rates [18], [21], [22], [57]

TABLE III: Summary of the metrics employed in the literature.

Fig. 3: PLS methods general framework.

A. PLS methods

Approaches for safeguarding SemCom that exploit the dy-
namics and randomness inherent in wireless channel charac-
teristics are broadly categorized under PLS methods [63]. Un-
like conventional communication, PLS methods in SemCom
primarily involve manipulations and optimizations of the phys-
ical components to evaluate the task performance indicators
and obstruct Eve in semantics and interpretations. These
include techniques such as Arti�cial noise (AN) generation
and friendly jamming [22], [36], [64], [65], beamforming
[18], [19], [21], and the use of Recon�gurable Intelligent
Surface (RIS) [18], [19], [24], [57] along with optimizing
transmitting or AN power [21], [22], [36], [57], [64] which are
employed to evaluate task performance indicators and impede
eavesdroppers at the semantic layer.

Figure 3 presents a general framework for the aforemen-
tioned methods, which are integrated following semantic en-
coding and jointly optimized. By leveraging these methods,
although Eve may receive the signal, it remains highly de-
graded in her direction or lacks suf�cient quality for accurate
task interpretation. This part of the paper provides an overview
of PLS methods defending from eavesdropping attacks in
SemCom, summarized in Table IV.

Ref. Data AN Power RIS Beamform.Type Allocation
[21] Txt 3 3 3
[18] Txt 3 3
[22] Txt 3 3
[19] Img 3 3 3 3
[24] Txt 3
[57] Txt 3 3
[65] Txt 3 3
[64] Txt 3 3
[36] Img 3

TABLE IV: PLS methods taxonomy.

Similar to conventional communication, SemCom can be
secured using AN and its combinations with other techniques.
Mu et al. [22] explored the potential of PLS by proposing
a semantic-assisted approach. In their study, Eve intercepts
and decodes signals using a bit-oriented approach, whereas
Alice and Bob employ systems capable of both semantic
and bit-oriented processing. By transmitting a superimposed
signal comprising normalized semantic-encoded symbols and
normalized conventional bit-oriented source–channel encoded
symbols over a block fading channel, the semantic component
effectively functions as AN, thereby enhancing con�dentiality.
The achievable secrecy communication rate for a given fading
state is determined using DeepSC [66] for semantic text
transmission. The ergodic secrecy rate is maximized by jointly
optimizing the transmit power, power allocation factor, and
successive interference cancellation decoding order for each
fading state, formulated as a non-convex optimization problem.
Building on the use of AN, the authors in [65] proposed an
AN-aided covert and reliable SemCom scheme, leveraging
a dual-antenna con�guration at Bob's side to enable full-
duplex reception. One antenna is dedicated to receiving the
signal, while the other generates AN to mitigate continuous
eavesdropping. The framework optimizes the average covert
semantic throughput—a newly introduced metric—across all
time slots using reinforcement learning for semantic text
transmission, as proposed in [66].

AN, acting as a friendly jammer, has been utilized in
[64] to obscure transmission. The proposed approach em-
ploys a soft actor-critic algorithm to maximize the BLEU
score while simultaneously regulating both transmission and
jamming power. Additionally, it ensures that the probability
of missed detection at Eve exceeds a prede�ned threshold,
thereby enhancing covert communication security. A jammer-
aided SemCom method for multi-user communication net-
works within a multi-agent reinforcement learning framework
has been proposed in [36]. The multi-agent gradient algorithm
enhances both performance and covertness by collaboratively
identifying vulnerable devices, optimizing transmit power,
and re�ning semantic information transmission. Additionally,
the distributed algorithm establishes a power control policy,
trained by both the devices and the jammer, to optimize
SemCom performance.

Besides using AN to conceal the communication, integrating
it with beamforming techniques and jointly optimizing them



is an effective adopted approach for mitigating eavesdropping
attacks. In [21], these solutions were applied to ISAC with
multiple users—referred to as Integrated Sensing and Seman-
tic Communication (ISSC)—by optimizing beamforming and
leveraging the sensing signal as AN. In fact, the sum of the
semantic secrecy rate has been maximized by iteratively op-
timizing beamforming for sensing and communication, power
allocation, and compression ratio, while considering the BLEU
score as the performance metric.

Apart from AN, techniques leveraging RIS have also
demonstrated effectiveness in this research �eld. In [18],
the mitigation of information leakage in metamaterial-based
task-oriented communication and computation has been in-
vestigated. Recon�gurable Intelligent Computational Surface
(RICS), a technology comprising a recon�gurable beamform-
ing layer, an intelligent computation layer, and a control layer,
is employed to destructively combine the non-re�ected signal
with the refracted signal in the eavesdropper's direction, ef-
fectively neutralizing potential leakage. The authors anticipate
that metasurfaces will integrate task-oriented communication
and computation in the future. Additionally, dynamically ad-
justing signal re�ection through RICS-Design-B further de-
grades the signal quality at the eavesdropper.

Another type of RIS, known as Simultaneous Trans-
mitting And Re�ecting Recon�gurable Intelligent Surface
(STAR-RIS), is utilized in [19] to enhance signal transmission
for SemCom between Bob and Alice while simultaneously
generating interference for the eavesdropper. The study con-
siders a scenario where Alice is positioned in the transmission
region of the STAR-RIS, while Eve is located in the re�ec-
tion region. This is achieved by formulating an optimization
problem that jointly optimizes Bob's beamforming vector and
the transmission-coef�cient vector of the STAR-RIS, while
designing the re�ection-coef�cient vector to induce task-level
and SNR-level disturbances for Eve. The generated task-
level disturbance surpasses other benchmarks in preserving
SemCom privacy, leading to signi�cantly lower task success
rates for Eve.

In [24], a novel PLS key generation scheme leveraging RIS
is proposed, wherein the RIS elements are dynamically tuned
based on the randomness of semantic drifts in text transmis-
sion. The physical key generation framework consists of four
phases: channel detection, quantization, message coordination,
and privacy ampli�cation.

Moreover, [67] proposes an alternative physical layer key
generation method that exploits the randomness of BLEU
scores and strengthens security by implementing subcarrier
obfuscation in OFDM through dummy data injection. Building
on these approaches, [57] explores a secure semantic commu-
nication framework for Unmanned Aerial Vehicles (UAVs),
leveraging multiple RISs to enhance security. The study fo-
cuses on maximizing the Security Semantic Transmission Rate
(SSR) by jointly optimizing the RIS re�ection coef�cients,
UAV trajectory, transmission power, and the number of trans-
mitted symbols for semantic text broadcasting.

[63] utilizes secure channel capacity concepts to develop a

PLS-empowered loss function that balances security and relia-
bility. This approach, independent of key generation, enhances
robustness against channel fading by employing a two-phase
DNN training process. Furthermore, this study introduces
a novel metric, Secure BLEU, to evaluate the security of
semantic communication. Existing approaches, such as those
in [65] and [57], are limited by the unrealistic assumption
that the eavesdropper's location is known. Unlike traditional
encryption techniques, PLS methods ensure security without
relying on key secrecy and remain robust under channel fading
and variations [63].

B. Encryption and Secret Key Management

DNNs can learn to utilize secret keys to protect the privacy
of SemCom networks. Speci�cally, they have the potential
to autonomously learn encryption techniques and safeguard
information, laying the foundation for further advancements
in secure communication using AI [68]. This section explores
existing works that employ encryption techniques [23], [27],
[28], [60], shuf�ing, permutation, and substitution [25], [26],
as well as quantum cryptographic security [69] and secret key
management in Federated Learning (FL)-aided SemCom [70].

Fig. 4: Encryption and key management methods general
framework.

Figure 4 illustrates the general encryption framework used
for SemCom. By applying cryptographic techniques, Eve is
prevented from accurately interpreting the semantic informa-
tion. Additionally, Table V provides an overview of the key
methods and assumptions explored in what follows.

Cryptographic techniques offer the advantage of transform-
ing data into an unreadable format, ensuring that unautho-
rized users cannot access its contents, regardless of channel
conditions. Regarding the use of cryptography in SemCom,
Luo et al. [28] proposed a neural network-based symmetric
encryption privacy-preserving technique for text communica-
tion. Their approach integrated symmetric encryption into the
adversarial training process to ensure both the universality and
con�dentiality of semantic data. To maintain the universality of
the framework, the cross-entropy function of unencrypted data
is optimized, particularly in broadcast scenarios. In encrypted
SemCom, however, the optimization objective shifts toward
maximizing the discrepancy between the cross-entropy loss



Ref. Data Colluding Key Encryption Shuf�ing QuantumType Eve Management and Permutation
[25] Img 3
[28] Txt 3
[27] Img 3
[23] Img 3
[69] NA 3 3
[26] Txt 3
[70] NA 3 3
[60] Img 3 3

TABLE V: Encryption and key management techniques taxonomy.

experienced by Alice and Bob and that of Eve, thereby
enhancing con�dentiality.

Conversely, safeguarding semantic information can be
achieved with a shorter key length. In [27], the authors
optimized the trade-off between the coding rate, sensitive
information leakage, secret key rate, and reconstruction dis-
tortion, ensuring both ef�ciency and security in semantic
communication. According to Shannon's de�nition ofperfect
secrecy, Bob must recover the message losslessly, while Eve
gains no information. Differently, [27] shows that even a small-
sized secret key can effectively protect only the semantic
content, despite the observable source data being exposed
to an eavesdropper. This highlights a shift from traditional
encryption towards a more ef�cient and targeted security
approach in semantic communication.

Moreover, [60] proposes a lightweight and secure SemCom
framework for image classi�cation task, aiming to prevent
eavesdropping and adversarial attacks. This approach in-
tegrates established cryptographic methods, including AES
combined with RSA, to effectively counteract wardens and
enhance communication security.

Following the same context, the authors of [23] design a
novel encryption-based wireless image transmission scheme
that operates independently of any knowledge of Eve's channel
information in a JSCC scenario. This framework integrates
encryption using a public-key cryptosystem based on the
Learning with Errors (LWE) problem, ensuring robust security
against eavesdroppers without relying on Eve's channel state
information. In fact, an encoder function �rst maps input
images into a latent vector, which is then quantized. The
quantized representation is subsequently treated as plaintext
for encryption, ensuring secure transmission while preserving
the integrity of the semantic information.

The security in DNNs can be enhanced by applying
shuf�ing or permutation to the data, effectively obfuscating
the information without introducing additional computational
overhead for learning or cryptographic processing. In this
context, [25] employs a model-based JSCC approach where
permutation is applied to the encoded symbols before trans-
mission. This method enhances security by ensuring that
only authorized receivers with the correct permutation key
can successfully reconstruct the transmitted message, thereby
mitigating potential eavesdropping threats. Further on this
topic, [30] proposes a novel secure JSCC framework for im-
age transmission that incorporates block-wise shuf�ing. This

technique preserves local spatial redundancies essential for
Convolutional Neural Networks (CNNs) while still obfuscating
the overall structure of the image, making it more resilient
against unauthorized reconstruction by eavesdroppers. Hence,
the authors propose an alternative privacy-preserving method
for SemCom, leveraging random permutation and substitution
of transmitted features to enhance security and mitigate unau-
thorized access.

Beyond conventional encryption techniques, quantum cryp-
tographic security schemes are expected to play a crucial
role in safeguarding future communication networks. Quantum
computers pose a potential threat to traditional cryptographic
methods used for privacy protection. In [69], quantum key
distribution is introduced as a groundbreaking approach for
secure secret key distribution, ensuring con�dential data trans-
mission, particularly in scenarios vulnerable to eavesdropping.
The principles of quantum mechanics are employed to dis-
tribute cryptographic keys, which are then used for semantic
data encryption. To achieve this, a hierarchical architecture
for a key distribution-secured semantic communication system
has been designed, integrating resource allocation and routing
decisions to enhance security and ef�ciency.

Finally, FL offers a promising collaborative framework for
training joint learning models at the network edge, facilitating
the advancement of connected intelligence. However, FL-
based SemCom systems remain vulnerable to privacy leak-
age due to potential eavesdropping threats. A reliable FL
system must address two critical concerns: safeguarding user
privacy throughout the model training process and ensuring
the model's robustness against tampering and adversarial at-
tacks [71]. This necessitates the integration of an additional
privacy-preserving mechanism in FL-based SemCom. Given
that cryptographic methods are often impractical due to limited
computational and communication resources, the authors in
[70] propose a Certi�cateless Authentication-based Trustwor-
thy Federated Learning (CATFL) framework that effectively
mitigates poisoning attacks while simultaneously preventing
user privacy leakage. To achieve this, the key generation
center independently generates two distinct keys for each
component within the CATFL framework. Therefore, even if
attackers collude with the key generation center or a single
server, they cannot obtain the complete secret key required
for impersonation.



C. Data-driven methods

JSCC in SemCom is typically enhanced by a data-driven
approach that leverages optimized encoding and decoding
functions to exploit the inherent correlation within the source
signal for ef�cient compression [30]. However, many JSCC
schemes primarily emphasize improving image or video re-
construction quality, while neglecting their vulnerability to
privacy leakage from eavesdropping attacks. This vulnerability
arises due to the inherent correlations between the primary data
and the channel input, making it susceptible to unauthorized
interception [59]. To address this challenge, privacy-aware
JSCC has been proposed to optimize the trade-off between
image retrieval quality and privacy leakage. In other words,
these methods primarily optimize the autoencoder to preserve
privacy and adjust a loss function by combining Information
Bottleneck (IB) [29], [31]–[33], [56], [59] and reconstruction
error measurement losses like MSE [29]–[34], [56]. These
methods consider scenarios in which one or multiple [33]
eavesdroppers intercept the noisy wireless signal through their
respective channels, attempting to infer sensitive information
from the transmitted data.

Figure 5 provides an overview of the primary framework
in this category, where protection relies on the design of the
training process and loss functions. During training, sensitive
information is disentangled, and the network is optimized
using loss functions tailored to the speci�c application and
problem requirements. Furthermore, Table VI outlines the key
parameters regulated in training the network to safeguard sen-
sitive information. Additionally, it highlights the methods that
incorporate multiple eavesdroppers within the loss function to
enhance privacy protection.

Fig. 5: Data-driven protection training framework and loss
functions

As a foundational study, [29] introduces a privacy-distortion
trade-off framework that optimizes the PSNR of the transmit-
ted image as a measure of distortion while simultaneously
ensuring that the leakage of sensitive information to Eve
remains below a prede�ned threshold.

Ref. Data Multiple IB Error
Type Eve Measurement

[56] Img 3 3
[33] Img 3 3 3
[31] Img 3 3
[29] Img 3 3
[32] Img 3 3
[34] Img 3
[30] Img 3
[59] Img 3

TABLE VI: Data-driven methods taxonomy.

In [33], a DNN-based framework is proposed to simul-
taneously minimize distortion at Bob and mitigate informa-
tion leakage to multiple collaborating and non-collaborating
eavesdroppers. Speci�cally, a secrecy funnel framework is
introduced to safeguard private data while preserving the
perceptual quality of transmitted images over AWGN and
complex-valued fading channels.

Conversely, [56] introduces an end-to-end learning strategy
that simultaneously minimizes distortion and sensitive infor-
mation leakage against a single eavesdropper while maximiz-
ing channel capacity. Given that true distributions are typically
inaccessible, a data-driven approach employing variational
autoencoder-based JSCC has been proposed to effectively
manage the privacy-utility trade-off. Similarly, another JSCC
autoencoder employing CNNs, as proposed in [34], balances
ef�ciency and privacy by utilizing residual blocks cascaded
with convolutional layers for semantic feature extraction and
transmission. The framework evaluates reconstruction quality
and semantic leakage in Single-Input-Sinlge-Output (SISO)
and Multiple-Input-Single-Output (MISO) systems, assessing
both visual quality and structural similarity. This approach has
inspired further research aimed at optimizing data manipu-
lation techniques to ensure effective transmission for Alice
while making reconstruction signi�cantly more challenging
for Eve. However, [34] and the aforementioned studies rely
on the assumption of precise knowledge of Eve's channel
conditions, such as SNR, or operate under the premise that the
warden's channel quality is inherently lower. To address the
impracticality of these assumptions in real-world scenarios, it
is crucial to develop methods that either operate independently
of channel state information or dynamically adapt to varying
channel conditions. Building on this concept, the authors in
[31] introduced a novel privacy-aware JSCC framework that
eliminates the dependency on Eve's location or channel state
information. Instead, their approach employs a more practical
objective function that does not explicitly account for the
amount of information received by Eve. In other words, the
framework jointly minimizes transmission distortion and the
mutual information between private and public disentangled
subcodewords, while simultaneously maximizing the similarity
between the extracted private information of the image and
the generated private subcodeword. Thus, in [31], only the
disentangled public information, derived through information
bottleneck theory, is transmitted, while the reconstruction
distortion at Bob is minimized. This approach ensures that



the warden cannot recover the sensitive information, while
Alice operates without requiring any assumptions about Eve's
presence or channel parameters.

Similarly, the concept of disentangled IB has been employed
in [59]. Speci�cally, the proposed IB objective effectively
regulates the mutual information between subcodewords and
the encoded information. Minimizing the mutual information
between the private and public subcodewords enables JSCC to
enhance privacy preservation while simultaneously maintain-
ing the quality of service.

In [32], the authors leveraged IB theory to identify and
extract task-relevant features while simultaneously employing
adversarial learning to mislead the eavesdropper. Speci�cally,
they modeled the eavesdropper as a DNN-based black-box
attacker. A notable aspect of this work is the integration of two
key components: the IB loss, which ensures the extraction of
task-relevant features while minimizing irrelevant information,
and the mean squared error from adversarial reconstruction,
which actively disrupts the eavesdropper's ability to accu-
rately recover private data. Similarly, the authors in [55] pro-
posed a data-driven Deep Learning (DL) model that balances
the privacy-utility trade-off to enhance system security. This
model is designed to encode only the task-relevant information
while simultaneously simulating the behavior of a black-box
adversary, thereby improving robustness against eavesdropping
attacks. In another approach, [30] introduces an inherently
secure joint protection and source-channel coding scheme
that integrates protection, deprotection, feature extraction, and
JSCC units. They rede�ne the loss function based on a feature
extraction process, aiming to minimize the reconstruction loss
while simultaneously maximizing the feature loss between the
original image, the protected image, and the decoded image.
Several evaluation metrics for visual security assessment [54],
[72] and image reconstruction quality indicate that the method
proposed in [30] achieves superior reconstruction quality while
effectively preserving the visual details of the plain image.

In [73], a KB-based framework is introduced to enhance
privacy protection against eavesdroppers. This framework in-
tegrates sensitive entity recognition, attention mechanisms,
entity alignment, and channel coding modules for secure
text transmission. These components collectively constitute a
knowledge-assisted transceiver that effectively manages both
private and public knowledge, limiting an adversary's ability
to decipher sensitive information.

D. Semantic covertness

This section reviews the state-of-the-art approaches for con-
cealing transmitted data or safeguarding sensitive information.
The primary distinction between physical-layer covert com-
munication and semantic covertness lies in their underlying
approaches: the former leverages antennas and jamming tech-
niques to conceal the existence of the transmission, while the
latter aims to prevent Eve from understanding the transmitted
content or to deliberately mislead the warden. In this context,
methods such as generating semantic perturbations [16], [61],
optimizing covert loss [74], and employing steganographic

techniques [35] have demonstrated effectiveness in enhancing
semantic covertness and mitigating the risk of information
leakage. Figure 6 provides a comprehensive summary of the
methodologies employed to achieve semantic covertness. In
these approaches, Eve may either fail to detect the transmitted
stream or be unable to interpret the captured information.
Additionally, Table VII presents an overview of the key
methodologies utilized in this category, highlighting their
respective strategies for concealing semantic information.

Fig. 6: Semantic covertness methods general framework.

Ref. Data Covert Steganography Perturb.
Type Loss generation

[16] Img 3
[35] Img 3
[74] Img 3
[61] Img 3

TABLE VII: Summary of main features in semantic covertness
for SemCom.

In [16], the SemProtector framework is introduced to en-
hance security in real-world online SemCom. The SemPrIv
module in SemProtector is responsible for generating minimal
perturbations aimed at misleading potential eavesdroppers. An
Adversarial Transformation Networks (ATN) is employed to
defend against attribute inference attacks (AIA), where the
attacker is modeled as a multilayer perceptron. The semantic
representations are processed by the ATN to generate perturba-
tions that maximize the cross-entropy loss of the eavesdropper,
thereby mitigating privacy leakage. Experimental evaluations
indicate that while SemProtector effectively enhances security,
it slightly degrades performance metrics such as SSIM and
PSNR, particularly when multiple protection modules are
utilized. Consequently, a trade-off must be made based on user
requirements and security priorities.

Building on this concept, [61] introduces pluggable ad-
versarial modules that generate low-power perturbations to
mislead Eve in image transmission. This approach optimizes
a weighted sum of three key factors: privacy leakage to Eve,
mean squared error (MSE) for reconstruction quality, and
the power of the adversarial attack. By incorporating these
modules, the framework effectively enhances security while



maintaining an optimal balance between protection and image
quality.

Drawing inspiration from covert communication, [35] pro-
poses a novel approach for secure SemCom in private im-
age transmission through steganography. Unlike cryptographic
techniques, image steganography conceals a private image
within a non-sensitive host image, producing a container image
that visually resembles the host while embedding the private
content. If an eavesdropper intercepts the transmitted stream,
they can only access the semantic information of the host
image, leaving the concealed data protected. The designed ar-
chitecture leverages an invertible neural network-based signal
steganography approach at the channel input signal, effectively
mitigating model inversion attacks and enhancing security in
SemCom systems.

In [74], the authors explored the fundamental limits of se-
mantic communication under the constraint that transmissions
remain covert. Their �ndings indicate that separating source
and channel coding is optimal for maintaining communica-
tion concealment. Leveraging DNN-based techniques, they
demonstrated that covert communication can be effectively
realized, particularly for classi�cation tasks. Notably, their
study revealed that to ensure reliable JSCC while preserving
covertness, the number of transmitted source symbols must
scale with the square root of the number of channel uses.

E. Complementary strategies

This section explores methodologies for protecting SemCom
that are distinct from the previously de�ned categories. The
mitigation techniques discussed here either operate indepen-
dently of these categories or address privacy leakage and
eavesdropping issues in the �elds similar to SemCom, with
potential generalization to SemCom itself. For example, [58]
investigates the wiretap channel in QAM modulation for
SemCom, while [75] focuses on eliminating personal infor-
mation in video transmissions. Additionally, [76], [77] pro-
pose content-based methods for protecting transmitted images.
These studies provide valuable insights into privacy protection
strategies that can be adapted or extended to enhance the
security of SemCom systems.

In [58], the authors propose a DNN-based framework for
semantic communication that extracts meaningful represen-
tations and compresses images while utilizing two distinct
constellation maps for QAM modulation. This design aims to
establish a nearly information-theoretically secure data trans-
mission framework, enhancing both ef�ciency and security
in SemCom systems. This method leverages superposition
coding and employs a double-layered constellation map to
integrate semantic features into satellite codewords. The MSE
is employed as the loss function during the training phase,
whereas in the power allocation process, the symbol error
probability is evaluated to optimize transmission performance
and security.

In the domain of privacy-preserving semantic video trans-
mission, [75] introduces a novel decentralized Machine Learn-
ing (ML)-based video surveillance framework that leverages

edge computing to protect personally identi�able information,
particularly facial image data, by performing training at edge
nodes. The authors address the security threats posed by
Honest But Curious (HBC) attackers, who exploit their privi-
leged access to extract sensitive information from transmitted
video streams. To mitigate this risk, the proposed framework
integrates privacy-preserving mechanisms that safeguard se-
mantic information while ensuring both ef�cient and secure
video transmission.

Beyond SemCom, alternative schemes exist that extract,
transmit, and protect data privacy through different mecha-
nisms. For instance, in [76], [77], the authors mitigate eaves-
dropping attacks by employing PLS and fountain-based packet
delivery techniques for content-based image transmission,
where the background and the Region of Interest (ROI) are
encoded separately. While these approaches primarily focus
on content-based processing without explicitly considering
semantic meaning, we argue that they can be adapted and
extended toward SemCom to enhance both security and ef�-
ciency in future communication systems.

F. Summary and Lessons Learned

This section consolidates the main defense strategies
proposed to counter eavesdroppers in SemCom. The re-
viewed methods are grouped into �ve categories: (a) tech-
niques exploiting hardware or channel randomness (PLS); (b)
encryption- and key management-based approaches, including
quantum solutions; (c) data-driven methods that reshape se-
mantic extraction and JSCC to balance the security–distortion
trade-off; (d) semantic covertness approaches that conceal se-
mantic content; and (e) complementary strategies adapted from
related domains or departing from conventional paradigms.
Table VIII provides a holistic summary of these categories,
outlining representative methods, their main strengths and
limitations, and the lessons learned across different application
scenarios.

a) PLS Methods:PLS-based techniques extend conven-
tional physical-layer security schemes, such as AN, beam-
forming, power allocation, and RIS, to the semantic domain.
They effectively degrade Eve's reception performance while
maintaining low computational complexity. However, most
studies unrealistically assume full or partial knowledge of
Eve's channel state information or location. In addition, cur-
rent research is largely restricted to text-based communication,
with limited exploration of image, video, or multimodal tasks.
Future work should design PLS strategies robust to unknown
or dynamic channels and capable of handling heterogeneous
semantic data.

b) Encryption and Secret Key Management:Encryption-
based solutions provide strong theoretical protection by obfus-
cating transmitted signals prior to transmission. Works com-
bining encryption, permutation, or quantum key distribution
demonstrate promising adaptability to SemCom. Nonetheless,
these methods often entail high computational and commu-
nication overhead, which limits their use in latency-sensitive



or resource-constrained scenarios. Furthermore, quantization-
based encryption may lead to semantic information loss, and
lightweight schemes typically assume idealized secure key
exchanges. Addressing the risk of key leakage remains an
open challenge. Overall, encryption methods ensure robustness
against eavesdropping regardless of Eve's channel or SNR,
but must strike a balance between security strength, semantic
�delity, and practical ef�ciency.

c) Data-Driven Methods: Data-driven techniques
counter eavesdropping by optimizing loss functions that
minimize Bob's reconstruction error while maximizing
Eve's distortion. These methods are �exible, task-aware, and
eliminate the need for explicit AN or encryption modules.
By leveraging AI-based semantic extraction, particularly
within JSCC frameworks, they offer natural adaptability to
task semantics. However, several works rely on assumptions
about Eve's channel or decoder, which may not be feasible in
practice. Information bottleneck or sensitive-feature removal
strategies relax these assumptions but require retraining
for new tasks. Furthermore, adversarial training introduces
additional complexity and may reduce reconstruction quality.
Overall, data-driven approaches are promising due to their
adaptability and semantic integration, though they still require
enhancements in robustness and computational ef�ciency.

d) Semantic Covertness:Semantic covertness represents
an emerging line of defense, where protection is achieved
by concealing or perturbing the transmitted meaning through
techniques such as perturbation generation, steganography,
or covert loss optimization. These methods inherently oper-
ate without relying on Channel State Information (CSI) or
knowledge of Eve's model. However, steganographic designs
based on deep architectures (e.g., CNNs) increase training and
inference complexity, while additional loss constraints may
degrade reconstruction quality or task accuracy. Consequently,
a trade-off exists between security and semantic �delity at the
receiver side. Despite these challenges, semantic covertness
remains a promising paradigm—especially within JSCC—and
future research should pursue lightweight, low-latency designs
that preserve both security and meaning.

e) Complementary Strategies:Complementary strategies
encompass alternative or hybrid approaches, including double-
layer constellation mapping, privacy-preserving video frame-
works, and content-aware protection of sensitive regions. Each
of these methods contributes unique mechanisms for securing
semantic information. For example, [75] introduces one of the
few frameworks explicitly targeting video privacy. Extending
such techniques to other modalities and integrating them with
existing SemCom architectures remains an open opportunity.
These methods often eliminate the need for key exchange,
reducing the risk of key leakage, and offer new directions
for semantic-level content protection. Further research should
also address private attribute leakage in non-ROI regions
and adapt these approaches to future multimodal SemCom
systems. Collectively, complementary strategies broaden the
security design space and highlight emerging opportunities for
resilient, privacy-preserving semantic communication.

V. MODEL INVERSION EAVESDROPPING ATTACK

This section investigates the security threat posed by the
MIEA, as introduced in [25], and its implications for JSCC.
The attack is �rst described, followed by a comparative
analysis of Eve's capability to reconstruct the received stream
transmitted via JSCC. This is investigated in four scenarios: no
protection, data-driven protection, lightweight cryptographic
protection, and a hybrid approach.

A. MIEA Overview

Since SemCom fundamentally relies on AI techniques, it
introduces novel security vulnerabilities absent in conventional
communication systems. Notably, adversaries may exploit
internal feature representations within semantic models to re-
construct the original data by inverting the semantic extraction
process. This class of threats is encapsulated in the MIEA,
which poses a signi�cant privacy risk in SemCom deploy-
ments. CNN-based architectures are particularly susceptible
to MIEA due to the high correlation between input data and
the learned feature embeddings. In this work, we investigate
MIEA within one of the most widely adopted CNN-based
frameworks, the JSCC, which has demonstrated notable ad-
vancements in SemCom, especially for image compression and
wireless transmission.

Unlike traditional communication schemes that perform
source and channel coding separately, JSCC integrates both
operations into a uni�ed end-to-end learning framework. This
joint optimization confers several advantages, including im-
proved reconstruction �delity, increased spectral ef�ciency,
and inherent robustness against thecliff effect—a sharp degra-
dation in performance typically observed in classical systems
under marginal channel deterioration [30], [78]. Nevertheless,
by replacing conventional communication blocks with DL
components, JSCC becomes inherently vulnerable to MIEA,
primarily due to the broadcast nature of wireless channels
and the architectural sensitivity of CNN-based systems [79].
Consequently, a warden may intercept the wireless signal
and accumulate suf�cient data to train a surrogate decoder
capable of inferring the semantic content or reconstructing the
transmitted data.

In a typical MIEA scenario, the attacker seeks to inject
inputs into the sender's network and simultaneously inter-
cept the corresponding wireless transmissions via a dedicated
eavesdropping channel. By collecting a suf�ciently large set
of intercepted data, the adversary trains a neural network
to approximate the functionality of the legitimate semantic
decoder, thereby recovering the original information.

Let B = f b1; b2; : : : ; bi ; : : : ; bSg denote the training dataset
used by the JSCC system, whereS is the number of samples.
The autoencoder comprises Alice's encoderE � and Bob's
decoderD � , with � and� representing their respective param-
eter sets. For image transmission, the encoderE � transforms
a raw input imagex into a semantic latent representation
and subsequently into transmittable symbols. The receiver
(Bob) receives the noisy signalyB = E � (x) + NB , where
NB � CN (0; � 2

B ) denotes the Additive White Gaussian Noise



TABLE VIII: Summary of defense methods, their advantages, limitations, and application scenarios considered in the literature.

(AWGN) affecting Bob's channel. Similarly, the attacker (Eve)
captures the signal via her own channel asyE = E � (x) +
NE , where NE � CN (0; � 2

E ) models her channel noise.
To perform the attack, Eve constructs her training dataset
E = f e1; e2; : : : ; ej ; : : : ; eM g, where each input sampleej is
encoded using the known encoderE � to generate features. She
simultaneously intercepts the corresponding noisy featuresyE

through her own channel. After collecting suf�cient data, Eve
trains her inverse decoderD 	 , parameterized by	 , to map the
intercepted features back to the semantic content. The success
of Eve's reconstruction depends on several factors, including
the SNR of her channel, the structure and training quality
of her decoder, and her prior knowledge about the encoder.
This includes knowledge of the encoder's architecture, training
weights, and data distribution. Accordingly, MIEA can be
studied under varying conditions, such as whether Eve has
access to the encoder's trained neural network model and
parameters (white-box) or does not know anything about the
model, and only the output is provided (black-box). Without
loss of generality, we refer to the encoder's model parameters
as weights. In this paper, we consider a partially white-box
MIEA setting [80], [81], where Eve may have access to the
encoder's weights and/or the training data, and we systemati-
cally evaluate how this knowledge impacts her reconstruction
performance.

B. Assumptions and Mitigation Methods Against MIEA

As discussed in the previous section, the effectiveness of a
MIEA largely depends on the adversary's prior knowledge and
system access. Different assumptions regarding the attacker's
capabilities lead to varying levels of reconstruction quality. We
consider four distinct attack scenarios that re�ect increasing
levels of knowledge and access available to the eavesdropper:

1) Unknown weights and dataset:Eve has knowledge of
the encoder's architecture but lacks access to the trained
encoder weights and the original training datasetB. In
this scenario, Eve randomly initializes her decoderD 	

and trains it using an independently generated dataset

E, while receiving the intercepted featuresyE from her
eavesdropping channel.

2) Known weights, unknown dataset:Eve is aware of both
the architecture and weights of the legitimate encoder
E � , but still trains her decoderD 	 using a dataset
E 6= B, introducing a distributional mismatch in the
reconstruction process.

3) Unknown weights, same data distribution: Eve does
not have access to the encoder weights, which she initial-
izes randomly, but she possesses a datasetE drawn from
the same distribution asB, thus aligning the semantic
context of training despite model disparities.

4) Full access:In this idealized and least likely case, Eve
is assumed to have complete knowledge of the encoder
architecture, its weights, and the training dataset. She
performs training of her decoderD 	 using the exact dis-
tribution B, thereby maximizing her capacity for accurate
semantic reconstruction.

To defend JSCC systems against MIEA under the afore-
mentioned scenarios, we propose and evaluate three mitigation
strategies, each designed to impair the adversary's recon-
struction capabilities while preserving the performance of the
legitimate receiver:

� Data-driven adversarial training: Inspired by the
method in [34], this approach modi�es the training
objective to minimize the MSE between the legitimate
receiver's reconstruction and the original input, while
simultaneously maximizing the MSE between the adver-
sary's output and a prede�ned target, such as a black
image. In contrast to [34], where Eve's SNR is assumed to
be lower than Bob's, we adopt a more conservative setting
by assuming a higher SNR for Eve, thereby evaluating the
defense under a worst-case eavesdropping condition.

� Lightweight cryptographic permutation and substi-
tution: Based on [25], this technique applies a crypto-
graphic transformation to the transmitted semantic fea-
tures by performing random permutation and substi-
tution operations. While the original method requires



transmitting two tensors (semantic features and noise)
per image, our re�ned approach operates directly on
the latent dimensions of the transmitted feature vector.
The cryptographic key is assumed to be securely shared
between Alice and Bob. This reduces communication
overhead while maintaining effective protection against
semantic inversion.

� Hybrid defense approach: This method combines
the advantages of data-driven adversarial training and
lightweight cryptographic schemes. Speci�cally, the la-
tent semantic representation used during adversarial train-
ing is further obfuscated via permutation and substi-
tution, both during training and inference. This dual-
layer strategy signi�cantly impairs the attacker's ability to
learn an accurate inverse mapping, even under favorable
assumptions.

All three methods aim to mitigate MIEA by either distorting
the semantic representation extracted by the DNN or encrypt-
ing the feature stream before transmission. By weakening the
correlation between the original input and the transmitted fea-
tures, these countermeasures hinder the ability of unauthorized
networks to reconstruct or infer sensitive semantic content.

C. Environment Setup

This section outlines the experimental framework adopted
to evaluate the effectiveness of the proposed mitigation strate-
gies against MIEA. Initially, the CIFAR-10 dataset [82] is
employed to analyze information leakage under the MIEA
scenario. The CIFAR-10 dataset is partitioned into 40,000
samples for training Bob's autoencoder, 10,000 for testing,
and 10,000 for training the Eve's decoderD 	 . The learning
rate is set to 0.0001, and the �nal convolutional layer of the
encoder is con�gured with a depth of 8. The low-resolution
CIFAR-10 dataset is selected because it is widely adopted in
SemCom security analysis due to its balanced complexity and
standardized benchmarking capability [41], [46]. Furthermore,
to demonstrate the generalization capability of the proposed
approach, we extend our evaluations to the SCUT-FBP5500
dataset, which comprises more complex, higher-resolution,
and speci�c images containing human faces. The SCUT-
FBP5500 dataset includes a total of 5,500 samples, which are
divided into 3,465 images for training Bob, 1,485 for training
Eve, and 550 for testing. This extension enables assessment
of model robustness across datasets with varying semantic and
visual complexities.

For the data-driven privacy-aware method inspired by [34],
the SNR of Eve's channel is treated as independent from that
of the legitimate receiver. Following the original methodology,
a simulated adversarial decoder, architecturally identical to
Bob's decoder, is incorporated into the loss computation
during training. This simulated Eve does not represent a real
adversary but instead enables the encoder to optimize the
privacy–utility trade-off under realistic conditions. In contrast,
the real Eve employs an independent decoderD 	 , trained
separately through a MIEA.

The adversarial training incorporates theSecureMSEloss
function proposed in [34], which consists of two MSE terms:
one measuring the reconstruction �delity of the legitimate
receiver, and another penalizing semantic similarity between
Eve's output and a black reference image. This dual-objective
optimization encourages the encoder to retain �delity for Bob
while suppressing meaningful information for Eve. To emulate
a realistic and challenging attack environment, Bob is trained
under a channel SNR of 15 dB, whereas Eve operates at a
higher SNR of 20 dB.

Regarding the lightweight cryptographic strategy based
on [25], the original JSCC architecture from [78] is adopted.
This includes the encoder and decoder modules without
modi�cation. In the case of the hybrid defense method, the
same training and architectural con�gurations as in the data-
driven approach are applied, with the added integration of
permutation and substitution operations. Following the training
phase, MIEA is conducted to evaluate each defense strategy.
The adversary's decoderD 	 is constructed using one upsam-
pling layer followed by two convolutional layers, as described
in [25]. For each SNR level in the setf -5, 0, 5, 10, 15, 20,
25gdB, Eve trains her decoder using corresponding semantic
representations and samples drawn from her training dataset.

To quantify the quality of image reconstruction at both the
legitimate receiver and the adversary, we employ three widely
accepted metrics: PSNR, SSIM, and LPIPS, as summarized
in Table III. The pixel-level metrics, PSNR and SSIM, are
formally de�ned as follows:

PSNR(x; x̂ ) = 10 log10

�
2552

MSE(x; x̂ )

�
[dB]; (1)

SSIM(x; x̂ ) =
(2� x � x̂ + C1)(2� x x̂ + C2)

(� 2
x + � 2

x̂ + C1)( � 2
x + � 2

x̂ + C2)
; (2)

wherex andx̂ denote the original and reconstructed images,
� x and � x̂ represent their mean intensities, and� 2

x , � 2
x̂ are

their variances. The covariance� x x̂ captures structural simi-
larity, andC1; C2 are stabilization constants [83]. In addition,
LPIPS [84] is used to assess perceptual quality. Unlike pixel-
wise metrics, LPIPS evaluates high-level feature similarity
using deep neural networks. In this study, LPIPS is computed
using the pre-trained AlexNet [85], providing a measure that
correlates strongly with human visual perception.

D. Simulation Results

This subsection investigates Eve's ability to reconstruct
transmitted content under the scenarios introduced in Subsec-
tions V-B and V-C. Additionally, a comprehensive comparison
is conducted between existing defense mechanisms against
MIEA and the approach proposed in this work. The impact
of these defense strategies on Bob's performance is also
examined.



Fig. 7: Eve's reconstruction quality under various access conditions without protection using CIFAR-10 dataset.

1) Evaluation on CIFAR-10 dataset:Figure 7 presents the
quality of images reconstructed by Eve in the absence of pro-
tection, across the four scenarios de�ned in Subsection V-B.
Metrics such as SSIM, PSNR, and LPIPS are evaluated over
a range of Eve's channel SNRs. The results underscore the
critical in�uence of model weight and data distribution access
on Eve's reconstruction success. Speci�cally, the blue and
green curves (with weight access) signi�cantly outperform the
orange and red ones (without weight access), demonstrating
the heightened risk posed by weight leakage. Quantitatively,
access to both model weights and data distribution nearly
doubles the SSIM, increases PSNR by approximately 56.37%,
and reduces LPIPS by around 90%. Table IX summarizes the
peak reconstruction performance of Eve across all SNR levels
relative to the baseline case (no access).

SSIM(%) LPIPS(%) PSNR(%)
wo/weights w/data 10.22 3.81 19.37
w/weights wo/data 194.99 53.40 87.43
w/weights w/data 201.46 56.26 90.25

TABLE IX: Improvement in Eve's reconstruction performance
due to access to weights and data, CIFAR-10 dataset.

Notably, in the low-SNR regime, Eve's reconstruction per-
formance remains poor in all scenarios due to high noise levels
and mismatched operational and training SNRs. However, as
Eve's channel SNR increases, particularly up to15 dB, the
reconstruction quality improves sharply, owing to reduced
channel noise and improved alignment with Bob's conditions.
Beyond 15 dB, the performance trend saturates, consistent
with standard JSCC behavior [78].

Figure 8 shows a randomly selected image reconstructed by
Eve under the four de�ned access conditions at15 dB channel
SNR, without any defense applied. The visual degradation in
the absence of weight access con�rms that random initializa-
tion signi�cantly hinders reconstruction. This highlights the
inherent privacy offered by SemCom, as accurate recovery of
either model weights or data distribution is nontrivial under
MIEA, even at favorable SNR. When Eve possesses full
system knowledge, reconstruction quality is markedly higher,

with weight access contributing more substantially than data
alignment.

Applying defense mechanisms signi�cantly impairs Eve's
reconstruction capability. Figure 9 illustrates Eve's recon-
structed outputs under various protection methods, assuming
access to the model weights but not the data distribution. At
both� 5 dB and20 dB SNR, the data-driven approach inspired
by [34] leads to predominantly dark outputs, though some
structure remains. In contrast, the lightweight cryptographic
method based on [25] effectively scrambles image features,
distorting textures and preserving only low-frequency texture
(e.g., sky or ground). The proposed hybrid strategy, which
combines both approaches, offers superior protection by si-
multaneously disrupting pixel-level and semantic information.

Fig. 8: Eve's reconstructions under different access conditions
for a random image from CIFAR-10 dataset (SNRe = 15 dB,
no defense).

Table X summarizes the performance and computational
complexity of the defense methods considered applied to the
CIFAR-10 dataset. Complexity is reported in Giga Floating-
point Operations Per Seconds (GFLOPs), excluding the cost
of secure key transmission. The cryptographic approach is
computationally lightweight, relying only on permutation op-
erations. The data-driven and hybrid methods incur higher
computational costs due to additional network components.
Furthermore, Eve's reconstruction quality is evaluated under
two extremes: full access to weights and data, and no access
to either. The results con�rm that access to system knowledge
signi�cantly boosts Eve's capabilities. However, even in the
unprotected case, Eve performs worse without access than
with protection in place. Among the strategies, the hybrid
method offers the best protection, whereas the cryptographic



Method Eve (SNRe = 15 dB ) Bob (SNRb = 15 dB )
Method Complexity (GFLOP) Weight Access Data Access SSIM # LPIPS " PSNR # SSIM " LPIPS # PSNR "

None 0.0278 3 3 0.86 0.02 25.76 0.91 0.008 27.727 7 0.38 0.24 16.49

Data-driven [34] 0.0365 3 3 0.59 0.30 19.62 0.81 0.07 24.207 7 0.35 0.29 16.05

Cryptographic [25] 0.0278 3 3 0.50 0.18 18.99 0.91 0.008 27.717 7 0.26 0.30 15.32

Hybrid 0.0365 3 3 0.46 0.20 18.17 0.61 0.12 19.947 7 0.25 0.28 15.25

TABLE X: Eve's and Bob's reconstruction quality under different defense strategies and access scenarios, along with their
corresponding computational costs evaluated on the CIFAR-10 dataset.

Fig. 9: Eve's reconstructions under protection mechanisms
with weight access but no data for a random image from
CIFAR-10 dataset.

method ensures minimal system overhead with strong privacy
guarantees.

2) Evaluation on the SCUT-FBP5500 Dataset:Figure 10
illustrates Eve's reconstruction performance under the pro-
posed Hybrid protection strategy, assuming Eve has full access
to the encoder. Both Bob and Eve are trained and tested on
the SCUT-FBP5500 dataset, with the training and testing parti-
tions de�ned earlier in this section. In this setup, Bob's training
SNR is �xed at 15 dB. The �gure demonstrates how Eve's
reconstruction capability varies as her training SNR differs
from the testing SNR, thereby simulating realistic channel
variations that an eavesdropper may encounter in practice.
The evaluation metrics, including PSNR, SSIM, and LPIPS,
reveal that under MIEA, both Bob's optimized autoencoder
parameters and Eve's inaccurate estimation of the channel
conditions affect the extent of recoverable information. Con-
sistent with the observations in [78], Eve exhibits a graceful
degradation in performance whenSNR test < SNR train ,
avoiding the sharp “cliff effect” observed in conventional
digital systems. Nevertheless, even at high SNRs, where
channel noise is negligible, Eve fails to accurately reconstruct
the transmitted content. This failure occurs primarily because
the Hybrid protection method effectively conceals semantic
representations through adversarial regularization and latent
feature permutation. Moreover, the mismatch between Eve's
training and testing SNRs prevents her decoder from adapting
to the actual channel distribution. This analysis, together with

TABLE XI: Eve's reconstruction performance on the SCUT-
FBP5500 dataset whenSNRe = 15 dB andSNRb = 15 dB
under a Rayleigh fading channel.

Method SSIM LPIPS PSNR
None 0.60 0.37 19.46
Data-driven [34] 0.43 0.58 18.37
Cryptographic [25] 0.31 0.63 13.59
Hybrid 0.27 0.68 12.46

Table X, demonstrates that the proposed protection mecha-
nism signi�cantly reduces Eve's reconstruction capability and
generalizes well across datasets of varying complexity.

Figure 11 compares Eve's reconstruction performance on
the SCUT-FBP5500 dataset under various AWGN channel
conditions, considering the defense strategies described in
Subsection V-B. The results indicate that the data-driven
approach leaks the most information across all evaluation
metrics, as it neither explicitly obfuscates the transmitted
data nor employs adversarial perturbations to mislead Eve. In
contrast, the proposed Hybrid method achieves up to a 58%
reduction in Eve's recovery quality relative to the data-driven
approach (based on the SSIM metric), while simultaneously
increasing Eve's LPIPS by 44.5% and decreasing her PSNR
by 30%. These improvements con�rm the Hybrid method's
superior ability to degrade Eve's perceptual and structural
reconstruction accuracy.

Additionally, Figure 12 presents a visual comparison of
Eve's reconstructed images for a randomly selected test
sample. The cryptographic method effectively obscures the
transmitted information; however, at higher SNR values (e.g.,
25 dB), certain structural cues, such as borders and background
textures, may still be partially preserved. The data-driven
method tends to darken Eve's reconstructions while main-
taining coarse semantic outlines, allowing partial inference
of image content. By contrast, the proposed Hybrid approach
combines adversarial obfuscation with latent-space permuta-
tions, resulting in stronger visual degradation and preventing
Eve from identifying any meaningful content.

Table XI further summarizes Eve's performance when both
Bob and Eve are trained at SNR = 15 dB and evaluated at the
same SNR under a Rayleigh slow fading channel, following
the con�guration in [78]. The results consistently show that
even in this matched SNR scenario, the proposed Hybrid
protection method effectively limits Eve's reconstruction ca-
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