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Abstract—The attack detection is crucial in the In-
ternet of Things (IoT) networks for preserving optimal
network performance and system integrity. However,
existing methods are insufficient to handle the large
volume of available data, missing values, and high
variance. Moreover, an integrated infrastructure is re-
quired to synchronize the various processes involved
in attack detection. To address these challenges, we
proposed an attack detection framework comprising
three phases. The first phase addresses missing val-
ues, standardizes data, and maps attack classes based
on shared features, reducing the dataset’s complex-
ity. In the second phase, oversampling and undersam-
pling methods are sequentially employed to balance
the dataset and reduce biases in highly imbalanced
datasets. The third phase is a machine learning-based
(ML) Histogram Gradient Boosting (HGB) model used
to improve the prediction of attacks accurately and
efficiently. This three-phase framework enhances ML
models’ performance and enables them to handle more
complex classification tasks. Additionally, we investi-
gate various ML and boosting models to increase the
generalization capabilities of the classification. Simula-
tion results conducted on actual IoT datasets indicate
that the HGB model outperforms existing ML and
boosting models, making it a suitable solution for
industrial IoT applications.

Index Terms—Machine Learning, Internet of Things,
Cyberattacks.

I. INTRODUCTION

In recent years, the IoT has rapidly grown and trans-
formed the technological landscape. This evolution has in-
vented new ways for humans to interact with technology. It
enables various devices to communicate with one another
and act based on shared information with minimal human
intervention [1]. This process facilitates automation and
the development of intelligent systems. IoT has a signif-
icant impact on industries such as smart home systems,
medical devices, autonomous vehicles, and Industrial IoT
(IIoT) [2]. However, security and reliability concerns arise
as IoT networks grow and integrate with components.
Addressing security and reliability concerns is crucial to
ensuring reliable, resilient operation and protecting IoT
systems.
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IoT devices lack security mechanisms and are vulnerable
to cyberattacks [3]. Adversaries exploit vulnerabilities to
compromise data integrity and access controls. To ef-
fectively secure these devices, it is essential to imple-
ment advanced detection techniques and robust security
protocols. Weak standards and ambiguous protocols in-
crease the risks associated with IoT networks [4]. These
weaknesses compromise the system’s reliability and hinder
large-scale IoT deployments from realizing their full po-
tential. As IoT network traffic continues to increase, real-
time threat detection becomes more complex. To address
these challenges, intelligent detection methods have gained
attention. Machine learning (ML) demonstrates strong
potential in identifying previously unseen attack patterns
[5]. However, ML performance depends on clean, balanced,
and high-quality datasets. Imbalanced classes within a
dataset introduce bias and degrade detection accuracy [6].
Furthermore, the dynamic nature of IoT traffic demands
frequent dataset updates, which increase computational
costs. The absence of standardized datasets further com-
plicates model generalization across diverse environments.

To tackle security challenges in IoT systems, this study
proposes an attack detection solution utilizing the CI-
CIoT2023 dataset [7]. This dataset was chosen for its
updated features and realistic attack scenarios from oper-
ational ToT networks. It provides comprehensive coverage
of current threats relevant to practical environments. The
main contribution of this study is organized into three
distinct phases, as outlined below.

o The CICI0oT2023 dataset Includes 33 different attack
classes, resulting in a complex classification task that
poses challenges for effective modelling and general-
ization. Many of these classes use the common fea-
tures. In the first Phase, we preprocessed the dataset
for ML models and mapped the 33 attak classes into
7 categories based on their common features.

e The CICIoT2023 is a multiclass dataset where in-
stances are not distributed equally. The two attack
classes have a significantly high number of instances,
and the remaining are extremely low, including be-
nign. This imbalance causes bias and increases the
risk of the ML model’s overfitting. In the second
phase, we sequentially use an Adaptive Synthetic
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(ADASYN) with Random Undersampling (RUS) to
address the imbalance issue, which provides an equal
instance for each class and avoids biases and over-
fitting toward one majority class. This approach ef-
fectively classifies the attacks and facilitates accurate
modelling and generalization.

o Finally, the third phase employs the ML-based His-
togram boosting model on CICIoT2023 to detect the
different attacker and benign classes. The boosting
model combines multiple weak learners and makes
a strong prediction model, which reduces the risk
of overfitting, while single ML models are prone to
overfitting.

This study extends prior boosting-based intrusion-
detection approaches by integrating an adaptive
ADASYN-RUS resampling mechanism with HGB to
enhance learning stability on the highly imbalanced
CICIoT2023 dataset, while recognizing that such
resampling slightly modifies natural traffic characteristics.

II. RELATED WORK

The rapid advancement of IoT devices has brought
significant benefits across various industries, including
improved operational efficiency, real-time automation, and
predictive maintenance [8]. However, this expansion has
also introduced serious challenges, particularly regarding
the security of interconnected IoT systems. As the number
of connected devices continues to grow, networks must
be capable of detecting malicious nodes and abnormal
activities. Traditional detection methods such as rule-
based, heuristic, and signature-based approaches rely on
statistical and pattern recognition techniques to identify
threats [9]. While these techniques provide a basic level
of protection, they are ineffective against the evolving and
dynamic nature of modern IoT attacks. To overcome these
limitations, ML models have gained increasing attention
for their ability to learn from data, adapt to new at-
tack patterns, and enhance detection accuracy [10]. ML
techniques offer flexibility and adaptability in identifying
emerging threats. However, they also face challenges such
as high computational requirements, dependence on la-
beled data, and difficulties in obtaining accurate annota-
tions for training.

The evolving nature of malicious attacks presents major
challenges, underscoring the need for rapid and adaptive
IoT threat mitigation. Numerous studies have applied ML
and deep learning (DL) models for IoT attack detection
using both conventional and modern datasets [11]. A two-
step clustering method has been proposed to enhance
classification accuracy through advanced preprocessing,
though it remains highly dependent on these steps and
faces scalability issues [12]. Traditional ML models such
as Random Forest (RF), Support Vector Machine (SVM),
and K-Nearest Neighbour (KNN) perform well on small
datasets but struggle with large-scale IoT data due to
increased complexity [13]. Conversely, DL models such

as Deep Neural Networks (DNN), Convolutional Neural
Networks (CNN), and Long Short-Term Memory (LSTM)
effectively capture complex and sequential patterns [14].
However their high computational cost and data imbalance
hinder real-time deployment in resource-constrained envi-
ronments. Recent studies introducing collision-aware ac-
cess strategies have shown potential to reduce latency and
access overhead in dense IoT scenarios, improving network
resilience and detection efficiency [15], [16]. Despite these
advances, ML-based ensemble learning remains the most
promising direction for scalable and effective IoT attack
detection, though further research is needed to reduce
computational demands and support real-time processing
[17].

III. SYSTEM MODEL

This section discusses the proposed model for IoT
network traffic classification. The proposed model has
many essential sub-modules, including Dataset Descrip-
tion, Data Preprocessing, Data Resampling, and HGB as
show in Fig. 1.

A. Dataset Description

The CICIoT2023 dataset provides a robust foundation
for developing and evaluating IoT security solutions. It
contains traffic from 105 devices and includes 33 distinct
attack classes, which in this study are consolidated into
seven broader categories: Denial of Service (DoS), Dis-
tributed Denial of Service (DDoS), brute force, spoof-
ing, reconnaissance, web-based, and Mirai attacks. The
original class distribution, shown in Table I, highlights
a pronounced imbalance across categories. The dataset
captures real-time activity under diverse threats, reflecting
the complex dynamics of IoT networks while balancing
generalization and forensic detail through the seven-class
consolidation.

B. Data Preprocessing

Data preprocessing is the first step, which ensures the
dataset is in the proper format for ML models. The
preprocessing steps include handling missing values, ap-
plying label encoding, normalizing features to a specific
range, and, most importantly, performing attack mapping
to facilitate the classification process [18]-[21]. The CI-
ClIoT2023 dataset contains 33 distinct attack classes, each
representing a unique attack behavior. However, several
of these classes share similar characteristics and can be
grouped under broader categories. To simplify the clas-
sification process, we consolidated the 33 attack classes
into 7 general categories based on shared features. This
reduction decreases dataset complexity, enhances model
efficiency, and improves classification performance. Fur-
thermore, this approach increases the practical applica-
bility of ML models for IoT network attack detection by
ensuring compatibility with real-world threat diversity.
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Fig. 1. Three-phase framework for IoT attack detection.

C. Data Resampling

Class imbalance is a major challenge in real-world
datasets, where models tend to favor the majority class.
To mitigate this, ADASYN and RUS were applied sequen-
tially. ADASYN generates synthetic samples for minority
classes by interpolating between samples with few same-
class neighbors, improving generalization and reducing
bias [22]. To ensure dataset reliability for small-sample
classes, the ADASYN oversampling ratio was limited to
prevent overfitting and maintain realistic traffic distribu-
tions. Subsequently, RUS removes excess samples from
majority classes to achieve a balanced dataset [23]. Al-
though RUS slightly alter the natural class distribution,
this combined ADASYN-RUS strategy significantly en-
hances model fairness and stability across unseen samples.
Table I summarizes the dataset composition before and
after resampling, confirming improved class balance and
equitable representation for all attack categories.

TABLE 1
SAMPLE DISTRIBUTION AFTER RESAMPLING

Class Original Instances ADASYN RUS
DDOS 47,729 47,729 47,002
DOS 11,120 47,002 47,002
Mirai 3,664 47,724 47,002
BENIGN 1,471 47,733 47,002
Recon 981 47,857 47,002
Spoofing 715 47,706 47,002
Web-based 25 47,724 47,002
Brute Force 18 47,730 47,002

D. Histogram Gradient Boosting

HGB is an optimized implementation of the Gradi-
ent Boosting (GB) algorithm that improves performance
through histogram-based binning. Traditional GB tech-
niques evaluate all possible split points for each fea-
ture, resulting in significant computational overhead. HGB
overcomes this limitation by discretizing continuous fea-
ture values into a fixed number of intervals, substantially
reducing candidate split points [24]. The first step of this
process involves discretizing each continuous feature into
quantile-based bins. In the standard implementation, each
feature is divided into a predefined number of bins whose
boundaries are derived from the empirical quantiles of
the feature values. The smallest observed value defines
the lower boundary of the first bin, and the largest value
defines the upper boundary of the last bin, ensuring that
all samples are represented. This quantile-based strategy
automatically determines both bin width and boundary
limits, preserving the feature distribution while acceler-
ating model training. The GB framework within HGB
iteratively adds decision trees to minimize the residual
errors of preceding trees [25]. To optimize the loss function
and update the model, HGB utilizes the gradient of the
loss with respect to its predictions, as shown in Equation 1.

=1

where F'(x;) is the predicted value for sample i, and
0(y;, F(x;)) is the loss function, often chosen as squared
error, (y; — F(x;))%. The model updates its predictions
by adjusting subsequent weak learners to minimize the

(1)



negative gradient of the loss function, as given in Equation
2:
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where rgm) is the residual for the m-th iteration. Each

new model is trained to predict these residuals. The final
prediction is the weighted sum of all weak learners, as
shown in Equation 3:

M
Fa(a) = Fo(x) + ) 1 fn(2) 3)
m=1

where Fy;(z) is the final prediction after M boosting
rounds, fp,(z) is the weak learner at iteration m, and 7 is
the learning rate controlling each tree’s contribution to the
final prediction. The final prediction in HGB is obtained as
a weighted sum of all weak learners. The model efficiently
handles large, high-dimensional datasets while requiring
less memory and computational cost than conventional
Gradient Boosting methods. This makes HGB particularly
suitable for real-time IoT traffic classification, where both
speed and accuracy are critical.

IV. SIMULATION RESULTS AND THEIR DISCUSSION

Simulations are performed on the CICIoT2023 dataset
to examine the performance of ML models. Python is used
within the Google Colaboratory environment to imple-
ment the three-phase framework drawn in Fig. 1. The
CICIoT2023 dataset is publicly available, and we used
the file named "Merged52" [7]. The dataset is divided
into two parts: 70% of the dataset is used for training,
and the remaining 30% is used for ML model testing.
The performance of multiple ML models was examined,
including Naive Bayes (NB), Linear Discriminant Analysis
(LDA), Quadratic Discriminant Analysis (QDA), Stochas-
tic Gradient Descent (SGD), Logistic Regression (LR),
Adaptive Boosting (AdaBoost), Extreme Gradient Boost-
ing (XGB), Categorical Boosting (CatBoost), and Light
Gradient Boosting (LGB). These models were evaluated
across several metrics, such as accuracy, precision, recall,
F1 score metrics. The performance of all evaluated models
is presented in Table II.

TABLE II
PERFORMANCE COMPARISON OF ML MODELS ON THE CICI0oT2023

DATASET.
Model  Accuracy Precision Recall F1 Score
SGD 0.6264 0.6304 0.6264 0.6157
LR 0.6529 0.6551 0.6529 0.6445
NB 0.5098 0.6286 0.5098 0.4389
LDA 0.6069 0.6231 0.6069 0.6006
QDA 0.5652 0.6322 0.5652 0.5150
AdaB 0.2815 0.4878 0.2815 0.2364
XGB 0.8859 0.8901 0.8859 0.8848
HGB 0.9375 0.9419 0.9375 0.9368
CatB 0.8496 0.8539 0.8496 0.8470
LGB 0.9259 0.9315 0.9259 0.9253

In Fig. 2 represents the error metrics which include False
Negative Rate (FNR), False Discovery Rate (FDR), False
Positive Rate (FPR), and False Omission Rate (FoR),
are compared across various ML models. HGB and LGB
perform exceptionally well. Their low FPR and FoR show
that they successfully reduce false positives and negatives
and ensure precise identification of attack classes without
excessive misclassification. AdaB has significantly higher
FPR and FoR values compared to other models, indicating
that it is prone to making many false positive errors. The
NB model also has a relatively high FDR, continually mis-
classifying benign cases as attackers and generating false
alerts. While the SGD and LR models perform moderately
well across various criteria. These findings emphasize the
importance of minimizing both false positives and false
negatives to ensure accurate and effective attack detection
in IoT networks.
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Fig. 2. Comparison of error metrics across different ML models.
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Fig. 3. Execution time comparison of different ML models.

Time efficiency is essential in real-world applications
that require rapid processing, especially in resource-
constrained environments. Fig. 3 illustrates the execution
times of each ML model, which shows that AdaB has



the longest execution time of the other models. The LR,
SGD, and NB maintain shorter execution times. However,
their prediction results are not satisfying, which means the
models are not learning and predicting well. In contrast,
XGB, HGB, CatB, and LGB depict moderate execution
times and obtain satisfying results on unseen data. Un-
derstanding these variations in execution time is crucial
when selecting the appropriate model. It is important
to balance computational resources, time efficiency, and
model performance according to the application’s specific
needs. Such comparisons help select models that deliver
strong performance and meet the practical requirements
for deployment in resource-constrained environments.

V. CONCLUSION AND FUTURE WORK

Securing IoT networks is essential due to their numerous
weaknesses. ML models help to identify malicious be-
haviours within network flows. However, these models still
struggle to identify malicious behaviour due to training
on inadequate data. To address these challenges, this
study presents a three-phase framework for IoT attack
detection that includes preprocessing and mapping 33
attack classes into 7 broader categories, mitigating class
imbalance to improve model generalization, and employ-
ing the HGB model to enhance detection accuracy. The
proposed framework integrates preprocessing, resampling,
and classification into a unified pipeline and demonstrates
strong performance on real-world datasets. Although the
HGB model achieved the highest detection accuracy, it
incurred increased computational complexity. Future re-
search will investigate bagging and stacking approaches
combined with deep learning models to design lightweight
and scalable solutions for practical IoT deployments.
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