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Abstract. This chapter presents the outcomes of the RESTART project
COHERENT, which investigates the design and orchestration of sus-
tainable, reliable, and resilient next-generation networks through the
integration of Digital Twin Networks (DTNs) and Intent-Based Net-
working (IBN). As cloud–edge infrastructures become increasingly het-
erogeneous and large-scale, network management must evolve beyond
traditional Key Performance Indicators (KPIs) to explicitly incorpo-
rate Key Value Indicators (KVIs) reflecting societal, environmental, and
economic objectives, in line with the United Nations Sustainable De-
velopment Goals. A value-aware reference architecture is introduced,
grounded in the ITU-T Y.3090 framework and extended through As-
set Administration Shell (AAS)-based Digital Twins to enable interop-
erable, lifecycle-aware representation of network assets. The architecture
supports cloud-to-edge deployment via containerized and Kubernetes-
based platforms, enabling scalable and resilient orchestration across het-
erogeneous domains. Within this framework, DTNs act as predictive
and decision-making entities, supporting intent translation, simulation,
and closed-loop control. The chapter formalizes multiple orchestration
strategies spanning Digital Twin lifecycle management, service and task
placement, and data and intelligence orchestration, ranging from value-
aware decision-making mechanisms to optimization-based formulations,
jointly accounting for performance, cost, energy e!ciency, cyber risk,
and sustainability-oriented KVIs. These concepts are validated through
representative use cases and two proof-of-concept implementations tar-
geting energy e!ciency in mobile and fixed access networks. Experimen-
tal results demonstrate that DTN-enabled orchestration can proactively
improve service reliability, reduce energy consumption, enhance security
and fairness, and preserve quality of experience, confirming the role of

ω This chapter presents results from the RESTART project COHERENT.
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DTNs as key enablers of sustainable, value-driven operation in future 6G
networks.

1 Introduction

Next-generation networks are evolving into heterogeneous, programmable, and
increasingly autonomous infrastructures that integrate pervasive Internet of Things
(IoT) ecosystems with diverse stakeholder requirements. This evolution intro-
duces stringent performance expectations—including ultra-low latency, ultra-
high reliability, massive connectivity, and high data rates—to support emerging
applications such as holographic telepresence, eXtended Reality, and collabo-
rative robotics. As infrastructures scale and diversify, their management be-
comes more complex, particularly during service introduction or technological
upgrades.

Unlike previous generations focused mainly on technological progress, next-
generation networks must satisfy intertwined societal, environmental, and eco-
nomic objectives. Sustainability, defined as meeting present needs without com-
promising future generations [8], spans economic, social, and environmental di-
mensions. Achieving it requires long-term planning, coordinated action, and the
integration of sustainability principles into operational and strategic decisions
[22]. International frameworks such as the United Nations (UN) Agenda 2030
and its 17 Sustainable Development Goals (SDGs) provide a reference for align-
ing network development with global sustainability objectives [26].

Telecommunications plays a central role in this transition. The sector under-
pins digital services shaping commerce, industry, and daily life, and sustainability-
focused initiatives emphasize programmable softwarized networks, virtualiza-
tion, and flexible infrastructures [29,9]. Virtualization standardizes hardware,
centralizes control, and enables evolution without extensive physical interven-
tion, supporting both operational e"ciency and sustainability.

Sustainability considerations extend beyond environmental impact to social
and ethical dimensions, including equitable access, worker well-being in auto-
mated environments, and the protection of privacy, transparency, and fairness.
Networks must also empower users and foster inclusive digital societies, reflecting
the broader societal role of telecommunications.

In this context, traditional Key Performance Indicators (KPIs) focused on
Quality of Service (QoS) are insu"cient. Key values and their corresponding Key
Value Indicators (KVIs) complement performance metrics by quantifying soci-
etal and environmental impacts [2]. Balancing performance, e"ciency, and sus-
tainability introduces complex trade-o!s. For example, network resilience mea-
sures or tra"c absorption strategies can increase energy consumption, highlight-
ing inherent conflicts between objectives [20].

Enhanced observability, controllability, and predictive capabilities are re-
quired to address these challenges. Intent-Based Networking (IBN) translates
high-level intents into verifiable configurations and automated actions, enabling
dynamic adaptation to evolving network conditions [27]. Digital Twins (DTs)
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provide the foundation for these capabilities by acting as high-fidelity virtual
replicas of physical systems, supporting real-time monitoring, predictive analyt-
ics, what-if evaluations, and anomaly detection [18]. In large-scale IoT deploy-
ments with softwarized and multi-tenant slices, DTs combine simulation and
Machine Learning (ML)-based inference to assess protocols, resource allocation
strategies, security mechanisms, and energy-saving policies before deployment,
reducing operational risk.

Digital Twin Networks (DTNs) extend the DT concept to entire network in-
frastructures, providing semantically structured, continuously synchronized rep-
resentations of network state [30]. They integrate telemetry, control-plane data,
configurations, and intents into a unified knowledge substrate, enabling proactive
fault prediction, performance optimization, and multi-objective trade-o! anal-
ysis across latency, QoS, security, energy consumption, and KVIs. From a sus-
tainability perspective, DTNs model power consumption, hardware utilization,
and tra"c patterns to quantify service carbon footprints and identify e"ciency
improvements.

DTNs also enhance IBN reliability by validating intents, detecting conflicts,
and ensuring compliance with KVIs and regulatory constraints. They can eval-
uate feasible strategies for high-level objectives such as “minimize energy con-
sumption while maintaining five-nines reliability” and recommend the optimal
configuration. Security and resilience benefit as well, with predictive models ca-
pable of simulating cyberattacks, evaluating cascading failures, and assessing
control-plane robustness. Combined with Artificial Intelligence (AI)-driven ana-
lytics, DTNs detect deviations, configuration drifts, and potential compromises
before service enforcement.

Overall, the integration of DTNs and IBN enables heterogeneous require-
ments to be expressed as multi-objective intents aligned with sustainable and
value-driven networking principles. This combined approach allows for optimized
resource utilization, enhanced reliability, and the achievement of both perfor-
mance and societal objectives, positioning next-generation networks as platforms
for intelligent, sustainable, and ethically responsible digital services.

1.1 Foundations and Standards for KVI Adoption in
Telecommunication Systems

In business contexts, value refers to the benefits generated by organizational
activities, encompassing economic performance, social well-being, and environ-
mental protection. Within sustainability-oriented enterprises, value extends be-
yond profitability to include long-term, multidimensional impacts. The main
drivers for adopting value-based criteria are: i) financial investments support-
ing the transition to sustainable processes, ii) customer preferences increasingly
favoring value-aligned services, and iii) regulations that enforce or incentivize
responsible operations. These drivers often act simultaneously, with market and
societal pressures frequently accelerating change faster than regulatory mecha-
nisms.
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Several international and industrial bodies are developing standardized frame-
works and metrics to integrate sustainability into telecommunications. The Inter-
national Telecommunication Union (ITU) defines methodologies for measuring
environmental and social impacts, including KVIs, with Study Group 5 focusing
on reducing greenhouse gas emissions in digital technologies [14]. ETSI, aligned
with EU strategies for a green and resilient digital economy, has established
technical committees addressing sustainability [10]. The Global System for Mo-
bile Communications Association (GSMA), through its Open Gateway Initiative
(OGI), proposes KVI models suitable for terrestrial and non-terrestrial networks
[12], while the NGMN Alliance provides guidelines for green network KPIs and
target values [19]. These e!orts collectively aim to maintain acceptable user ex-
perience while achieving environmental objectives, guiding the evolution toward
Sixth Generation (6G) networks.

A notable contribution comes from the Joint Research Center, (JRC) of the
European Commission, in collaboration with DG-CNECT, which developed 19
harmonized sustainability indicators covering the full life cycle of electronic com-
munication networks [11]. This approach captures both fixed and wireless net-
works, addressing environmental impact, energy consumption, and e"ciency,
and is particularly important given that the supply chain represents a major
source of emissions for operators.

Academic research has complemented these standardization e!orts. Early
frameworks, such as “A framework for values-driven next-generation ICT solu-
tions” [28], propose structured processes to identify key values, translate them
into indicators, and evaluate outcomes in terms of value creation. Surveys on
sustainability in telecommunication networks [21] examine the translation of
KVIs into measurable metrics, their integration into network architectures, and
continuous monitoring across distributed infrastructures.

KVIs quantify the key values associated with an organization, product, or
service, emphasizing holistic impact and long-term value generation [2]. Their
implementation typically follows two complementary approaches. Sensor-based
KVIs leverage real-time measurements from sensors, IoT devices, or automated
monitoring systems, exposing data via Application Programming Interface (API)
for continuous evaluation. Examples include energy consumption, pollution lev-
els, and resource utilization. CertiÞed KVIs rely on formal assessments by inde-
pendent certification bodies, through audits or structured surveys, and provide
verifiable data via APIs. While sensor-based KVIs deliver continuous feedback,
certified KVIs capture strategic compliance and long-term alignment.

As customers increasingly demand services aligned with their values, KVI
adoption enables organizations to di!erentiate o!erings, enhance service adop-
tion, and quantify economic impact. E!ective integration requires accurate mea-
surement, transparent reporting, and trustworthy communication of achieved
targets.

In summary, KVI adoption in telecommunication systems necessitates well-
defined measurement methodologies, continuous monitoring mechanisms, and
verifiable processes that embed value-driven decision-making into network de-



Sustainable Digital Twin Networks 7

sign, operation, and governance. These elements provide the foundation for align-
ing next-generation networks with economic, social, and environmental objec-
tives.

2 Reference Architecture for Digital Twin Networks

A reference architecture for DTNs has been defined [3] to address management
challenges in sixth-generation networks. As 6G infrastructures evolve toward
ubiquitous in-network computing, where computation is distributed across radio
access, core, and edge domains, orchestration frameworks must optimize both
performance and sustainability. Future networks will expose computation-as-a-
service, enabling distributed AI applications within a “Network for AI” paradigm.

The architecture builds on the DT model, widely adopted in industrial sys-
tems to provide synchronized virtual replicas of physical assets. Applied to
telecommunications, a DTN, conceived as an ecosystem of interconnected DTs,
can continuously monitor the network, process telemetry, and predict future
states. These capabilities enable closed-loop reconfiguration of the physical net-
work, ensuring Service Level Agreements (SLAs) are met while satisfying sus-
tainability requirements expressed via KVIs alongside traditional KPIs.

Aligned with emerging standards from the IRTF and ITU-T (Y.3090), the
architecture supports sustainability-driven IBN and integrates network-level dig-
ital twins with lightweight prediction mechanisms. It comprises three layers,
shown in Fig. 1.

Fig. 1: Reference architecture for the proposed Digital Twin Network.
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Physical Network Layer This layer includes all physical, digital, and phygital
network components. Programmable 6G environments rely on network man-
agers or orchestrators implementing Sustainable Development Solutions Net-
work (SDSN)/Network Function Virtualization (NFV) principles. Components
may be abstracted into DTs or host DTs in containerized runtimes.

Digital Twin Network Layer This layer hosts DTNs, instantiated, managed, and
terminated by a dedicated DTN manager according to predefined templates.
Key entities include:

Ð Digital Twin Network (DTN): A digital representation of a telecom-
munication network composed of multiple heterogeneous DTs. DTNs may
be permanent or dynamic, with self-contained management handled by the
composing DTs.

Ð Digital Hub (DTH): A subset of DTs within a DTN, representing groups
of related assets, network functions, or shared operational characteristics.

Ð Digital Hat (DH): Associated with a network asset, acting as adapter,
mediator, and wrapper. Multiple Digital Hats may coexist for the same asset
across di!erent hubs or DTNs.

Ð Service Marketplace (SM): Maintains a catalog of services o!ered by
Digital Hats, supporting dynamic relationships between marketplaces and
hubs.

Ð Metamodels: Provide abstractions for digital representation, defining dy-
namic topology and interaction patterns, evolving through peer consensus
or system-level directives.

Ð Services and Microservices: Services orchestrate one or more microser-
vices, each representing a capability of a DT or external resource, enabling
modular, scalable deployment.

Ð DTN Management: Orchestrates microservices and DTs, managing life-
cycle and interactions, potentially deployed within hubs or externally.

Ð Simulation and Prediction Module: Evaluates alternative configura-
tions to satisfy user intents while optimizing for sustainability and resource
e"ciency.

Application Layer Hosts services leveraging the DTN platform according to de-
fined policies, with sustainability-aware intents injected through the northbound
interface and mapped to corresponding microservices.

Interfaces

Ð Northbound interface: Exposes APIs to applications for intent submission
and service access.

Ð Southbound interface:Defines protocols for telemetry and control exchanges
between DTs and physical devices.

This layered design enables the DTN to analyze and predict network be-
havior and enact timely reconfigurations, integrating KVIs into decision-making
to support SLA compliance and long-term sustainability alongside traditional
performance metrics.
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2.1 Challenges in KVI Adoption

Realizing KVI-driven network management requires addressing several founda-
tional challenges. Six key aspects are particularly critical: i) certifying achieved
KVIs, ii) profiling user value preferences, iii) orchestrating conflicts among indi-
cators, iv) translating KVIs into network configurations, v) ensuring end-to-end
KVI fulfillment, and vi) establishing operational responsibility and accountabil-
ity across all actors.

Certifying Achieved KVIs End users increasingly demand services aligned with
sustainability and ethical standards, creating opportunities for providers to dif-
ferentiate o!erings. Operators must measure, represent, and communicate achieved
KVI in a trustworthy manner. Certification authorities can validate these claims
to ensure transparency and comparability. Distributed trust technologies, such
as blockchain-based systems, provide a suitable foundation for storing, verifying,
and auditing sustainability attestations.

User Digital Twins Capturing users’ value preferences requires analyzing con-
sumption patterns and, where permitted, explicit preference disclosures. User
Digital Twinss (UDTs) serve as structured digital representations of users, in-
cluding profiles, preferences, service history, and contextual information. By con-
tinuously learning from behavior, UDTs generate personalized KVI profiles that
can be fed into an IBN orchestration workflow. DTs representing users, services,
and network segments can interact to determine optimal service provisioning,
balancing personalization with consent and data privacy.

Orchestrating Conßicts among Indicators Conflicts may arise within a single
user’s preferences or across stakeholders, such as multiple providers or users.
Resolving conflicts requires prioritization or negotiation mechanisms, including:

Ð balancing high throughput and low latency for users against operational
constraints and costs for providers;

Ð prioritizing renewable-energy usage even if it increases operational expendi-
ture.

Weighting schemes can express relative importance, while exceptional scenarios
(e.g., disaster recovery) may temporarily override standard priorities to minimize
harm.

Translating KVIs into Network ConÞgurations High-level KVIs must be mapped
into actionable network configurations across architectural layers. The trans-
lation layer decomposes abstract value-centric intents into sub-indicators and
enforceable parameter sets. Key technical requirements include:

Ð standardized encodings (e.g., JavaScript Object Notation (JSON), Exten-
sible Markup Language (XML), or Natural Language Processing (NLP)-
interpretable formats) to enable automation;
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Ð controlled vocabularies for consistent interpretation;
Ð formal representation of priorities to support trade-o! management;
Ð definition of translation rules linking sustainability descriptors to concrete

network settings.

This translation is essential for operationalizing intent-based sustainable net-
working.

Assuring End-to-End KVI Achievement Modern networks span multiple ad-
ministrative domains, making end-to-end KVI fulfillment complex. One strategy
maps end-to-end KVIs onto measurable KPIs, leveraging existing inter-operator
collaboration frameworks. However, distributing contributions and ensuring ag-
gregate target achievement requires new mechanisms for attribution, verification,
and accountability across providers.

Operational Responsibility and Accountability Ethical and sustainable network
operation requires coordinated governance across all actors. Mechanisms include
Ethical Impact Assessments (EIAs), standardized certification processes, and
continuous monitoring. Responsibility should be distributed according to role:

Ð infrastructure providers: device-level security and energy e"ciency;
Ð telecom operators: configuration, privacy protection, and intent enforcement;
Ð application providers: ethical handling of user data.

Multi-actor collaboration is supported by explicit agreements (e.g., SLAs em-
bedding Ethical-by-Design requirements), joint governance committees, and due
diligence standards for supplier selection, ensuring accountability for KVI per-
formance throughout the value chain.

2.2 Cloud-to-Edge Management via the Asset Administration Shell

The Asset Administration Shell (AAS) originates from the Reference Archi-
tectural Model for Industry 4.0 (RAMI 4.0) reference model, which defines an
Industry 4.0 component as the combination of a physical asset and its digi-
tal representation. Standardized by International Electrotechnical Commission
(IEC) 63278-1:2023 ED1, the AAS provides a uniform mechanism to digitally
represent assets throughout their life cycle, covering both type and instance
phases. It encapsulates structural properties, capabilities, operational status,
and runtime data, split into a passive part (static data and history) and an ac-
tive part (functional logic for control and interaction). This separation supports
scalable cloud-to-edge integration while preserving a consistent abstraction layer.

Eclipse BaSyx FrameworkEclipse BaSyx [7] provides a reference implementation
of the AAS with a modular software stack aligned with Industry 4.0 standards.
The framework enforces standardization through the AAS and its extensible sub-
model ecosystem. Architectural complexity is managed via a Service-Oriented
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Architecture (SOA) and the Virtual Automation Bus (VAB) abstracts communi-
cation heterogeneity. Enterprise-grade operation is supported through workflow
orchestration, monitoring, and fine-grained access control based on Role-Based
Access Control (RBAC). This enables interoperable, secure, and scalable digital
representations from cloud to edge [4].

Software Development Kits BaSyx o!ers Software Development Kits (SDKs) in
Java, C#, C++, and Python. Java and C# support full-featured applications;
C++ targets real-time edge integration; Python is used for rapid prototyping.
In this work, the Java SDK was selected for its maturity, scalability, and role as
reference implementation for Industrial Digital Twin Association (IDTA) AAS
API compliance, ensuring long-term stability and interoperability for core ser-
vices such as the AAS Repository and Registry.

Digital Twin Creation A DT is instantiated as an AAS representing the physical
asset. The creation process involves: i) defining submodels describing properties,
behaviors, and operational metrics; ii) implementing an AAS application encap-
sulating execution logic. Submodels and DT applications can be defined using
the AASX Package Explorer or programmatically via the Java SDK. Core com-
ponents supporting DT lifecycle management include:

Ð AAS Environment : runtime support with REST interface for CRUD op-
erations on AASs and submodels;

Ð AAS Registry : discovery and resolution of AASs;
Ð AAS WebView : graphical interaction with AAS data;
Ð Submodel Registry : registration and lookup of submodels;
Ð DataBridge : real-time data exchange with external sources using Hypertext

Transfer Protocol (HTTP), Message Queuing Telemetry Transport (MQTT),
or OPC UA.

All components are distributed as Docker containers, supporting portable de-
ployment.

Figure 2 illustrates the Cisco Catalyst YAML configuration file within the
DT namespace. This file is instantiated on a per-DT basis, as each DT is asso-
ciated with a specific deployment profile, such as the one shown in the figure.
Accordingly, each DT requires a tailored set of containers to operate correctly.
In this example, the configuration highlights the container reference for the AAS
Registry, which represents a core component and is essential for the correct func-
tioning of the overall system.

AAS Interfaces Two complementary HTTP/Representational State Transfer
(REST) interfaces are provided: the AAS Repository API manages entire AASs,
while the AAS API enables fine-grained access to individual DTs, including nav-
igation and manipulation of submodels, properties, and operational data.



12 Sustainable Digital Twin Networks

Fig. 2: YAML Ain’t Markup Language (YAML) file of the DT deployment.

AAS Deployment and Runtime Integration DTs are deployed on a Kubernetes
(K8s) platform. Each DT and its services run in one or more Kubernetes Pods
(Pods), with Services providing stable networking, and ConfigMaps/Secrets man-
aging configuration and sensitive data. Persistent Volumes and Claims ensure
state continuity across Pod rescheduling or failures. Bidirectional synchroniza-
tion with physical assets is enabled via messaging protocols such as MQTT,
ensuring continuous alignment between the physical system and its digital rep-
resentation [1].

AAS Metamodel and Types The AAS metamodel, governed by IDTA (IDTA-
01001-3.0.1), defines the relationships among assets, AASs, submodels, inter-
faces, and concept dictionaries, establishing a semantic foundation for interop-
erability. In line with IEC 62890 and RAMI 4.0, AASs distinguish between type
and instance representations, enabling flexible modeling across heterogeneous
industrial scenarios. This approach ensures consistency and supports lifecycle
management from generic asset definitions to concrete operational instances.

3 Orchestration of DTN

Orchestration in DTNs operationalizes the value-aware networking vision by co-
ordinating decisions across multiple abstraction layers. It spans three tightly
coupled dimensions: (i) orchestration of DTs, (ii) orchestration of services, and
(iii) enforcement of low-level network configurations. These dimensions are em-
bedded within an IBN framework, which enables the systematic translation of
user- and system-level intents into consistent and verifiable orchestration actions
across heterogeneous administrative and technological domains.
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The first research direction focuses on the orchestration of DTs. A DT must
be correctly instantiated, placed, scaled, and, when required, migrated to pre-
serve fidelity and synchronization with its physical counterpart. This process
is particularly challenging in edge and far-edge environments, where compu-
tational resources are constrained, platforms are heterogeneous, and operating
conditions are highly dynamic. The complexity further increases in scenarios
involving mobile or intermittently connected assets, where frequent DT migra-
tions may be required to maintain low-latency interaction and service continuity.
Orchestration strategies must therefore jointly account for resource availabil-
ity, communication delay, reliability, and continuity, while limiting overhead and
avoiding unnecessary replication. These decisions are further constrained by sus-
tainability objectives, such as minimizing energy consumption and reducing the
environmental footprint of distributed deployments.

The second research direction addresses the orchestration of services built on
top of DTs. Insights derived from DTs enable real-time monitoring of physical
systems, historical data analysis, and predictive evaluation of alternative config-
urations, supporting proactive decisions on service placement, task o#oading,
and coordination across the cloud-to-edge continuum. In this role, DTs act as
decision-support entities that guide orchestration based on both current network
state and anticipated evolution. Service orchestration increasingly departs from
purely performance-driven optimization and is instead formulated as a multi-
objective problem. Classical KPIs, such as latency, throughput, and reliability,
are jointly optimized with KVIs capturing economic sustainability, environmen-
tal impact, trustworthiness, and inclusiveness, under feasibility, capacity, and
policy constraints. This integrated approach positions DTNs as a key enabler
of proactive, value-aware, and sustainable orchestration in next-generation net-
worked systems.

Intent-Aware and Value-Driven Optimization Within this line of work,
the COHERENT architecture enables intelligent and value-aware service or-
chestration by leveraging DTs as active and predictive decision-making enti-
ties. High-level service requests are expressed as intents according to the IBN
paradigm, allowing both consumers and providers to specify requirements and
capabilities in a technology-agnostic manner. This abstraction enables hetero-
geneous services to be mapped onto comparable orchestration objectives and
supports decisions that jointly account for technical KPIs and value-oriented
KVIs. By equipping network- and resource-level DTs with predictive models,
COHERENT can proactively evaluate alternative service deployments, estimate
their impact on performance, cost, security, and sustainability, and optimize
multiple objectives simultaneously through formal decision-making techniques.
Representative contributions demonstrate complementary approaches to value-
aware orchestration via DTs, including intent-based multi-domain orchestration
[5], natural-language-driven intent enrichment with social and ethical consider-
ations [23], and resilient task allocation under disaster conditions [6].
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In particular, the work in [5] presents an intent-based service orchestration
framework aimed at minimizing SLA violations in multi-domain B5G environ-
ments. The approach exploits the IBN paradigm to translate high-level service
requests into structured intents and relies on DTNs to model domain capabilities,
simulate candidate deployments, and evaluate their impact prior to execution.
The orchestration logic jointly considers performance, economic, and security
dimensions, aligning technical objectives with broader sustainability and trust-
worthiness goals.

Key Capabilities

Ð Intent-driven abstraction : heterogeneous service requests are mapped into a
finite set of intent categories, enabling scalable and automated orchestration.

Ð Predictive orchestration: candidate service deployments are evaluated through
DTNs to proactively prevent SLA violations.

Ð Multi-criteria optimization : orchestration decisions jointly account for KPIs
(e.g., delay and throughput) and KVIs (e.g., cost and cyber risk).

System Model Let I = { I 1, . . . , IN } denote the set of intent categories and D =
{ D1, . . . , DM } the set of network domains. Multiple service requests may map
to the same intent category. Each service request R(n)

s associated with intent I n
is decomposed into a set of tasks

T(n) = { T (n)
1

, . . . , T (n)
K } ,

characterized by latency deadline ! (n), minimum throughput " (n), security im-
pact # (n), acceptable risk $(n), budget %(n), and input data size B (n). Each
network domain Dm exposes computational and networking resources described
by processing capability & (m), maximum task quota q(m), attack likelihood L (m),
cost structure ' (m), and guaranteed bandwidth Bw (m). These parameters are
continuously maintained and updated through DTNs.

Performance, Risk, and Cost Modeling The end-to-end delay for executing a
service request on domain Dm is modeled as

t
(R( n )

s ,Dm )
= t(tran)

(R( n )
s ,Dm )

+ t(proc)
(R( n )

s ,Dm )
,

where transmission delay depends on the achievable rate

U
(R( n )

s ,Dm )
= Bw (m) álog

2

!
1 +

Ptx áH (m)

Pnoise

"
,

and processing delay scales with the computational load and domain capacity.
Cyber risk is modeled as

(
(R( n )

s ,Dm )
= # (n) áL (m),
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capturing the potential impact on confidentiality, integrity, and availability. Ser-
vice cost accounts for usage, lifecycle, and security expenditures, and the result-
ing domain revenue is expressed as

Rev(m) = C(m)

ut át(proc)
(R( n )

s ,Dm )
!

#
C(m)

lf + C(m)

sec áL (m)

$
,

explicitly embedding economic sustainability and security investments into the
optimization process.

Optimization Problem Task assignment is modeled by the binary variable

x
(Tk (R

( n )
s ),Dm )

" { 0, 1} ,

indicating whether task T (n)
k is assigned to domain Dm. The orchestration objec-

tive minimizes the number of SLA violations across latency, throughput, budget,
and security dimensions:

min
x

( T k ( R
( n )
s ) ,D m )

|F| + |E|+ |C|+ |S| (1)

s.t.
N%

n=1

S%

s=1

K%

k=1

x
(Tk (R

( n )
s ),Dm )

# q(m), $m " [1, M ] (2)

M%

m=1

K%

k=1

x
(Tk (R

( n )
s ),Dm )

= K, (3)

$R(n)
s " R(n), $n " [1, N ]

M%

m=1

S%

s=1

K%

k=1

x
(Tk (R

( n )
s ),Dm )

#
M%

m=1

q(m) (4)

x
(Tk (R

( n )
s ),Dm )

" { 0, 1} . (5)

The resulting formulation defines a combinatorial multi-objective optimization
problem, which is NP-hard due to the exponential growth of the search space.
It is addressed through a game-theoretic many-to-many matching framework
between service tasks and network domains. Tasks and domains act as rational
players with interdependent objectives: tasks seek domains minimizing latency,
cost, and cyber risk, while domains prioritize revenue, capacity utilization, and
controlled security exposure. Preferences are derived from intent-driven KPIs
and KVIs, and feasibility is continuously validated via DTNs-enabled predictive
simulations. The iterative matching converges toward a stable allocation, where
no task–domain pair can unilaterally improve its outcome.

Results Simulations over ten heterogeneous domains and up to 2500 service
requests per 30-minute interval show that the proposed approach improves in-
tent–domain matching satisfaction to 70–80%, compared to approximately 50%
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achieved by baseline methods, including Random Matching (RM), Greedy Match-
ing (GM), and Joint Decision Making (JDM). From a service orchestration per-
spective, this translates into proactive SLA compliance, with end-to-end de-
lays consistently below 10! 2 s under high load, throughput gains of up to 15%,
and reductions in cyber risk between 10% and 30% (see Fig. 3). Overall, the
game-theoretic formulation enables coordinated, stable, and security-aware or-
chestration across multiple domains, moving beyond purely performance-driven
allocation strategies.
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(a) Average end-to-end delay
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(b) Average throughput
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(c) Average costs
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(d) Average cyber risk

Fig. 3: KPI and KVI analysis assessed in a scenario with high-throughput re-
quests, with 2500 requests/30 min.

Another solution along this line of work [23] combines the IBN paradigm
with Large Language Models (LLMs) to translate natural-language service re-
quests into structured network intents. These intents encode both traditional
KPIs (e.g., latency, throughput, and reliability) and value-driven KVIs (e.g.,
trustworthiness, inclusiveness, and sustainability), enabling orchestration deci-
sions that explicitly account for technical, social, and ethical dimensions.

Key Capabilities

Ð Natural-language intent translation: LLMs infer quantitative KPIs and qual-
itative KVIs from unstructured user requests.

Ð Value-aware orchestration: social, environmental, and trustworthiness met-
rics are integrated into resource allocation decisions.
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Ð Closed-loop enforcement: continuous monitoring ensures that intents remain
satisfied, enabling dynamic adaptation to network and service variations.

System Model The network is modeled as a heterogeneous set of resources
R = { r1, . . . , rN } , each characterized by processing capability, availability, mem-
ory, and exposed operational attributes. Services are represented by the set
S = { s1, . . . , sJ } , each with specific computational demands and KPI-level
constraints. For each resource–service pair (rn, sj), a performance quality score
Qrn ,sj and a value score Vrn ,sj are computed. The latter aggregates environmen-
tal sustainability ' rn ,sj , trustworthiness $rn ,sj , and inclusiveness )rn ,sj . Trust-
worthiness captures security, robustness, and privacy guarantees; inclusiveness
promotes equitable access to digital services; and sustainability reflects energy
e"ciency and environmental responsibility.

Optimization Problem Let

Q(X ) =
%

sj "S

%

rn "R

Qrn ,sj xrn ,sj , V (X ) =
%

sj "S

%

rn "R

Vrn ,sj xrn ,sj ,

where xrn ,sj " { 0, 1} denotes the allocation decision. Service placement is for-
mulated as the following multi-objective optimization problem:

max
X

&
Q(X ), V (X )

'
(6)

s.t.
#

Qrn ,sj ! Qtols j

$
áxrn ,sj % 0, $sj " S , $rn " R , (7)

Vrn ,sj áxrn ,sj % 0, $sj " S , $rn " R , (8)
%

sj "S

Dsj áxrn ,sj # Arn , $rn " R , (9)

%

rn "R

xrn ,sj = 1 , $sj " S , (10)

xrn ,sj " { 0, 1} , $sj " S , $rn " R . (11)

The constraints ensure that each service is assigned to exactly one resource,
resource capacities are not exceeded, KPI thresholds are met, and KVI con-
tributions are non-negative. Due to NP-hardness, the *-constraint method is
adopted to generate Pareto-optimal solutions by maximizing V(X ) while en-
forcing minimum acceptable levels of Q(X ). Each resulting subproblem is solved
via Branch-and-Cut, providing exact solutions with practical computation times
suitable for distributed orchestration.

Results Simulation results with up to N = 800 resources and J = 1200 ser-
vice requests show that the proposed framework achieves KPIs comparable to
performance-centric greedy approaches, while delivering up to 20% higher aggre-
gated social and ethical value. Figures 4 compare network quality and value met-
rics against benchmark strategies, including RM, Performance Greedy Matching
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(PGM), and Value Greedy Matching (VGM). The results confirm that natural-
language intent translation combined with multi-objective optimization e!ec-
tively balances technical performance with societal objectives, enabling system-
atic exploration of Pareto-optimal trade-o!s and seamless integration into mod-
ular orchestration pipelines.
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(a) Network quality performance,
N = 80
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(b) Social and ethical value, N = 80
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(c) Network quality performance,
J = 100
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(d) Social and ethical value, J = 100

Fig. 4: Network quality performance and social and ethical value in the
inclusiveness-focused scenario.

These orchestration solutions can be extended to disaster-response scenar-
ios over multi-domain infrastructures, including terrestrial, non-terrestrial, and
hybrid network segments [6]. This use case demonstrates the ability of the DTN-
based architecture to dynamically adapt to network anomalies and failures, en-
suring service continuity through proactive reconfiguration. Domain availability,
capacity constraints, and failure conditions are continuously anticipated via DT
updates. In this context, Unmanned Aerial Vehicles (UAVs) collect data from re-
mote or critical infrastructures and o#oad processing tasks to the most suitable
network domain for in-network execution. End-to-end service requirements are
expressed as intents with explicit SLAs, while domains are abstracted as DTs ex-
posing computational, storage, bandwidth, and trustworthiness attributes. Task
assignment is formulated as a multi-criteria decision-making problem and solved
using TOPSIS to rank candidate domains for each UAV task. Allocation proceeds
iteratively: domains are scored, infeasible options are pruned, and the highest-
ranked feasible domain is selected. Predictive capabilities provided by DTs enable
preemptive task reallocation in response to congestion or failures. Experimental
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results show improved service availability, reduced missed data acquisitions, and
higher o#oading e"ciency compared to random and storage-triggered baseline
strategies.

Task Placement within the Edge-to-Cloud Continuum DTNs enable
the creation of digital replicas of network components—including base stations,
edge servers, and user terminals—supporting real-time monitoring, historical
data storage, and predictive analytics on tra"c and computational load. Beyond
observability, DTNs act as decision-making engines for proactive task placement.

This study investigates a task placement strategy across the edge-to-cloud
continuum aimed at minimizing overall energy consumption, accounting for both
transmission and computation energy, while satisfying task latency constraints.
The DTN of the Multi-Access Edge Computing (MEC) system operates as a
centralized orchestrator, integrating network state, computational and energy
resource availability, and renewable-powered edge nodes into a unified represen-
tation. Decisions jointly consider traditional KPIs and sustainability-oriented
KVIs, in line with recent literature identifying DTNs as enablers of proactive
orchestration [24,16,31].

Key Capabilities

Ð Predictive task placement: allocates workloads under latency constraints
while minimizing energy consumption.

Ð Sustainability-aware decision-making: integrates KVIs related to energy us-
age and renewable availability, supporting green computing aligned with
UNs’ SDGs.

Ð Computational o!oading control : determines execution at the edge or in the
cloud based on network state, queue dynamics, and task requirements.

System Model The network (Fig. 5) consists of N wired edge nodes connected
to a remote cloud node d with high processing capacity. Each node i " N & d
provides computational capability µi (CPU cycles/s). A subset of edge nodes
acts as ingress points receiving tasks from producers and consumers, while an
egress node connects the domain to the cloud.

Each task j " M is defined by { sj , Dmax
j , lj} , where sj denotes input size,

Dmax
j the maximum tolerable delay, and lj the required number of CPU cycles.

Tasks are routed by ingress nodes to edge nodes; when constraints cannot be
satisfied locally, tasks are o#oaded to the cloud.

Optimization Problem The objective is to minimize total node energy consump-
tion:

min
%

i" !N

%

j" M

X ij+j

(
E trans

i,j + (1 ! , i)E
comp
i,j

)
, (12)
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Fig. 5: Orchestration case study for the DTN-based architecture.

subject to:
%

i" !N

X ij = 1 , $j " M (13)

X ijD i # X ijDmax
j , $i " *N, $j " M (14)

X ij " { 0, 1} , $i " *N, $j " M. (15)

Computation energy is modeled as [25,17]:

E comp
i,j = kiµ2

i lj , (16)

where ki is the CPU activity capacitance, µi the processing capability of node i ,
lj the task workload, +j the request rate, and X ij the binary allocation variable.

The problem is NP-hard (a Generalized Assignment Problem (GAP)). A
greedy heuristic iteratively assigns tasks to nodes by prioritizing high-energy
workloads, enforcing latency and queue constraints while approximating energy-
optimal solutions.

Results Fig. 6 evaluates the proposed heuristic (E2A) under four scenarios: no
renewable-powered nodes and 10%, 20%, and 30% renewable-powered nodes.
Benchmarks include: i) Rand+Cloud, random edge placement with cloud fall-
back; ii) Centr+Cloud, placement based on node closeness centrality; and iii)
DMEP, minimizing exchanged data.

Results show that E2A and DMEP significantly reduce cloud reliance and
data exchange compared to baseline strategies, while maintaining latency feasi-
bility as task request rates increase from 500 to 2000 requests/s.
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(a) Edge energy consumption. (b) Exchanged data volume.

(c) Task o"oading to the cloud.

Fig. 6: E!ectiveness metrics.

DT-Assisted Reliable Federated Learning for eHealth The COHERENT
architecture enables Data and Intelligence Orchestration, where DTs go beyond
passive representation of network entities and actively coordinate distributed
learning processes through prediction and utility estimation. This subsection
presents an eHealth use case that instantiates the DTN paradigm to orchestrate
privacy-preserving Federated Learning (FL) at the network edge. The DT, imple-
mented within the Simulation and Prediction Module of the DTN layer, operates
as a central coordinator that models client status, predicts informational utility,
and selects participants for each FL round. Edge clients are represented as UDTs.
An entropy-based adaptive selection mechanism jointly accounts for traditional
KPIs (e.g., model accuracy and convergence) and value-oriented KVIs (e.g., re-
liability, fairness, and computational sustainability). The overall architecture is
depicted in Fig. 7.

Challenges and DT-Driven Solution Healthcare-oriented FL is characterized by
highly heterogeneous, non-IID data distributions and severe class imbalance,
conditions under which static or random client selection strategies are ine!ec-
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Fig. 7: Architecture of the DT-assisted federated learning system.

tive. To address these limitations, a DT-driven predictive entropy mechanism
is introduced to enable targeted client participation and improve model relia-
bility and clinical relevance. The system integrates real-time Electrocardiogram
(ECG) streaming, lightweight preprocessing at the edge, threshold-based local
training, and continuous validation, minimizing data exposure while preserving
diagnostic accuracy.

Remarks The proposed framework evolves the DT paradigm into an active
orchestrator for distributed learning in privacy-sensitive environments. Its key
mechanisms include:

Ð predictive modeling of client utility for entropy- and context-aware partici-
pant selection;

Ð simulation of patient behavior through virtual patient twins to enable con-
trolled training conditions;

Ð selective aggregation of high-uncertainty updates to improve generalization
under non-IID data;

Ð resource-aware orchestration balancing information gain and sustainability
constraints.

This DT-centric orchestration establishes a closed-loop interaction between phys-
ical and digital layers, enabling scalable, privacy-preserving edge intelligence for
6G-enabled medical IoT systems.

Framework Details Client prioritization is based on local data entropy, computed
as the Shannon entropy of sigmoid-activated predictions and averaged over local
validation samples. Edge clients act as virtual patient twins and perform local
Convolutional Neural Network (CNN) training when entropy exceeds predefined
thresholds. The central DT orchestrates client selection by leveraging historical
entropy trends and training metrics to forecast client utility, selecting the top-
k participants per round. Global model aggregation adopts entropy-weighted
averaging [13], assigning higher relevance to informative updates.
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The CNN architecture employed for local ECG classification is reported in
Table 1. It is designed to be computationally e"cient for edge deployment, incor-
porating convolutional and dense layers, L2 regularization, batch normalization,
and dropout. Local training is performed for a fixed number of epochs, with early
stopping based on validation rea Under the Curve (AUC) to prevent overfitting.
The Adam optimizer is used with a learning rate of 1' 10! 5 and batch size equal
to 4.

Table 1: CNN architecture for local ECG signal classification.
Layer Parameters Notes
Input (2000, 12) 12-lead ECG segment
Conv1D 64 filters, kernel 7 ReLU
MaxPooling1D pool size 2
Conv1D 128 filters, kernel 5 ReLU, L2 ! = 0 .002
MaxPooling1D pool size 2
Conv1D 256 filters, kernel 3 ReLU, L2 ! = 0 .002
MaxPooling1D pool size 2
Conv1D 256 filters, kernel 1 ReLU, L2 ! = 0 .002
MaxPooling1D pool size 2
Flatten –
Dense 256 units ReLU, L2 ! = 0 .002
BatchNorm –
Dropout 0.5
Dense 128 units ReLU, L2 ! = 0 .002
BatchNorm –
Dropout 0.5
Output Dense 71 units Sigmoid (multi-label)

Local entropy for client i is computed as

H i = !
C%

j=1

pij log(pij), Havg =
1
N

N%

i=1

H i,

and is used by the DT to select the top-k clients in each communication round.

Experimental Results Experimental evaluation was conducted using the Flower
framework with a TensorFlow backend on the PTB-XL dataset, partitioned
across multiple edge clients. Three FL strategies were compared:

1. Classic FL, with uniform client selection;
2. Entropy-based FL, prioritizing high-uncertainty clients;
3. DT-assisted FL, combining entropy guidance with predictive client utility

modeling.

Only the DT-assisted approach selected a reduced subset of clients (5 out of
10) per round, prioritizing quality over quantity. Performance metrics include
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validation AUC, loss, accuracy, and precision over 50 communication rounds, as
shown in Fig. 8.

(a) Validation AUC (b) Validation loss

(c) Validation accuracy (d) Validation precision

Fig. 8: Comparison of validation performance for di!erent FL strategies over 50
communication rounds.

Results indicate that DT-assisted orchestration achieves higher AUC, lower
loss, and improved precision despite involving fewer clients per round. While
classic FL converges faster, it exhibits inferior generalization due to noisy and
redundant updates. The proposed DT-centric framework systematically prior-
itizes informative and diverse clients, improving robustness to class imbalance
and enhancing fairness in clinical diagnosis. This confirms the e!ectiveness of
DTs as enablers of scalable, e"cient, and privacy-preserving edge intelligence
for eHealth applications.

3.1 Implementation of the COHERENT Architecture

Based on the reference architecture [15], the COHERENT architecture has been
implemented as a distributed system composed of cloud and edge parts, as shown
in Fig. 9. The design adopts a microservices approach, with Kubernetes (K8s)
managing cloud containers and KubeEdge extending K8s functionalities to the
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edge. The demonstration cluster consists of one cloud and one edge node to
showcase core functionalities.

Fig. 9: The COHERENT Implementation modules.

Cloud Core NamespacesThe cloud component is structured into five main
namespaces:

Ð NS DT : Hosts DTs representing physical devices and configurations, ensur-
ing connectivity, persistent storage, and synchronization. Only the Active
Part and Databridge are instantiated per DT, while common AAS compo-
nents reside in a dedicated NS BaSyx.

Ð NS BaSyx : Centralizes shared BaSyx services, including the AAS Registry,
Submodel Registry, Web UI, and Environment. This separation avoids du-
plication and ensures consistent AAS management.

Ð NS Controller : Acts as the central coordination unit for the DT infrastruc-
ture, overseeing lifecycle management, inter-twin networking, and platform
integration via:

¥ DT Manager: manages DTs lifecycle.
¥ Platform Manager: monitors nodes, services, and pods.
¥ Federation Network: manages DTs connectivity.
¥ ONOS Controller: enables intent-based networking and supports video

streaming demonstrations.
¥ CronJob: periodically updates DT specifications from GitLab.
¥ MongoDB: persistent storage for DT data.
¥ Platform Orchestration & Optimization: orchestrates DTs using Kuber-

netes to optimize resources.
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Ð NS Intent (formerly NS SLA): Manages service-level aspects and intents,
including:

¥ Intent Mapping: translates customer requests into intents.
¥ DTN Service Marketplace: provides solutions oriented to value indica-

tors.
¥ Analytics & Service Orchestrator: performs resource optimization and

identifies optimal configurations.
¥ SLA Module: interprets submitted service requests.
¥ Active Service Manager: determines high-level services needed for exe-

cution.
Ð NS KubeEdge : Implements cloud-edge distribution with Cloud Hub (facili-

tates cloud-edge communication), Edge Controller (orchestrates edge nodes),
and Device Controller (manages device lifecycle). The EdgeMesh module
ensures reliable two-way communication between DTs and physical devices
using MQTT. Cloud-side EdgeMesh and CloudCore pods manage local net-
works and coordinate edge nodes.

Edge ComponentThe edge environment bridges cloud and edge operations, in-
cluding:

Ð Edge Hub : local control plane for edge nodes.
Ð EdgeMesh : maintains continuous communication with the cloud, using spe-

cialized connectors (Mapper component) to ensure interoperability across
heterogeneous devices.

Interoperability and Standards COHERENT emphasizes interoperability, en-
abling seamless integration of devices and digital services. Semantic interop-
erability is achieved using ontologies and standardized representations of device
capabilities. A RESTful architecture ensures simplified device access and control
via HTTP. The architecture supports complex applications, secure communica-
tions via standard authentication and encryption, and is based on open standards
to promote adoption. A transcoding module is included to enable compatibility
between di!erent data models, such as YANG and OMA LwM2M. Among these
solutions, the AAS is a key enabler, providing a metamodel that encompasses
the Digital Hub, integrating both DT and Digital Hat components.

4 Proof of Concept (PoC) Evaluation: Energy E!ciency
in Mobile and Fixed Networks

To validate the COHERENT platform, two comprehensive PoCs were developed,
demonstrating how DTs, intent-based orchestration, analytics, and Kubernetes-
native management can optimize network behavior in operational scenarios.
Both PoCs focus on energy e"ciency while maintaining service quality through
dynamic, automated decision-making.
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The first PoC targets energy e"ciency in 5G mobile networks, leveraging
DTs, Open Radio Access Network (O-RAN) components, and AI-driven opti-
mization for intelligent Next Generation Node B (gNB) cluster control. The sec-
ond PoC addresses fixed access broadband networks, showing how DT-enabled
orchestration can consolidate Broadband Network Gateway (BNG) workloads
and reconfigure Gigabit Passive Optical Network (GPON)-based infrastructures
without a!ecting service continuity.

PoC 1 Ð Energy E!ciency Improvements in 5G Radio Access Net-
works The first PoC evaluated energy e"ciency improvements in a 5G RAN
cluster with five gNBs and a RAN Energy Saving Controller at the edge. Each
entity was modeled as an AAS-based DT, providing a unified view of configu-
ration and performance metrics such as Physical Resource Block (PRB) usage,
throughput, serving Signal-to-Interference-and-Noise Ratio (SINR), and hard-
ware characteristics.

Fig. 10: Simulated RAN scenario with gNBs and UEs.

The intent—Energy e"ciency improvements in gNB RAN cluster —defined
two main KPI constraints:

Ð cell Capacity # 80%;
Ð peak Throughput % 1 Mbps.

These KPIs, together with associated KVI (Energy E"ciency, Connection
Quality, Service Quality Index), guided the optimization. The scenario was exe-
cuted using the RIC-TaaP simulation platform, integrating FlexRIC, ns-O-RAN,
5G-LENA NR module, and an Energy Saving xApp. Two simulation modes were
considered:
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Ð Baseline : all gNBs always active;
Ð Energy Saving : DT-assisted controller switches gNBs on/o! and o#oads

tra"c according to predicted energy consumption and KPI compliance.

ML-based models, including LLM transformers and a custom XNS algorithm,
predicted energy consumption from KPI time series and proposed safe switch-o!
strategies. Results showed that the DT-assisted control loop can:

Ð reduce total cluster energy consumption by 6.9% on average;
Ð maintain KPI targets for throughput and PRB usage.

Fig. 11: Energy consumption in the RAN cluster with LLM transformer Energy
Saving algorithm enabled.

Transient deviations occurred during handovers triggered by gNB deacti-
vation, but the closed-loop control restored KPI compliance rapidly. Both ML
approaches were viable, with the domain-specific model providing higher stabil-
ity.

PoC 2 Ð Energy Consumption Optimization in Fixed Access Broad-
band Networks The second PoC focused on fixed broadband networks, target-
ing GPON-based infrastructures. High-capacity BNGs contribute significantly
to operational expenses (OPEX), especially during low-tra"c periods. While
Optical Line Terminations (OLTs) remain always active, Software Defined Net-
working (SDN)-enabled BNGs can be scaled down or deactivated to save energy.

DTs replicate the broadband network, monitor tra"c, analyze subscriber
distribution, and estimate energy footprints. Using KPI/KVI frameworks, the
COHERENT platform recommends optimal configurations, such as consolidat-
ing subscribers on fewer active BNGs during o!-peak hours.
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The scenario used the Kathará emulation environment with one OLT and two
BNGs. By submitting an energy-saving intent, the platform determined that one
BNG could be safely deactivated, resulting in reduced power consumption both
system-wide and at the node level (Fig. 12). The DT-assisted control loop can:

Ð reduce the number of active BNGs during low tra"c;
Ð decrease power consumption at system and node levels;
Ð support intent-based automation for energy optimization in fixed networks.

Fig. 12: Power consumption in the GPON scenario with LLM transformer Energy
Saving algorithm enabled.

5 Discussion

The experiences and results presented in this chapter highlight several critical
lessons and insights on how DTs, intent-driven orchestration, and sustainability-
oriented metrics can transform next-generation network management and edge-
to-cloud intelligence.

Networking infrastructures play a dual role in sustainability. On one hand,
they are enablers for achieving the UN’ SDGs, facilitating energy-e"cient ser-
vices and enhanced connectivity. On the other hand, poorly governed networks
may generate rebound e!ects, introduce new security vulnerabilities, and exac-
erbate the digital divide. A central lesson is the importance of formally defining
and quantifying sustainability-related objectives into KVIs, alongside traditional
KPIs. This quantification allows for multi-dimensional decision-making and the
identification of Pareto-optimal trade-o!s between conflicting objectives, which
is crucial for balanced and sustainable network operation. Formalizing key val-
ues and their indicators is necessary to align sustainability goals across societal,
governmental, and industrial contexts. In the telecommunications domain, this
requires certifying KVIs, leveraging UDTs for dynamic orchestration, and trans-
lating high-level objectives into actionable configurations across heterogeneous
network segments. This underscores the need for continuous research and col-
laborative frameworks to ensure that sustainability targets are realistically and
end-to-end achievable.

Within the edge-to-cloud continuum, the DTN functions as a decision-making
engine rather than a monitoring tool. By integrating load predictions, energy
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models, and the renewable availability, it supports proactive task placement
that reduces computational and transmission energy while meeting latency con-
straints. This demonstrates how performance and sustainability objectives can
be jointly addressed through value-aware orchestration. The eHealth use case
further illustrates the flexibility of DTs in orchestrating FL within privacy-
preserving and heterogeneous environments. This approach balances KPIs/KVIs,
improving model generalization, fairness, and resource sustainability, and demon-
strates how DTs can actively coordinate distributed intelligence processes beyond
passive system representation.

A DT-based, intent-driven platform ultimately demonstrates how measurable
targets, expressed via intents and continuously monitored through KPIs/KVIs,
can translate high-level objectives into concrete system behavior. Interoperabil-
ity and abstraction play a key role: by decoupling the digital representation of
assets from underlying infrastructure and technologies, heterogeneous elements
can be rapidly integrated and the system can scale without redesign. Results
from both mobile and fixed network PoCs confirm that energy consumption can
be reduced while preserving service performance, provided that monitoring and
closed-loop control mechanisms remain active and adaptive.

Taken together, these insights reveal a coherent vision: integrating DTs,
sustainability-aware metrics, and intent-based orchestration enables dynamic,
multi-objective optimization across diverse network environments. The plat-
form’s ability to abstract, monitor, and control heterogeneous resources—from
edge nodes to cloud infrastructure—illustrates a scalable methodology for achiev-
ing energy e"ciency, reliability, and fairness while adhering to societal sustain-
ability goals. Moreover, the validation across both mobile and fixed network PoCs
highlights the practical applicability and versatility of this approach, reinforcing
its contribution to sustainable and intelligent networked systems.

6 Conclusions and Next Steps

The COHERENT project originated from a simple yet ambitious vision: design-
ing networks that are hard to die. Resilience was the driving principle—ensuring
that communication infrastructures could sustain operation under adverse, de-
graded, or exceptional conditions. As the project matured, however, a concep-
tual shift occurred. The elevation of the DT paradigm from individual network
elements to the network as a whole—the DTN—unlocked perspectives that ex-
tended well beyond the original scope, encompassing sustainability, value-aware
orchestration, and intelligent, closed-loop control.

Resilience, in this evolved understanding, transcends fault tolerance. It de-
notes the capacity to remain operational beyond nominal conditions, adapting
to dynamic, constrained, and unpredictable environments where traditional in-
frastructures are absent or compromised—rural areas lacking coverage, disaster-
a!ected urban zones, or anomalous operational contexts. In such scenarios, static
and infrastructure-centric solutions fall short. The DTN abstraction addresses
this limitation by representing the network as a unified, synchronized, and pre-
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dictive entity, enabling system-wide reasoning, proactive failure anticipation, and
coordinated resource orchestration across heterogeneous devices, access technolo-
gies, and computational tiers.

A natural next step concerns the federation and dynamic abstraction of ex-
isting technologies according to service requirements, rather than static binding
to predefined infrastructures. Future orchestration mechanisms should intelli-
gently identify which actors can contribute to service delivery in a given context
and determine the quality level realistically achievable—whether during tra"c
surges, connectivity provisioning in remote areas, disaster response, or energy-
constrained operation.

Looking ahead, the DTN paradigm must evolve to embrace the bidirectional
relationship between networks and AI, captured by the dual concepts of Net-
work for AI and AI for Network . These perspectives are not merely complemen-
tary—they are deeply intertwined and will fundamentally reshape how future in-
frastructures are designed, operated, and experienced. The proliferation of foun-
dation models, distributed inference, and edge-based learning workloads is trans-
forming the network from a passive transport layer into an active computational
substrate. Future 6G infrastructures will be expected to natively support AI
workloads by providing low-latency model serving, e"cient gradient exchange for
federated learning, and seamless orchestration of inference pipelines across the
cloud-to-edge continuum. In this context, DTNs o!er a unique vantage point: by
maintaining synchronized, predictive representations of computational resources,
bandwidth availability, and energy states, they can anticipate the requirements
of AI workloads and proactively allocate resources to minimize inference latency,
training time, and carbon footprint. The DTN thus becomes an enabler of AI-
native networking, where network configuration decisions are informed by the
specific semantics and quality-of-service demands of machine learning tasks. Con-
versely, AI techniques—spanning reinforcement learning, graph neural networks,
and LLMs—are increasingly central to network management itself. The complex-
ity of multi-domain, multi-tenant, and sustainability-constrained orchestration
exceeds the capacity of rule-based systems. AI-driven decision-making, embed-
ded within the DTN layer, enables real-time optimization, anomaly detection,
and intent translation at scales and speeds unattainable by human operators.
This convergence positions the DTN not only as a data source for AI models
but as an execution environment where learned policies are continuously refined
against live network state, closing the loop between observation, prediction, and
action.

A transformative frontier emerging from this convergence is the concept of
the agentic network—an infrastructure designed to serve as an accelerator for
autonomous AI agents. As agentic systems proliferate across domains such as
scientific discovery, software engineering, enterprise automation, and embodied
robotics, their e!ectiveness becomes critically dependent on network capabilities.
Agents require reliable, low-latency access to distributed tools, knowledge bases,
external APIs, and collaborative environments. They generate bursty, unpre-
dictable tra"c patterns and demand seamless hando!s between edge and cloud



32 Sustainable Digital Twin Networks

resources as tasks evolve. DTNs are uniquely positioned to enable this agentic
paradigm. By exposing intent-based interfaces, DTNs allow agents to express
high-level communication and computation requirements—such as “minimize la-
tency to knowledge retrieval service” or “prioritize reliability for tool invoca-
tion”—without requiring explicit network configuration. The DTN layer trans-
lates these intents into resource allocations, path selections, and QoS policies,
dynamically adapting as agent goals shift. Furthermore, DTNs can model agent
behavior, predict resource demands, and preemptively provision capacity, trans-
forming the network from a reactive utility into a proactive partner in agent task
execution. This vision extends naturally to multi-agent systems, where coordi-
nation, negotiation, and collective intelligence emerge from interactions among
distributed agents. DTNs can facilitate such interactions by providing shared
state representations, mediating resource conflicts, and ensuring that collective
behavior aligns with system-wide sustainability and fairness constraints. The
network, through its digital twin, becomes an active participant in the agen-
tic ecosystem—observing, predicting, and shaping the conditions under which
agents operate.

The third dimension of this evolution concerns the deployment of AI agents
within the network management plane itself, advancing toward a zero-touch
operational paradigm. Traditional network operations rely on human interven-
tion for configuration changes, fault remediation, capacity planning, and policy
enforcement. As infrastructures scale and diversify, this model becomes unsus-
tainable. The volume and velocity of decisions required to maintain SLA com-
pliance, optimize energy consumption, and respond to security threats exceed
human cognitive bandwidth. Autonomous network agents, operating within and
alongside DTNs, o!er a path toward fully automated, self-healing, and self-
optimizing infrastructures. These agents can be specialized by function—fault
detection agents, energy optimization agents, security response agents, intent
translation agents—or organized hierarchically, with higher-level agents coordi-
nating the actions of lower-level specialists. The DTN provides the shared cog-
nitive substrate: a consistent, real-time representation of network state against
which agents can reason, plan, and act. Critically, the DTN enables safe ex-
ploration and validation of agent actions before deployment. Candidate con-
figurations can be simulated within the DT, their impacts on KPIs and KVIs
assessed, and only validated actions propagated to the physical network. This
shadow executioncapability addresses a key barrier to autonomous operation:
the risk of unintended consequences from learned or emergent agent behaviors.
By coupling agents with predictive DTs, zero-touch management becomes not
only feasible but verifiable, auditable, and aligned with regulatory and sustain-
ability requirements. The progression toward agentic network management also
raises important questions of governance, accountability, and human oversight.
While the goal is autonomous operation, mechanisms for human-in-the-loop in-
tervention, explainability of agent decisions, and alignment with organizational
intent remain essential. DTNs, with their capacity for historical replay, counter-
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factual simulation, and intent tracking, provide the foundation for transparent
and accountable autonomous operations.

Realizing this vision will require sustained research across multiple dimen-
sions, including the development of standardized, expressive intent languages
that enable both human operators and autonomous agents to interact with DTNs
at appropriate levels of abstraction; the design of mechanisms for conflict res-
olution, resource negotiation, and collective optimization among heterogeneous
agents operating across federated network domains; ensuring that autonomous
agents remain aligned with operator intent, sustainability objectives, and reg-
ulatory constraints even as they learn and adapt over time; advancing DTN
simulation capabilities to support real-time, high-fidelity shadow execution of
agent actions across large-scale, multi-domain infrastructures; and establishing
experimental frameworks and testbeds for evaluating agentic network manage-
ment under realistic, extreme, and adversarial conditions.

Ultimately, the project points toward a paradigm in which resilience, sustain-
ability, and service continuity converge through adaptive, context-aware orches-
tration—extended now to encompass the symbiotic relationship between net-
works and AI. The transition from element-level DTs to network-level DTNs
has been central to this vision, revealing that the true value of digital twinning
lies not merely in replication, but in the emergent intelligence that arises when
the network itself becomes the subject of abstraction and control. As AI agents
become both consumers and operators of network resources, the DTN assumes
a pivotal role: enabling networks to accelerate agent capabilities while simulta-
neously leveraging agents to achieve zero-touch, sustainable, and value-aligned
operations. This dual transformation—networks for agents and agents for net-
works—defines the next chapter of intelligent infrastructure evolution. Realizing
this vision will require continued interdisciplinary research, validated through
large-scale experimentation across heterogeneous and extreme deployment sce-
narios, and guided by the principles of openness, interoperability, and societal
benefit that have characterized the COHERENT endeavor from its inception.
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