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Abstract—Network slicing enables logically isolated virtual
networks but introduces new challenges for Lawful Intercep-
tion (LI) in dynamic multi-slice 5G environments. This work
presents an open-source LI demo implemented over a softwarized
5G platform with real over-the-air transmissions. The system
integrates Software Defined Radio (SDR)-based radio access, a
virtualized 5G Core Network, and a distributed LI domain,
enabling multi-cell, multi-user, and multi-slice operation. Selective
per-slice interception is achieved through distributed Point of
Interception (POI), allowing targeted monitoring while preserving
the isolation of non-targeted traffic. The framework supports
VoIP interception with ETSI-compliant Interception Related In-
formation (IRI) and Communication Content (CC) delivery, and
incorporates an application-layer key escrow mechanism to enable
lawful access to encrypted communications. The obtained results
demonstrate the feasibility of scalable and isolated LI in realistic
softwarized 5SG environments.

Index Terms—Lawful Interception, Network Slicing, SDR,
OpenAirInterface, Open5GS, OpenLI.

I. INTRODUCTION

Network softwarization, encompassing Network Function
Virtualization (NFV), Software-Defined Networking (SDN),
and network slicing, is reshaping the design and operation
of modern mobile infrastructures [1]. Within this context,
Lawful Interception (LI) emerges as a critical yet underex-
plored capability, as the distributed, slice-based, and increas-
ingly encrypted nature of 5G systems introduces significant
challenges for Communications Service Providers (CSPs) in
meeting regulatory requirements defined by 3GPP and ETSI
standards TS 33.126/127/128 [2], [3]. Recent research has
explored key escrow mechanisms for lawful decryption [4], [5],
as well as privacy-preserving and cloud-native LI solutions [6],
[7]. However, these approaches typically rely on emulated
environments, lack multi-cell configurations, do not support
concurrent multi-user interception across slices, and often
depend on proprietary or partially closed components, limiting
both realism and reproducibility in softwarized 5G scenarios.

To overcome these limitations, this demonstration introduces
a fully open-source 5G platform that integrates Software
Defined Radio (SDR)-based radio access, a virtualized core
network, and a distributed LI framework. The system enables
realistic over-the-air experimentation in simultaneous multi-
cell, multi-user, and multi-slice scenarios, while preserving
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Fig. 1: (a) hardware deployment of the multi-cell SDR-
emulated scenario; (b) illustration of the complete demo de-
ployment.

full programmability and reproducibility. Specifically, the main
contributions of this demonstration, differently from works in
[5] [4], are as follows:

« Open-source integration: A complete and reproducible
5G LI platform combining OpenAirlnterface, Open5GS,
and OpenLlI across all network layers.

« SDR-emulated scenario: Use of SDR-based Next Gener-
ation Node Bs (gNBs) and User Equipments (UEs) (USRP
X310 and B210) to enable realistic over-the-air validation
of the LI procedure.

o Multi-cell and multi-slice LI support: Simultaneous
operation of multiple gNBs on distinct NR bands and
independent slices each with dedicated Session Manage-
ment Function (SMF) and User Plane Function (UPF) and
interception chains, ensuring strict isolation and no impact
on non-targeted traffic.

To the best of the authors’ knowledge, this work represents
the first demonstration of lawful interception over a fully open,
softwarized 5G LI platform supporting multi-cell, multi-user,
and multi-slice scenarios in a real over-the-air environment.

The rest of this paper is organized as follows. Section II
presents the proposed system architecture. Section III describes
the demo testbed deployment and experimental tests. Finally,
Section IV concludes the paper and outlines future research
directions.
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Fig. 2: gNB A and gNB B runtime logs showing multi-cell
operation on distinct NR bands.

II. SYSTEM ARCHITECTURE

This section presents the high-level architecture of the
proposed LI framework, designed for multi-slice softwarized
networks. The architecture follows a modular and service-
based paradigm, where LI capabilities are natively integrated
within network slicing environments while preserving slice
isolation and standards compliance.

The system is structured into three main logical domains:
the 5G New Radio (5GNR), the 5G Core Network (5SGCN),
and the LI domain. The 5SGNR provides connectivity between
UEs and the core network through distributed gNBs, poten-
tially operating across multiple cells and frequency bands.
The SGCN adopts a service-based architecture where control-
plane functions, such as the Access and Mobility Manage-
ment Function (AMF) and SMF, manage session establish-
ment and mobility, while user-plane traffic is handled by
multiple UPFs, each associated with a specific network slice.
Network slicing is the core architectural principle, enabling
the partitioning of the physical infrastructure into multiple
logically isolated slices, each identified by a unique Single -
Network Slice Selection Assistance Information (S-NSSAI).
For each slice, dedicated SMF and UPF instances ensure strict
traffic separation, Quality of Service (QoS) enforcement, and
independent service provisioning, thus supporting multi-tenant
and multi-service scenarios. The LI domain extends 3GPP-
compliant principles to multi-slice environments. The Ad-
ministration Function (ADMF) manages interception warrants
and provisions slice-specific configurations, while distributed
Point of Interceptions (POIs), instantiated at the UPF level,
selectively access user-plane traffic based on identifiers such as
International Mobile Subscriber Identity (IMSI) and S-NSSAL
Intercepted data, including Intercept Related Information (IRI)
and Communication Content (CC), is processed and delivered
through standardized interfaces toward the Law Enforcement
Monitoring Facility (LEMF).

Finally, the architecture incorporates a logical trust domain
to enable lawful access to encrypted communications. A trusted
entity manages cryptographic material and supports controlled
key distribution to authorized Law Enforcement Agencys
(LEAs), ensuring compliance with regulatory requirements
while preserving user privacy and slice isolation.

III. DEMO TESTBED DEPLOYMENT

Fig. 1 illustrates the proposed testbed, which integrates
a fully open-source 5G stack with real hardware compo-
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Fig. 3: Core network logs (AMF and SMFs) illustrating
control-plane operations across slices.

nents for LI purposes. The testbed includes two USRP X310
devices acting as gNBs, four USRP B210 units emulating
independent UEs, and a workstation (i.e., Dell Precision 7875
Tower equipped with Ubuntu 24.04.3 LTS) hosting all network
functions as Docker containers (Fig. 1(a)). The entire protocol
stack is implemented using open-source platforms, namely
OpenAirlnterface [8] for the SGNR, Open5GS [9] for the
5GCN, and OpenLI [10] for LI nodes (Fig. 1(b)).

Herein, the radio access network operates as a multi-cell
deployment where the two USRPs x310 create two differ-
ent radio links via OpenAirlnterface by configuring them
on distinct SGNR bands (i.e., n77 at 3.7 GHz and n78 at
3.5 GHz). Simultaneously, the four USRPs B210 are used
to physically emulate the UEs where each gNB serves two
UEs concurrently. Specifically, as shown in Fig. 2 (a) and
Fig. 2 (b), the UE 1 and UE 3 are attached to the gNB A,
while the UE 2 and UE 4 are attached to the gNB B. In this
context, once the UEs are attached to the gNBs their acquire
the following IP addresses on the radio interface: 10.45.0.2,
10.45.0.3, 10.46.0.5, and 10.46.0.6, respectively for the UE 1,
UE 2, UE 3, and UE 4. This configuration introduces realistic
conditions where user sessions are distributed across different
radio access points while sharing common core resources.
Control-plane signaling is handled through the N2 interface
toward the AMF, while user-plane traffic is forwarded via N3
interface at the corresponding UPF.

The 5GCN, realized using Open5GS, implements a multi-
slice architecture, where two independent slices are defined
through distinct S-NSSAI identifiers (i.e., SD:000001 and
SD:000002), as shown in Fig. 3. Each slice is associated with
a dedicated SMF/UPF pair, enabling strict isolation of user-
plane traffic. In particular, Slice with SD:000001 is mapped
to SMF 1 and UPF. 1 and supports Voice over IP (VoIP)
communication between UE 1 and UE 2, with UE 2 acting
as the LI target. Similarly, Slice with SD:000002 is associated
with SMF 2 and UPF 2 and supports communication between
UE 3 and UE 4, with UE 4 selected as LI target. Each slice
is coupled with an independent Asterisk instance handling
Secure Real-time Transport Protocol (SRTP)-based Session
Initiation Protocol (SIP) sessions. In this context, the AMF
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Fig. 4: Intercept Related Information and Communication Content of targeted users: (a) UE2 on Slice 1 and (b) UE4 on Slice 2

maintains a unified subscriber database while steering Packet
Data Unit (PDU) session establishment toward the appropriate
SMF based on the requested S-NSSAI, thus preserving strict
service isolation and reproducing the multi-tenant paradigm of
softwarized networks. Moreover, the LI framework is imple-
mented via OpenLI, which allows deploying an independent LI
chain for each slice. Specifically, the LI procedure emulating
the ADMF, dynamically activates interception warrants via
REST API and triggers the collectors. Here, the collectors,
which embody the POIs, are instantiated at the UPF level,
where GPRS Tunneling Protocol User Plane (GTP-U) traffic
is selectively mirrored based on target identifiers combining
IMSI and S-NSSAI Indeed, the Collector 1 mirrors GTP-U
traffic from UPF 1, filtering by (IP Addressygz, SD:000001)
while the Collector 2 mirrors GTP-U traffic from UPF 2,
filtering by (IP Addressygs, SD:000002). While the mediator
(i.e., the Mediation and Delivery Function (MDF) handles
IRI and CC forwarding toward the LEMF over HI2 and HI3
interfaces, as illustrated in Fig. 4. Subsequently, the decryption
of SRTP traffic is enabled through an application-layer key
escrow mechanism based on an IDBC scheme [11], with keys
securely distributed by a Trusted Key Authority (TKA) [5].
This architecture ensures that interception is transparent to
users and that non-targeted traffic remains fully isolated and
inaccessible.

IV. CONCLUSIONS

This paper presented a demo of a standards-compliant LI
framework deployed over a fully open-source and softwarized
Fifth Generation (5G) platform with real over-the-air transmis-
sions. The proposed setup integrates SDR-based radio access, a
virtualized SGCN, and a distributed LI domain, enabling con-
current multi-cell, multi-user, and multi-slice operation within
a reproducible experimental environment. The demonstration
showed that selective interception can be achieved while pre-
serving strict traffic isolation across slices and protecting non-
targeted users. By combining open-source components across
the SGNR, core, and interception layers, the proposed platform
provides a realistic and flexible framework for validating LI
procedures in softwarized mobile networks. In addition, the
integration of a key escrow-based approach confirmed the

feasibility of lawful access also in the presence of encrypted
application-layer communications. Future work will focus on
extending the framework toward more complex deployment
conditions, including larger numbers of slices and users, and
performance assessments under more heterogeneous radio and
network settings.
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