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Abstract
The Internet of Medical Things (IoMT) is an emerging field that has attracted significant attention in

recent years. In this context, communication technology for reduced-capacity devices has assumed a pivotal
role. This research contributes to the IoMT literature by presenting a novel monitoring framework that
integrates short- and long-range communication systems to monitor neurodegenerative desease affected
individuals. A further contribution is the validation of the proposed framework via Proof of Concept (PoC)
implementations based on low-cost commercial devices. Specifically, the system incorporates a small-
size wearable device equipped with Global Navigation Satellite System (GNSS) technology for precise
geolocation, and a Bluetooth Low Energy (BLE) sensor for collecting vital health parameters. Utilizing
Long Range (LoRa) communication technology, the device relays both location and sensor data to the cloud,
where they undergo processing. The cloud-based application manages two critical functionalities. Firstly, it
incorporates a geofencing capability that triggers alerts via an instant messaging service when monitored
individuals cross predefined safe boundaries. Secondly, it has a visualization web interface that displays both
historical and real-time location and health data. Field tests have been conducted in order to demonstrate the
system’s effectiveness in terms of GNSS accuracy, long-range communication signal strength and alerting
latencies.
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1 INTRODUCTION

The global population is undergoing an unprecedented demographic transition characterized by a rapid increase in life expectancy
and a sustained decline in fertility rates. According to the World Health Organization (WHO), the number of individuals aged
over 60 is expected to exceed 2 billion by 20501. This demographic shift has profound implications for healthcare systems, as
aging populations exhibit a higher prevalence of chronic conditions and neurodegenerative disorders, including Alzheimer’s
disease2. Consequently, there is a growing demand for assistive solutions capable of ensuring patient safety, preserving autonomy,
and maintaining adequate quality of life for care-dependent individuals, while simultaneously reducing the burden on caregivers.

Among the most promising technological enablers addressing these challenges is the Internet of Things (IoT), which, in
the healthcare domain, is commonly referred to as the Internet of Medical Things (IoMT)3,4,5. IoMT technologies enable
continuous remote monitoring, early detection of abnormal events, and timely interventions, while supporting personalized
and decentralized care models. In particular, wearable devices combined with wireless connectivity play a crucial role in
monitoring both behavioral patterns and physiological parameters of patients affected by cognitive impairments. Despite their
potential6, existing IoMT solutions for Alzheimer’s care present several limitations. Many systems rely on energy-intensive
and high-cost wireless infrastructures, such as 4th Generation (4G) and 5th Generation (5G) mobile networks or Wireless
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Fidelity (Wi-Fi). Commercial Off-the-Shelf (COTS) devices, including Global Positioning System (GPS)-enabled bracelets
and smartwatches, typically employ cellular connectivity and suffer from limited battery autonomy, often below two days,
along with recurring subscription costs. These constraints hinder scalability and long-term deployment, particularly for elderly
or cognitively impaired users. Notably, Low-Power Wide-Area Network (LPWAN) technologies have been only marginally
explored in existing Alzheimer’s monitoring systems, despite their suitability for long-range, low-power operation. Recent
research in IoMT-enabled dementia care has investigated wearable monitoring, ambient sensing, and Artificial Intelligence (AI)-
assisted behavioral assessment7,8. Studies have explored multi-sensor body area networks and hybrid short-range communication
architectures9,10,11, as well as long-range LPWAN solutions aimed at improving scalability and energy autonomy12,13,14,15.
Additional contributions have examined smart-textile implementations and dashboard-based remote monitoring16,17, as well
as energy-efficient Long Range (LoRa)-based architectures tailored for long-term biomedical sensing18. However, existing
approaches remain limited by battery constraints, fragmented integration of geolocation and physiological sensing, elevated
hardware complexity, or the absence of real-time geofencing and alerting mechanisms specifically tailored for Alzheimer’s care.

To address these gaps, this paper proposes a novel IoMT monitoring framework, validated through Proof of Concept
(PoC) implementations. The proposed solution is based on a low-power, unified architecture leveraging LoRa communication
technology. The system is designed to continuously monitor both the location and selected health parameters of vulnerable
individuals, such as patients affected by Alzheimer’s disease. At its core, the framework employs a lightweight wearable device
integrating Global Navigation Satellite System (GNSS) technology for accurate geolocation and a Bluetooth Low Energy
(BLE)-based sensor for physiological data acquisition. Collected data are transmitted over long distances via LoRaWAN to the
cloud, where they are handled by a middleware for real-time processing and visualization. The adoption of LoRa enables energy-
efficient communication over extended ranges, significantly improving battery lifetime and reducing maintenance requirements.
The resulting application provides two key functionalities. First, a geofencing mechanism automatically triggers real-time alerts
through a Telegram bot whenever a monitored individual exits predefined safe zones. Second, a web-based interface allows
caregivers to access both historical and real-time data related to patient location and health conditions. Experimental field tests
demonstrate the reliability of the proposed system and confirm its suitability for continuous monitoring scenarios. Overall, the
framework supports enhanced safety surveillance while preserving patient autonomy, thereby extending the current state of the
art in IoMT-based assistive technologies.

The main contributions of this work are summarized as follows:

� The design of an IoMT system conceived for geofencing and biomedical monitoring of care-dependent individuals is
presented. The connectivity solution includes a low-energy Wireless Body Area Network (WBAN) and a LoRaWAN-based
node-to-cloud link, with the latter hosting the processing pipeline for location and sensor data;

� As a PoC of the designed system, a prototype is effectively developed, and the main aspects of the adopted hardware and
software solutions are presented. Specifically, the implemented nodes are powered by LiPo batteries and rely on the ESP32
microcontroller. The LoRaWAN network is supported by the The Things Network platform, while the cloud-based processing
functions are deployed on-premise. Finally, real-time alerting is enabled through the Telegram messaging platform;

� Extensive field tests are conducted in realistic outdoor environments to assess GNSS tracking accuracy, LoRa communication
performance, and end-to-end alert latency. Experimental results demonstrate that the proposed LoRa-based IoMT solution
achieves reliable performance, though adopting technologies meant for low power consumption, making it suitable for the
considered use cases.

The remainder of the paper is organized as follows. Section 2 reviews related work, highlighting limitations in existing IoMT
solutions for Alzheimer’s care, particularly with respect to LPWAN adoption and energy efficiency. Section 3 describes the
proposed system architecture, which is based on a WBAN comprising two battery-powered nodes communicating with the cloud
through a LoRaWAN gateway. Section 4 details the hardware and software implementation, including sensing, communication
protocols, and device integration. Section 5 presents the experimental evaluation, assessing GNSS accuracy, LoRa communication
performance, and end-to-end system latency. Finally, Section 6 concludes the paper and outlines directions for future research.

2 RELATED WORKS

Alzheimer’s disease poses significant challenges in terms of patient safety, autonomy, and continuity of care, driving growing
interest in IoMT-based monitoring solutions. Wearable and ambient sensing systems have emerged as key enablers for remote
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supervision, early anomaly detection, and behavioral assistance. A recent systematic review6 categorizes IoT-based Alzheimer's
solutions into three main stages—detection, monitoring, and assistance—highlighting an increasing trend toward sensor fusion
and real-time data analytics. Despite this progress, most existing approaches remain constrained by communication, energy, and
scalability limitations.

Commercial wearable solutions for dementia care, including GPS bracelets, smartwatches, and fall-detection devices,
predominantly rely on cellular connectivity (4G/5G). While these systems support accurate localization and emergency
communication, they typically exhibit limited battery autonomy—often below two days—and incur recurring subscription costs.
Such characteristics hinder long-term deployment and large-scale adoption, particularly for elderly or cognitively impaired users.
Complementary smart-home solutions based on motion, door, or presence sensors enable indoor activity monitoring but lack
outdoor tracking and geofencing capabilities, which are critical for managing wandering behavior. Several research prototypes
have explored IoT-assisted monitoring for Alzheimer's care, including intelligent architectures integrating AI-based behavioral
analysis7,8. While these solutions demonstrate the potential of AI–IoT convergence, they largely depend on short-range or
energy-intensive communication technologies, such as Wi-Fi or cellular networks, thereby limiting autonomy and long-term
usability. These limitations have motivated the investigation of LPWAN technologies as a viable alternative for pervasive and
energy-ef�cient biomedical monitoring.

Healthcare IoT architectures commonly adopt a three-layer model comprising: (i) asensor layerwith physiological and motion
sensors, (ii) agateway layeraggregating data via BLE or Wi-Fi, and (iii) acloud layerfor storage, analytics, and visualization.
Hybrid BLE–LoRa solutions9,10 combine short-range body area networking with long-range transmission, but their application to
cognitive or behavioral monitoring remains limited. Conversely, LoRa-only systems11,12 demonstrate excellent energy ef�ciency
and communication range, yet often omit essential features for Alzheimer's care, such as geolocation, geofencing, or adaptive
alerting. A closer examination of recent IoMT architectures reveals complementary strengths alongside recurring gaps. Meftah
et al.9 propose a multi-protocol BLE–Wi-Fi–LoRa architecture optimized for electrocardiogram (ECG) monitoring and cloud
integration, achieving high �exibility at the cost of increased complexity and without real-time alerting or geolocation support.
Rajeshet al.11 employ a LoRa-centric design augmented with explainable AI to support clinical decision-making and emergency
alerts, prioritizing autonomy and interpretability while excluding proximity networking. Imanet al.12 integrate LoRa into a
smart-textile WBAN, enhancing wearability and power ef�ciency, but without dashboards or noti�cation mechanisms. Similarly,
Balaji et al.13 demonstrate multi-sensor LoRa–WBAN integration but lack BLE interoperability and user-facing interfaces.

More comprehensive designs couple Long Range Wide Area Network (LoRaWAN) with GPS and Message Queuing
Telemetry Transport (MQTT), as shown in14,15, enabling real-time tracking and dashboard-based visualization for ambulance
and stress-monitoring applications. While these works con�rm the scalability and reliability of LoRaWAN, they do not address
wearable WBAN integration or short-range optimization via BLE. Nirmaladeviet al.17 present a LoRa-based smart jacket with
physiological sensing, alerting, and dashboard support; however, its partially wired structure limits ergonomics and long-term
comfort.

Overall, the literature highlights a persistent trade-off between functionality and system compactness. Multi-protocol ar-
chitectures enhance connectivity and service richness but increase hardware complexity and energy consumption. In contrast,
LoRa-only solutions excel in autonomy and simplicity but often lack contextual awareness, multimodal sensing, and user inter-
action capabilities. Architectures integrating GPS and MQTT improve spatial tracking and data accessibility, yet rarely combine
these features with wearable physiological monitoring tailored to cognitive impairments.

From a communication perspective, cellular technologies offer high throughput and coverage but entail substantial power
consumption and operational costs. LPWAN technologies—such as LoRaWAN, Narrowband Internet of Things (NB-IoT),
and Sigfox—provide multi-kilometer range with minimal energy usage and, in some cases, no subscription fees. LoRa, in
particular, has proven effective in healthcare scenarios including ambulance tracking14, stress monitoring15, and remote patient
dashboards16. Nevertheless, no widely adopted Alzheimer's care solution currently exploits LoRa for continuous geofencing
and long-term monitoring, leaving a signi�cant research gap.

Wearable IoMT systems increasingly integrate physiological sensors, motion detectors, and GPS modules to detect wandering,
falls, and abnormal behavior. Smart-textile and MEMS-based approaches12,16 improve comfort and wearability but often lack
real-time, context-aware alert mechanisms. Energy-ef�cient LoRa-based architectures18,17 demonstrate the feasibility of long-
term monitoring without frequent recharging, which is essential for dementia care applications. Security and privacy represent
additional critical challenges. Continuous biomedical and behavioral monitoring involves sensitive personal data subject to
strict regulations, such as the General Data Protection Regulation (GDPR) in Europe and Health Insurance Portability and
Accountability Act (HIPAA) in the United States. While encryption and secure cloud communication are commonly adopted
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in healthcare IoT systems, LPWAN-based solutions require enhanced authentication, anonymization, and privacy-by-design
mechanisms. Addressing these requirements in LoRaWAN-enabled Alzheimer's platforms remains an open research issue.

To address these gaps, this work proposes a uni�ed, low-power LoRa-based biomedical IoT framework for Alzheimer's care,
integrating wearable physiological sensing, geolocation, and real-time caregiver alerts within an energy-ef�cient and ergonomic
architecture.

3 SYSTEM ARCHITECTURE DESIGN

This section describes the architecture of the proposed IoMT framework designed to support continuous monitoring and
geofencing for care-dependent individuals. The system follows a layered and modular design that emphasizes energy ef�ciency,
scalability, and wearability, in line with the requirements identi�ed in Sections 1 and 2. As illustrated in Figure 1, the architecture
is composed of three main subsystems: (i) a wearable WBAN enabling short-range physiological sensing, (ii) a long-range
communication layer based on LPWAN technology for cloud connectivity, and (iii) a cloud-based processing pipeline providing
data management, analytics, and user interaction services.

3.1 Wireless Body Area Network (WBAN)

The wearable sensing layer consists of multiple battery-powered devices worn by the monitored individual, forming a WBAN.
This design leverages the widespread adoption of personal wearable electronics with embedded sensing, processing, and
communication capabilities, while ensuring minimal intrusion and user discomfort19. The WBAN is structured around two
logical node types, denoted asNode 1andNode 2, which collectively support modular sensing and communication. Node 2
represents a generic wearable sensing unit equipped with a microcontroller and one or more physiological or contextual sensors.
It is responsible for acquiring biomedical data and transmitting it over a short-range wireless interface to a central node. BLE is
adopted for intra-WBAN communication due to its low power consumption, native support in wearable platforms, and suitability
for sporadic data transmissions. Multiple Node 2 devices may coexist within the same WBAN, allowing sensor placement to be
adapted to speci�c monitoring requirements, such as body temperature, heart rate, or motion analysis. Node 1 acts as the WBAN
coordinator and gateway. In addition to a control unit, a battery power source, and BLE interface, it integrates a GNSS receiver
for geolocation and a LoRa transceiver for long-range communication. Node 1 aggregates and encodes sensor data received
from Node 2 devices, associates them with spatial information, and periodically forwards the resulting payload to the cloud
infrastructure. Centralizing long-range transmission in a single node reduces energy consumption and hardware complexity
across the WBAN, while enabling continuous location-aware monitoring and geofencing functionalities.

3.2 Low-Power Wide Area Network (LPWAN)

The long-range communication layer connects the wearable WBAN to the cloud backend through an LPWAN. The proposed
architecture adopts LoRa as the physical-layer technology and LoRaWAN as the corresponding networking protocol stack. This
choice is motivated by the need to support multi-kilometer coverage, low energy consumption, and scalable connectivity for
battery-operated wearable devices. At the physical layer, LoRa employs chirp spread spectrum modulation, which provides
robustness against interference and enables reliable communication at low signal-to-noise ratios20. The use of orthogonal
spreading factors allows multiple devices to share the same frequency resources, supporting dense deployments without excessive
coordination overhead. At the network level, LoRaWAN de�nes a star-of-stars architecture in which gateways relay packets
from end devices to network servers over IP-based backhaul links. LoRaWAN network servers manage device authentication,
security, and message routing, exposing application data to higher-layer services21. A key advantage of this architecture is its
gateway-agnostic access model, which allows end devices to transmit through any available gateway without prior association.
This feature enables infrastructure sharing and enhances coverage availability, while maintaining the low-power operation
required for wearable IoMT devices.
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F I G U R E 1 Proposed architecture for the care-dependent geofencing and health monitoring IoMT system.

3.3 Cloud-Based Processing Pipeline

The cloud-based processing pipeline constitutes the backend subsystem responsible for data ingestion, storage, analysis, and
visualization. Centralized cloud processing is selected to support computationally intensive analytics, long-term data retention,
and multi-user access by caregivers and healthcare professionals. This design choice also simpli�es device-side logic, contributing
to reduced power consumption at the wearable layer. Incoming data packets from the LoRaWAN network are received by an
application-level interface and parsed to extract sensor measurements and geolocation information. AMiddlewarelayer handles
data validation, formatting, and routing toward dedicated processing components. These include aNoti�cation Manager, which
evaluates incoming data against prede�ned thresholds or geofencing rules, and aData Storage Manager, which persists both raw
and processed data in a database. The Noti�cation Manager enables real-time alerting in response to abnormal physiological
conditions or violations of prede�ned geographic boundaries. Alerts are delivered to caregivers through external messaging
services via exposed Application Programming Interfaces (APIs), ensuring timely intervention when critical events occur. The
Data Storage Manager supports historical analysis and long-term monitoring by maintaining a structured record of sensor and
location data. User interaction is provided through a web-based dashboard that visualizes real-time and historical information,
including movement trajectories and physiological trends. This interface facilitates continuous supervision and informed decision-
making, while preserving the separation between resource-constrained wearable devices and computation-intensive processing
tasks.

3.4 Security Considerations

The system presents a reasonable security posture for a healthcare-oriented IoT architecture, though its strength varies across the
different communication layers. Starting from the edge, the LoRaWAN protocol stack relies on AES-128 encryption through
NwkSKeyandAppSKey, which is an adequate solution for constrained low-power devices. The use of Over the Air Activation
(OTAA) for key derivation adds a reasonable layer of protection since session keys are generated dynamically rather than
being statically provisioned, reducing the impact of a long-term key exposure. Once data enters the cloud pipeline, Transport
Layer Security (TLS) protocol could provide con�dentiality, integrity, and authentication. The database layer deserves speci�c
attention because it is where the most sensitive data ultimately resides. The combination of TLS-encrypted connections, secret
credentials, and least-privilege role separation creates a meaningful barrier against both external attackers and insider threats.
For the dashboard and texting app, the reliance on HTTPS is appropriate, but it is worth noting that the security of this layer is
heavily dependent on implementation.
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(a) (b)

F I G U R E 2 Comprehensive description of components wiring for (a) Node 1 and (b) Node 2.

4 IMPLEMENTATION DETAILS

Having established the conceptual architecture of the proposed monitoring framework, this Section details the concrete
implementation of the system, encompassing both hardware and software components. The translation from architectural design
to functional prototype required careful selection of technologies that balance performance requirements, power constraints, cost
considerations, and ease of deployment in real-world caregiving scenarios. The following subsections provide comprehensive
details of the speci�c hardware platforms and software frameworks, and integration methodologies employed in realizing the
system, demonstrating its technical feasibility and providing suf�cient detail for replication and future development.

4.1 Implementation of wearable nodes

Each of the two separate units (Node 1 and Node 2) has been implemented using dedicated boards properly connected to each
other and housed in a plastic enclosure.

Node 1, of which a schematic view of the connections is illustrated in Figure 2a, is based on theHeltec WiFi LoRa 32
(V3) (LoRa32 for brevity) board and the GNSS U-blox NEO-6M (NEO-6M for brevity) module, both of which are powered
by a rechargeable polymer lithium battery, characterized by a nominal voltage of 3.7 V and a capacity of 2000 mAh. The
LoRa32 is a development board that combines an ESP32 microcontroller with LoRa wireless communication capabilities. It
features built-in WiFi and Bluetooth connectivity alongside a LoRa transceiver, making it ideal for IoT projects that require
both short- and long-distance low-power communication capabilities. The board includes an integrated 0.96-inch OLED display
for easy status visualization and comes with a built-in battery management system for lithium battery charging. Furthermore,
it features a dual-core processor, multiple GPIO pins, and support for the Arduino IDE and other development environments.
Instead, the NEO-6M is a high-performance GNSS module featuring a positioning engine capable of tracking up to 22 satellites
simultaneously and achieving position accuracy of approximately 2.5 meters under optimal conditions. The module operates on
low power consumption, communicates via Universal Asynchronous Receiver-Transmitter (UART) serial interface, and includes
an integrated ceramic patch antenna. A dedicated sub-GHz external antenna handles RF transmissions with LoRaWAN gateways,
providing greater range coverage and improved signal quality. The connection between the LoRa32 board and the NEO-6M
module is made through a UART connection, allowing the LoRa module to read geographical data from the GNSS receiver.
UART is an asynchronous serial communication protocol that uses two separate connections. Speci�cally, data is sent bit by bit
on TX port, and received on the RX of the other device, operating asynchronously after agreeing on a �xed transmission rate
(i.e., baud rate). Node 1 �rmware follows the logic in Algorithm 1, where acting as a BLE client, scans for and connects to
Node 2's advertised service. Simultaneously, Node 1 continuously receives location data from the NEO-6M GNSS module via
UART serial communication, parsing the data to extract latitude, longitude, and altitude information. The code aggregates the
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